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Abstract

While terrorism and specifically the Islamic State are dominating the national security agenda at the
moment, this paper contends that cyber security is still an important issue for the Australian
Government. The issue can be articulated both in terms of the economic costs and personal impacts
that cyber threats have on businesses and individuals in Australia, as well as the potential impacts,
given current reliance on online social and financial interactions, should Australians lose confidence in
the security of online interactions because of cyber threats.

The paper acknowledges that it is impossible for the Australian Government to directly provide cyber
security capabilities for the entire business and civilian population. However, it asserts that the direct
costs, the potential future impact, and the second-order effects of cyber threats require the Australian
Government to play a significant role in promoting cyber security in Australia. It argues that the
Australian Government should focus less on enhancing its own operational capabilities and more on
supporting broader national activities, and identifies five key areas that should be addressed in a new
Australian Government cyber security strategy.




Cyber Security: Time for an integrated whole-of-nation
approach in Australia

Introduction

The digital age is central to Australia’s national security and economic prosperity. From terrorism to
organised crime to espionage, malicious cyber activity is a growing and ever changing national security
threat.!

In the 2013 document Strong and Secure: a strategy for Australia’s national security, the Australian
Government identified ‘malicious cyber activity’ as one of seven key national security risks, and
‘integrated cyber policy and operations to enhance the defence of our digital networks’ as one of only
three five-year priorities.2

The key cyber security announcement in the Strong and Secure strategy was the establishment of the
Australian Cyber Security Centre, which is likely to be operational in early 2015 when the facility from
which it will operate becomes available.? The Strong and Secure document has since been removed
from the Department of the Prime Minister and Cabinet’s website, in a signal that the Abbott
Government wishes to set its own national security agenda. However, the establishment of the
Australian Cyber Security Centre continues to have the Government’s support.

While terrorism and specifically the Islamic State are dominating the national security agenda at the
moment, cyber security is still an important issue for the Australian Government. It remains an issue
that requires a continued commitment to address the threats and vulnerabilities to protect Australia’s
national security from malicious actors. These actors generally fall into one or more of five broad
categories: cyber criminals, issue-motivated groups or ‘hacktivists’, trusted insiders, nation state-
supported groups, and nation states.*

These actors generally seek to achieve one or more desired outcomes, including financial gain,
highlighting a cause or gaining attention, unauthorised access to information or intellectual property,
or denying, disrupting or degrading access to systems or information. Annex A (‘Malicious Cyber
Actors, Desired Outcomes and Examples of Cyber Threats’) provides a table describing the five broad
categories of malicious cyber actors and their desired outcomes, as well as a number of examples.

To understand why cyber security is still an important policy area for the Australian Government, it is
useful to look at two key elements. First is the current economic costs and personal impacts that cyber
crime has on businesses and individuals in Australia. Second is the potential impact of a cyber threat
based on the levels of reliance that Australians have, both individually and collectively, on information
and communications technology (ICT).

General Keith Alexander, at the time the Director of the US National Security Agency and Commander
of US Cyber Command, stated in 2012 that the loss of industrial information and intellectual property
through cyber espionage constitutes the ‘greatest transfer of wealth in history’.5 McAfee, a leading
cyber security company, estimated that the cost of malicious cyber activity in 2013 was between
US$300 billion and US$1 trillion or 0.3 to 1.14 per cent of global GDP (measured in purchasing power
parity terms).6

Symantec, another leading cyber security company, estimated the cost to Australia in 2013 was US$1
billion or 0.1 per cent of GDP.” While 0.1 per cent of GDP does not sound high, it has the potential to
grow sharply and it is still a loss of US$1 billion that could be greatly reduced through relatively-
inexpensive government policies and activities.

At the micro or individual/firm level, Symantec estimates that 60 per cent of Australian adults have
experienced cyber crime (compared with 61 per cent globally) and that the average cost per victim in
2013 was US$187.8 CERT Australia (the Australian Government’s Computer Emergency Response
Team within the Attorney-General’s Department), in its 2013 Australia Cyber Crime and Security Survey




Report, reported that 56 per cent of organisations surveyed had suffered a cyber security incident in
the previous 12 months.? Similarly, a 2014 report by the Ponemon Institute identified that 44 per cent
of organisations surveyed globally had suffered a serious cyber security incident in the previous
year.10

For a business, the cost of a cyber security incident or breach can vary based on both the tangible cost
of responding to and recovering from the incident, and intangible costs such as reputation damage.
Kaspersky, another leading cyber security company, estimated the cost to a large company averaged
US$649,000 for each incident, while for a small or medium company it was US$50,000.1! These costs,
particularly for a small or medium company, likely represent a barrier to innovation and productivity;
they certainly represent an opportunity cost to both the business and the national economy that is
difficult to measure.

The potential costs of cyber threats resulting from a loss of confidence in using online services must
also be considered. Australians are embracing the Internet as both a marketplace for the sale of goods
and services, and as an increasingly important source of social interaction. The Australian Bureau of
Statistics estimated in 2012-13 that 83 per cent of Australians were Internet users. The percentage of
those who used the Internet for purchasing goods and services was 76 per cent, while of the 24 per
cent who did not use the Internet for purchases, half identified concerns about security as the key
reason.

In the same study, the Australian Bureau of Statistics identified that 72 per cent of Internet users
transacted Internet banking and 66 per cent were active on social networking sites.1?2 The National
Australia Bank, in its July 2014 Online Retail Sales Index, valued online retail sales at A$15.6 billion or 1
per cent of GDP, with 76 per cent of this spending going to domestic retailers.13 In March 2012, the
Boston Consulting Group estimated that the Internet economy in 2016 will account for 1.7 per cent of
Australia’s GDP and 8.9 per cent of retail sales.14

What will be the effect on retail spending if people lose confidence in the convenience of online
shopping? What will be the productivity impact of people no longer using Internet banking, instead
going back to branches? What will be the effect on businesses which have invested heavily in online
products and service delivery? What will be the effect on people’s social relationships without online
social networking? These questions, among many others, need to be considered when assessing the
importance of cyber security.

The vulnerability of Australia’s critical infrastructure to cyber threats must also be considered. In a
global survey of more than 600 ICT and security executives from critical infrastructure providers, 54
per cent stated they had experienced large-scale attacks on their infrastructure. In Australia, more than
60 per cent of those surveyed believed foreign governments had been involved in attacks against
critical infrastructure in Australia and, in a follow-up survey, 90 per cent of respondents in Australia
were ‘worried about their sector’s vulnerability’.15

The connectivity of some sectors of critical infrastructure, particularly the power grid, is growing as
new ‘smart grid’ projects are implemented. These systems allow two-way communication between the
electricity company’s systems and the individual devices, such as meters, via the Internet.16 Alarmingly
for critical infrastructure providers, researchers at the Freie Universitat in Berlin have shown that it is
possible to identify and interactively map Internet-connected supervisory control and data acquisition
systems, such as those commonly used in critical infrastructure, which is information that could be
very valuable to malicious cyber actors.”

‘Cyber security’ is the outcome of the activities and actions to protect against cyber threats and is
generally implemented in a risk-based manner, addressing the most significant risks first. Cyber
threats target a system, organisation or individual directly, and it is these entities that have primary
responsibility for assessing their risk and implementing the appropriate cyber security solutions.
However, threats against one organisation can have potential impacts on others.18 These second-order
victims, enabled by the interconnected nature of the Internet and modern business relationships,
include business partners, customers and even unrelated businesses with shared customers. A
significant example is that when the security company RSA was breached in 2011, the information




gained was used to breach the systems of Lockheed Martin, one of the largest defence contractors in
the US.19

It is impossible for the Australian Government to directly provide cyber security capabilities for the
entire business and civilian population. However, this paper will argue that the direct costs, the
potential future impact, and the second-order effects of cyber threats require the Australian
Government to play a significant role in promoting cyber security in Australia.

The paper will argue that the Australian Government should focus less on enhancing its own
operational capabilities and more on supporting broader national activities in five key areas. First, by
publishing a regularly-reviewed cyber security strategy to identify and prioritise the nation’s activities
to enhance cyber security. Second, by stimulating the Australian cyber security industry and
encouraging demand for and supply of innovative, secure ICT services. Third, by providing incentives
for government agencies and businesses to implement effective cyber security. Fourth, by enhancing
the cyber security workforce through promoting cyber security careers to secondary and tertiary
students. Finally, by undertaking effective international engagement to leverage and enhance the
experience and expertise developed in other nations.

The paper will be presented across six parts. Part 1 will provide context for a new Australian
Government cyber security strategy by analysing the current approach to addressing cyber threats. It
will focus on the current roles and responsibilities of key areas of Australian government and business,
and identify and analyse where issues, shortfalls and opportunities exist in the current approach. In
Part 2, the paper will recommend that the Australian Government produces a new cyber security
strategy as the key first step and will include a set of suggested objectives and strategic priorities.

Parts 3 to 6 will recommend initiatives for achieving four of the key new strategic priorities identified
in Part 2. These have been designed to be low cost or cost neutral for the Australian Government and
be cost effective in the benefits delivered, which is seen as critical in the current fiscally-constrained
environment. Part 3 will focus on initiatives to stimulate demand and supply of services from the cyber
security industry in Australia. Part 4 will focus on initiatives to achieve the strategic priority of
enhancing the cyber security of key areas of Australian business. Part 5 will provide a suggested
initiative to enhance the quantity and quality of the Australian cyber security workforce, specifically
through engagement with the tertiary education sector. Part 6 will identify key initiatives for the
Australian Government’s diplomatic and international engagement on cyber security.

Part 1 - The current approach to cyber security in Australia

The aim of the Australian Government’s cyber security policy is the maintenance of a secure, resilient
and trusted electronic operating environment that supports Australia’s national security and
maximises the benefits of the digital economy.2°

In Australia, like much of the world, the ICT systems that store and process sensitive personal and
business information, and control critical national infrastructure, are owned and operated by a mixture
of businesses, governments and individuals and their contracted service providers. Links between
individuals and organisations are provided by Internet service providers (ISPs)—generally
telecommunication companies—which provide the backbone networks, connectivity to the global
Internet and access points for users.

Ultimate responsibility for the security of ICT systems is with the owner or operator of any system, as
they have the greatest ability to influence its implementation. However, governments, ISPs and the
cyber security industry can and do play a significant role in cyber security. Admiral Michael Rogers, the
current commander of US Cyber Command and the National Security Agency, observed in July 2014
that:

[Clyber is the ultimate team sport. There is no one single organisation that has all the answers,
there is no one single technology that will solve all of our problems, meet all of our challenges.21




The role and approach of the Federal Government

In practice, the Australian Government has four key roles in cyber security. The two primary roles for
government are to develop, implement and enforce cyber security legislation, regulation and policy,
and to engage internationally on cyber security to promote coordination and cooperation in
addressing cyber threats. The third role is the provision of policing to investigate cyber crimes and
criminals. The fourth is to provide guidance, advice and some operational capabilities to identify,
prevent and detect cyber threats.

The current focus of the Australian Government is the provision of information and resources to
educate ICT systems owners, including businesses and individuals, on cyber security threats and
vulnerabilities. Some key examples of the resources include the Australian Signals Directorate’s
‘Information Security References’ page, CERT Australia’s ‘Advice’ page, the Australian Federal Police’s
(AFP) ‘Cyber Crime: Crime Prevention’ page, the “ThinkUKnow’ campaign from the AFP and Microsoft,
the Australian Communications and Media Authority’s ‘cyber(smart:)’ site and the ‘Stay Smart Online’
site managed by the Department of Communications.??

The second focus of the Australian Government is its operational capability to identify and detect cyber
threats, and respond where appropriate. This includes the investigation of cyber crimes by law
enforcement, in particular the AFP’s High Tech Crime Operations.23

Additionally, since the release of the 2009 cyber security strategy, the Australian Government has
invested heavily in operational cyber security capabilities through the Cyber Security Operations
Centre and CERT Australia. These organisations undertake activities to assist government agencies and
business to detect cyber attacks or intrusions against their systems, and provide advice and assistance
to respond to any such intrusions.24

The role and approach of state and territory governments

The state and territory governments in Australia have similar responsibilities but with a narrower
focus on their respective constituents. In most jurisdictions, cyber security, particularly for individuals
and businesses, is predominantly the domain of the local police force. The police focus on the
identification, investigation and prosecution of cyber crimes and criminals, while providing some
limited guidance to protect constituents from cyber threats.25

Education is the one area that state and territory governments can and do play a large role, not least
because the delivery of public education in Australia is constitutionally the mandate of the states.26 It is
an important area that could be leveraged further to enhance the understanding of cyber threats and
how to address them by all Australians, particularly young adults and children.

The role and approach of ISPs

ISPs are a special case in industry when it comes to cyber security. They play a unique role in providing
the gateway to the Internet for Australian governments, businesses and individuals.2? All traffic, both
legitimate and malicious, flowing to and from ICT systems traverses one or more ISP’s network. This
privileged position provides the environment where ISPs could significantly enhance cyber security
through the provision of ‘secure’ options for connectivity.

The ISP community already plays a role in this space. First, through its engagement with the AFP, it
implement INTERPOL’s ‘Worst Of list—used to block access to child abuse material for all ISP
customers. Second, it voluntarily implements the Internet Industry Association and Australian
Communications and Media Authority’s i-code.?8 It encourages ISPs to identify malicious software
infected computers on their networks and inform customers if their computers are infected, as well as
providing advice and assistance on how to recover from the infection.2? Additionally, a number of ISPs
offer their home-based customers low-cost access to antivirus and other cyber security software to
better protect them while online.3°




The role of owners and operators of ICT systems

The owners and operators of ICT systems play the largest role in cyber security for two key reasons.
First, they have the greatest ability to implement security in the system because of their access to and
management of the system. Second, they have a duty of care to the users of these systems, who provide
them with information to use their services. The key role of the owners and operators of ICT systems
was a clear assumption in the Australian Government’s 2009 cyber security strategy, where two of the
three stated objectives were about businesses and individuals operating their own ICT systems
securely.3!

If all system owners implemented strong cyber security, malicious software would not be able to
propagate as easily between systems, and Internet-connected systems would be a much harder target
for malicious cyber actors. However, the cyber security capabilities of businesses and individuals, and
their current implementation, vary greatly. While large businesses, such as banks, and defence
industry and technology companies may have significant resources for cyber security and dedicated
cyber security teams, small-to-medium enterprises often have no dedicated cyber security expertise,
poor implementation and little budget.

The Australian Government and the cyber security industry provide a significant amount of guidance
and educational material online, however, because they cannot access and influence all individuals and
businesses directly, it is up to the business or individual to locate and implement the guidance.
Moreover, notwithstanding its guidance and educational material, the Australian Government provides
few policy, legal or regulatory drivers to encourage better cyber security among this group.

The Australian Government’s current strategy

The Australian Government has released two cyber security strategies, the E-Security National Agenda,
which was established in 2001 and reviewed in 2006, and the 2009 cyber security strategy.32 The 2009
strategy identified six guiding principles, three objectives and seven strategic priorities to guide the
implementation of an effective, integrated, whole-of-nation approach to cyber security.

While the principles, objectives and priorities identified in the 2009 strategy are logical goals for the
Australian Government to pursue, it has had varied success in their implementation. The Government
has undoubtedly taken action on cyber security since the 2009 strategy, with the establishment of both
the Cyber Security Operations Centre and CERT Australia being key achievements.33 However, there is
little evidence that the Government has achieved significant gains in partnerships and shared
responsibility, the key goals that make cyber security a ‘team sport’ and allow a whole-of-nation
approach to cyber security.

CERT Australia has partnerships with over 500 businesses, however, the nature of those relationships
is unclear.3* Are they customer-provider or true two-way partnerships with shared responsibilities?
Australia has also been active in international engagement on cyber security, both bilaterally and
multilaterally. Australia has led and contributed to a number of working groups and reports being
prepared by multinational institutions, such as the UN, and Internet governance organisations such as
the Internet Corporation for Assigned Names and Numbers, and the International Telecommunications
Union.35

The proposed new Australian Cyber Security Centre aims to ‘improve partnerships between
governments and with industry’, with the view to ‘see[ing] more seamless interaction with
international and industry partners’.3¢ It will bring together the Australian Government’s key
operational cyber security organisations, namely CERT Australia, ASIO’s Cyber Espionage Branch,
elements of the AFP’s High-Tech Crime Operations and parts of the Australian Crime Commission.3”

Having these organisations together, and coordinating their engagement internationally and with
businesses and academia, will almost certainly assist the Australian Government to engage more
effectively.3® However, it remains to be seen how the decision to house the Australian Cyber Security
Centre within ASIO’s new ‘high-security’ facility in Canberra affects its ability to effectively engage with
industry.3?




Part 2 - A new and periodically-reviewed cyber security strategy

The 2009 cyber security strategy was an excellent first cyber security strategy for Australia. But
Australia’s use of ICT, its key vulnerabilities, and the threats seeking to exploit those vulnerabilities
have moved on since 2009. Five years after the last strategy, and with a new Australian Government
with new priorities, it is the ideal time for a new cyber security strategy. It should be used to signal a
shift in focus from enhancing the Government’s own cyber security capabilities to establishing effective
domestic and international partnerships in cyber security and promoting an environment of shared
responsibility.

The Australian Government should use the new cyber security strategy to identify and coordinate the
policy, legislative, regulatory, diplomatic and operational activities of Australian Government agencies.
The strategy, managed by the Department of the Prime Minister and Cabinet as the cyber policy lead,
should ensure activities across the Australian Government are consistent and working to achieve a
whole-of-nation approach to cyber security.

The objectives for a new cyber security strategy

The new cyber security strategy should include a new set of objectives that reflects the Australian
Government’s desired outcomes with respect to cyber security. Each of these objectives should be
considered equally important. While each in isolation would deliver benefits to the nation, their
complementary nature means the benefits will be far greater when implemented as a package.

Objective one should be that ‘Australian businesses and individuals secure their systems and are able
to transact online safely and securely’, reflecting that the desired outcome is not just an awareness of
the risks but also that something has been done about them. Objective two should be that ‘Australian
Government and critical infrastructure providers will be a hard target or target-of-last-resort for
malicious cyber actors’. This objective reflects that while cyber threats will always remain, Australian
Government and critical infrastructure systems will need to make the job of sophisticated cyber actors
significantly more difficult.

Objective three should be that ‘Australia’s cyber security industry will be able to provide innovative,
effective and efficient services to assist the Australian Government, businesses and individuals to
secure their systems’. This reflects the desired outcome of partnerships and shared responsibility with
the cyber security industry. Objective four should be for ‘Australia to be a leader in international
cooperation and engagement on cyber security and cyber crime’, reflecting that the Government
recognises that cyber threats are a global issue and that the international community can work
together to address the threats more effectively. Objective five should be that ‘all Australians are
educated on cyber threats and act to protect themselves’. This would reflect that the Government
recognises the need to educate its citizens on cyber safety and security, and that the education sector
plays a key role in cyber security.

Strategic priorities for a new cyber security strategy

With a new set of objectives defined, the strategic priorities should be developed accordingly. It is
suggested that these priorities should be:

1. Australian businesses and individuals to be able to access appropriate information and
guidance on the identification, detection and prevention of cyber threats.

2. The Australian cyber security industry be supported to enable it to provide, innovative,
efficient and effective cyber security capabilities and services.

3. Australian Government and critical infrastructure systems to implement minimum standards
to identify, protect, detect and respond to cyber threats.




4. Australia to work with international partners and multinational institutions to ensure that
cyber crimes can be efficiently investigated and prosecuted regardless of the source or
destination.

5. Australia to identify opportunities to cooperate internationally on cyber security and to define
rules and norms for state behaviour and responsibilities in cyber space.

6. The Australian Government to work with the education sector to ensure that effective cyber
safety and security modules are delivered to students.

7. The Australian Government to implement and maintain capabilities to assist all levels of
government, as well as businesses and individuals, to deter, detect, respond and recover from
sophisticated cyber threats.

8. The Australian Government to work with the tertiary education sector to develop an effective
cyber security workforce.

In the remainder of this paper, four of these strategic priorities will be expanded on to outline the key
initiatives that should be undertaken to achieve these priorities. The Australian Government’s new
cyber security strategy should provide specific initiatives to achieve its stated objectives and
implement its strategic priorities, which need to represent implementable and measurable
commitments. The 2009 cyber security strategy had few such initiatives, making it difficult for the
Australian Government to measure and report on its performance and effectiveness in implementing
the strategy.

Part 3 - Initiatives for stimulating the Australian cyber security
industry

These initiatives represent the key change of focus for the new cyber security strategy. They relate to
the strategic priority of stimulating demand and supply of innovative, efficient and effective cyber
security solutions and capabilities. Australia has a vibrant and expanding cyber security industry,
however, more needs to be done to stimulate demand for its services and to increase the incentives for
the companies involved to innovate.

It is worth noting that the Australian Information Security Association has more than 2000 members,
while the International Information Systems Security Certification Consortium—an organisation that
certifies information security and risk professionals globally—has 1795 Australian members; also,
CREST Australia, a certification body for security assessors, lists 17 companies with one or more
CREST-certified assessors.40

To stimulate demand, the Government should implement regulations or provide incentives to
businesses to improve their cyber security. Regulations could include placing an additional cost on a
business for not implementing adequate cyber security, or providing an additional benefit where they
have implemented good cyber security. That said, the incentive approach can be difficult, as it is hard
to prove the negative in cyber security, where the absence of a breach or compromise does not
necessarily indicate good cyber security; it could be luck or it could be that the business or individual
has been compromised and does not know it.

Specifically, the Australian Government should look at two key low-cost initiatives. First, the
introduction of data breach notification laws for publicly-listed companies and businesses that store
and process personal information. Second, an expansion of the current Australian Internet Security
Initiative to place mandatory membership and mandatory actions on ISPs for detecting and isolating
compromised hosts using their services.4!




Mandatory data breach notification laws

Data breach notification laws, that is the requirement to report to a regulator and/or data owner when
a compromise or breach occurs, place reputational and ultimately financial pressure on businesses and
companies to maintain effective cyber security and minimise the likelihood and impact of a data
breach. Such laws have been enacted extensively in the US. For example, 47 US states (including
Washington DC), Guam, Puerto Rico and the Virgin Islands have implemented mandatory data breach
laws.#2 Australian Government agencies similarly already have a requirement to report breaches to the
Australian Signals Directorate, being the Government’s information security authority.*3

To get the most benefit upfront, the Australian Government should focus on publicly-listed companies
and those that store and process personal information of their customers. The companies with
personal information are likely to be targeted and a breach is likely to affect many people. They also
represent a section of industry that can be regulated easily through existing bodies such as the
Australian Securities and Investment Commission.

Publicly-listed companies currently have a large incentive to cover up data breaches because of the
potential effects on stock value. The future value of a company and therefore the returns to a
shareholder are often linked to their intellectual property (for example, the recipe for Coca Cola or Big
Mac Sauce, or the plans for sophisticated technology such as the Joint Strike Fighter aircraft), which
may be their market differentiator. The Australian Signals Directorate reports that malicious cyber
actors frequently target intellectual property as a key driver or outcome of a breach or compromise.*4

The Australian Government should implement laws or regulations that require publicly-listed
companies to report any cyber breach which results in a loss of data. These reporting requirements
place indirect costs, particular as the media becomes aware of the issue, on companies and businesses
that suffer a breach. These costs strengthen the incentives to invest in cyber security to prevent the
reputational and resulting financial impacts of a data breach.

The reports should be made to the AFP (for investigative purposes), the Australian Securities and
Investment Commission as the market regulator, and the Australian Stock Exchange for inclusion in
market news so that shareholders can make investment decisions accordingly. In addition, all
companies that suffer a breach of personal information of customers or business partners should be
required to report the breach. Breach reports in this instance should go to the Office of the Australian
Information Commissioner and directly to the customers or business partners affected.

There is a counter argument against mandatory breach reporting that argues it will lead to ‘wilful
blindness’ and ‘disincentive for some to actually know what is going on’.#5> However, it could be argued
that, at worst, this ‘wilful blindness’ already occurs or, at best, that many companies currently do not
understand the impact of cyber security breaches and therefore the benefits of strong cyber security.
Implementing the mandatory reporting requirements would raise the awareness of those that do not
understand the cyber threat through the external regulation and incentives.

For those that are wilfully blind to the issue of cyber threats or simply choose to ignore them and not
report, the Government could complement the mandatory notification laws with a protected whistle-
blowing scheme. The AFP or regulatory bodies (such as the Australian Securities and Investment
Commission or the Office of the Australian Information Commissioner) would investigate accusations
of non-compliance, and the courts could impose significant fines or prosecute the executives of
companies which fail to meet their mandatory reporting obligations, as is already common with
workplace health and safety laws.*6

To implement these changes, the AFP, the Australian Investment and Securities Commission and the
Office of the Australian Information Commissioner would need their staffing levels augmented to
collect, process and action the data breach notification reports. It could be expected that this would be
approximately ten Australian Public Service (APS) staff (four APS-level 4, four APS-level 6 and two
executive level one), split evenly between the Australian Investment and Securities Commission and
the Office of the Australian Information Commissioner, and five AFP officers. Using the current
Department of Finance’s costing template for APS staff, this would equate to an additional $1.8 million
per year, including both direct remuneration and staff on-costs.




In addition to the staffing costs, the responsible agencies would need to undertake an advertising and
awareness campaign for potentially-affected businesses. The campaign would need to be in
compliance with guidelines produced by the Department of Finance.#” The final costs would depend on
the form of advertising chosen, however, it would need to be sufficiently broad to ensure potentially-
affected businesses are aware of their obligations. Based on the costs of a similarly campaign by the
Department of Immigration and Citizenship in 2012-13, it could be expected to cost around
$700,000.#8 Finally, this initiative may require the relevant agencies to approach the market for the
development of the systems and processes to support the reporting and processing activities. This
would need to be confirmed with the responsible agencies.

Expanding and mandating the Australian Internet Security Initiative

The second initiative to stimulate the cyber security industry would be to expand the current
Australian Internet Security Initiative. Under the current initiative, run by the Australian
Communications and Media Authority, ISPs are provided with reports of activities on their networks
that are common in compromised or malicious systems.#? The ISP can take action to notify the
customer, and isolate or remediate the system. However, the actions of the ISP are not mandated or
regulated by the initiative, although another voluntary code, the Internet Industry Association’s iCode,
does provide guidance and recommendations to ISPs.

The new initiative should strengthen this process by making membership of the Australian Internet
Security Initiative mandatory for ISPs. Currently, the initiative’s 139 members cover 90 per cent of
Australia’s Internet traffic.50 In addition to making it mandatory to be a member, the initiative should
mandate actions to be taken by ISPs when they are informed of compromised systems on their
networks. This should include a tiered approach of notification to the owner, to isolation of the affected
system until it is remediated.

By placing a larger burden on the ISPs to ensure their customers are not negatively impacting the
cyber security of others, the Australian Government would encourage the ISPs to offer secure services
to their customers. The incentive for customers to purchase these secure services is that their systems
may be removed or isolated from the network if they are not appropriately secured and are
subsequently compromised. The incentive for the ISP would be reputational; if an ISP can show that
using their secure service resulted in less time removed or isolated from the Internet, it provides an
incentive for ISPs to compete on security, not just speed and cost.

The implementation of this initiative, other than to draft the necessary legislation, should be cost
neutral to the Australian Government. It would have a significant effect in highlighting the importance
of key partnerships between owners and operators and service providers in cyber security, and
stimulate demand for innovative secure solutions from ISPs. However, significant care would need to
be exercised in drafting the legislation to minimise the risk of the Australian Government being
accused of limiting business opportunities and restricting trade of companies should they be removed
from the Internet.

Part 4- Initiatives for improving the cyber security of Australian
business

The Australian Government will need to prioritise its direct effort on cyber security towards the
security of those systems that are most likely to be targeted, and which would cause the Australian
Government and the Australian public the most damage should they be breached or attacked. The
capabilities and resources of the Australian Government, particularly those within the proposed
Australian Cyber Security Centre, are impressive but they cannot possibly stretch to protect all
Australian ICT systems all of the time.

Under this prioritisation, the Australian Government should focus on systems that support Australia’s
critical national infrastructure and the systems of the Australian Government itself. While breaches
and attacks of the systems of a majority of businesses may have economic and financial impacts for the
business, it is unlikely to be an issue with significant national implications. On the other hand, if critical
infrastructure and Australian Government systems are compromised or rendered unavailable, the




delivery of essential services could cease, with consequences that affect national governance and the
health and safety of citizens.

Minimum cyber security standards for government and critical infrastructure
systems

To make these systems more resilient, the Government should develop and mandate minimum cyber
security standards for Australian Government and critical national infrastructure systems. The
Australian Government already has the basis of the minimum standards in its Information Security
Manual, produced by the Australian Signals Directorate, which is mandatory for Australian
Government agencies. 5! The Manual is currently heavily focused on securing government systems, and
the standards are based on the security classification of information, which often means little to the
private sector.

To support the new minimum standards, the Information Security Manual should be rewritten to make
it more applicable for non-government organisations. This could be achieved by documenting the
mandatory protections based on a threat and level of risk, rather than the classification of the
information it stores or processes. This risk-based ordering would aid both government and non-
government organisations to assess their cyber security implementation against their threat
environment. It would enable the Australian Government to recommend, and organisations to apply,
protections above the minimum standards if the threat environment warrants.>2

The Australian Government would need to establish the appropriate law or regulations to mandate the
standards, and the associated performance reporting and compliance, and auditing regimes to enforce
the law or regulation. To achieve this, the Australian Government would need to create a new national
security law focused on cyber security for critical infrastructure. It would need to articulate what the
government considers critical infrastructure, and detail the authoritative document(s) for the
standards.

The Rudd/Gillard Government produced a Critical Infrastructure Resilience Strategy in 2010 that
provided a high-level definition of ‘critical infrastructure’, however, to enforce the minimum cyber
security standards, a definition that allows for less interpretation is required.>? The new law needs to
place requirements on the operators of critical infrastructure system to report annually their
compliance with the developed standards, and provide evidence of independent audit and risk
assessment against the compliance. To complement the standards and compliance regime, the law
should also specify penalties for failing to report or non-compliance.

The responsibility for reporting, compliance and monitoring regimes should be placed with the
Attorney-General’s Department, which has coordination responsibility for critical infrastructure
resilience for the Australian Government.>* The development and maintenance of the cyber security
minimum standards should be undertaken by the Australian Cyber Security Centre, utilising the
existing expertise of the Australian Signals Directorate in standards development and the expertise of
CERT Australia and ASIO in critical infrastructure security.

The creation and maintenance of the standards could be undertaken under existing resourcing, as part
of the regular Information Security Manual review cycle. The reporting, compliance and monitoring
regime would likely require CERT Australia to be augmented by up to five APS staff, such as two APS-
level four, two APS-level six and one executive level one staff member. Using the current Department of
Finance costing template, this would equate to an additional $620,000 per year, including both direct
remuneration and staff on-costs. In addition, the Attorney-General’s Department would need to
undertake an advertising and awareness campaign for potentially-affected businesses.

Advertising for this initiative would similarly need to be in compliance with Department of Finance
guidelines.>> The final costs would obviously depend on the form of advertising chosen but, again,
would need to be sufficiently broad to ensure that potentially-affected businesses are aware of their
obligations, and could be expected to cost around $700,000.5¢




Cyber security threat and knowledge sharing

Most cyber threat actors do not target a single business or agency. Even so-called ‘advanced persistent
threats’ often target multiple business in multiple industries, using the same or similar tools,
techniques and procedures.5” Hence combatting these threats could be enhanced through the sharing
of actionable cyber threat intelligence and knowledge between organisations. By sharing, many could
benefit by using the experience of others. The Australian Government should play a role in supporting
the establishment of the agreements, systems and processes to enable timely and actionable
intelligence and knowledge sharing.

The Australian Government has previously established the Trusted Information Sharing Network to
enable sharing of ‘vital information on security issues relevant to the protection of our critical
infrastructure and the continuity of essential services in the face of all hazards’.5® The network
includes a number of sector-specific groups, to enable the sharing of information within a sector, and a
small number of expert advisory groups, including one for cyber security, which can advise across all
the sector specific groups.>?

The cyber security advisory group has produced a number of publications providing guidance for
network members and the general public.60 While the network provides a great forum for the sharing
of high-level threat information, it does not readily enable the sharing of technical information or
detailed intelligence with other organisations to detect and respond to cyber attacks or compromise.

The Australian Government, with the support of an industry partner and the network’s existing cyber
security expert advisory group, and in consultation with relevant sectoral groups, should develop a
pilot or prototype system (including policy and processes) to securely share technical details of threats
and the detection rules and response options to defeat them. In the US, many of the sectoral
‘Information Sharing and Analysis Centers’, which are roughly equivalent to Australia’s network sector
groups, have established cyber information sharing systems and processes. ¢!

These centres are run by members and jointly funded by members and the US Government. Once the
Australian Government and industry partner have developed a pilot or prototype system, the industry
partner would be able to offer the solution to a sector group either as a fee-for-service or as a licensed
software (and hardware) system. The Australian Government would ideally have provided the seed
funding for the innovation, allowing the industry partner to reduce the cost for the service or system
offered to the sectoral groups.

At that point, funding and steering of the sectoral cyber threat and knowledge sharing centres should
be from members, who could offset the cost with reducing their own internal cyber security
capabilities. The Australian Government could look to fund these cyber threat knowledge sharing
centres in the future if they do not receive the necessary support and commitment from business,
albeit that should be considered a last resort.

The Australian Cyber Security Centre should negotiate with the sectoral groups to provide the
Government’s shareable threat information into the sector group systems, further strengthening the
business and government partnership for cyber security. It should also investigate whether sectoral
groups are willing to provide a feed of threat information back to government to assist in its own
situational awareness of the cyber threat. However, while this would be desirable, it should not be
pursued if it represents a barrier to businesses within a sectoral group from participating because of
concerns about sharing commercial information with government.

The cost of this proposal for the Australian Government would be in establishing the pilot or prototype
system (and policy and processes) with the industry partner. The cost is difficult to quantify, as it
would depend on negotiations with the industry partner about its ability to commercialise the solution
being developed. If the Australian Government is successful in stimulating demand for cyber security
services and capabilities through other initiatives, demand for the jointly-developed service or system
would be enhanced. If the Government could encourage each of the sectoral groups to implement the
solution, and the industry partner was able to sell it more broadly, the business case for the industry
partner to lower or waive the upfront cost to government would be significantly improved.




Part 5 - Initiatives to enhance the cyber security workforce

Technical capabilities are important for effective cyber security. However, having the right
professionals to identify and analyse threats and to develop, implement, maintain and monitor cyber
security capabilities is critical to their effective operation. In recent times, cyber security professionals
have been in high demand both in government and industry, and it has been observed that Australia,
like much of the world, faces a cyber security skills shortage.62

National ICT Australia has warned that ‘Australia could miss the chance to build an internationally
competitive cyber security industry if it doesn’t ... create market opportunities and challenging careers
for our best computer scientists and software engineers’.%3 To address this, the Australian Government
should increase its activities to assist tertiary institutions in promoting cyber security as a rewarding
and valuable career path for the best and brightest ICT students.

Promoting cyber security as a profession with students

In 2012, the Australian Government, in partnership with Telstra, delivered the first Cyber Defence
University Challenge for 17 teams of undergraduate students from Australian universities. Since 2012,
the challenge has expanded to 55 teams from 22 different tertiary institutions.®* Renamed the Cyber
Security Challenge Australia in 2013, the challenge aims to ‘excite, inspire, attract and help Australia’s
talented people to become our next generation of cyber security professionals’.®5 The challenge tested
key cyber security skills, such as vulnerability assessment, penetration testing, and computer and
network forensics. Participants undertake challenges in each of these areas and are shown a range of
prospectively-exciting careers in cyber security.

The Australian Government should expand on the success of these challenges to include a challenge for
Year 11 and 12 students. The aim would be to encourage the take-up of ICT and cyber security courses
at university, rather than pursuing other disciplines.® By limiting the challenge to current ICT students
at university, an opportunity may be lost to influence prospective ICT students to enrol in ICT and
cyber security courses and, potentially, to increase both the quantity and quality of students studying
cyber security.

Further to that, the current Cyber Security Challenge Australia should be expanded to become a two-
part challenge involving a regionally-based qualification tournament and national finals. By holding a
regionally-based qualification tournament, more tertiary institutions would be able to compete with
more teams and a greater number of students would be influenced on the career opportunities
available in cyber security.

The universities would benefit through the ability to benchmark themselves against like universities
and implement incremental improvements to their cyber security programs, rather than comparing
themselves to larger and more affluent universities with existing strong cyber security programs. After
the qualification step, the best performing teams should be selected from each state and territory to
compete in the national finals for the major prizes.

Implementing the expanded challenge should become a priority for the new Australian Cyber Security
Centre. It contains all the necessary Australian government skills and expertise and, most importantly,
has the key role in establishing and maintaining the Australian Government’s relationships with
industry on cyber security. While much of the current work to implement the Cyber Security Challenge
Australia is being performed by the Australian Signals Directorate and CERT Australia, the Australian
Cyber Security Centre could use the challenge to engage with industry to play a larger role for the
benefit of the government, industry, universities and the students.

Having the cyber security industry playing a larger role would also provide a greater opportunity for it
to engage with and recruit the brightest talent in cyber security. For students, this would enhance their
opportunity to impress prospective employers and provide a vehicle to secure employment. The
universities could use a good performance in the challenge by their team(s) as a differentiator to
attract the best and brightest students and, potentially, to attract industry partners or provide a focus
on key areas they need to improve their course.




The benefits for the Australian Government are both direct and indirect. Increased industry
engagement would lighten the burden on the Government’s skilled professionals for other duties,
while the increased competition between the universities should lead to a greater focus on cyber
security and, ultimately, better educated and trained cyber security graduates.

Expanding Cyber Security Challenge Australia in this way would represent no additional cost to the
Australian Government and, indeed, is likely to be cheaper than the current arrangement. The initiative
would enable the cyber security industry to play a more prominent role, to the benefit of all involved.
For the Australian Government, less direct commitment would be required as its role shifted from
design, implementation and management to supporting an industry partner to deliver the outcomes.

Part 6 - Initiatives for the Australian Government’s international
engagement and diplomacy

The Internet connects nations closer than ever before and provides great opportunities to trade, share,
influence and communicate with neighbours both near and far. At the national level, cyber space
provides an environment where interstate competition and conflict can occur and diplomatic tensions
can be increased. But it also creates opportunities to enhance Australia’s diplomatic engagement and
cooperation to address a common and shared problem.6” Australia should capitalise on this
opportunity to cooperate internationally and seek ways to mitigate the cyber threat to Australia, and
enhance our bilateral and multinational relationships.

The Department of Foreign Affairs and Trade (DFAT), in its role of advancing the interests of Australia
and Australians internationally, has already placed cyber security on the agenda in a number of
bilateral agreements and multinational institutions.®® The current Australian Government has also
sought to add cyber security to the agenda in a number of bilateral discussions: in 2013 and 2014, for
example, Australia established dialogues or cooperation on cyber security with India, Indonesia, the
Republic of Korea and Japan.®°

In addition to the DFAT-led initiatives, Australia’s operational cyber security agencies play an
important role in international engagement. CERT Australia is active in the international ‘computer
emergency response’ community, particularly through its membership in the Asia Pacific Computer
Emergency Response Team.’® The Australian Signals Directorate also has close intelligence and
operational response relationships with its equivalent agencies in the US, UK, Canada and New
Zealand.

However, despite significant activity in international engagement on cyber security, there does not
appear to be an overarching strategy or plan that guides Australia’s approach. It is, therefore, difficult
to determine if there are gaps, overlaps or even conflicting activities being undertaken across the
Australian Government. To address this, and to ensure its international engagement is both efficient
and effective, DFAT should develop an international engagement and diplomacy plan for cyber
security.

Developing an international engagement strategy was identified as an activity in the 2009 cyber
security strategy, however, there is no evidence it was ever completed.’! In particular, the plan should
address four key areas. First should be the development and implementation of international laws and
norms or behaviour in cyber space. Second is the sharing of cyber security threat intelligence and
incident response cooperation. Third is cyber security capacity building in the Asia-Pacific region.
Fourth would be cooperation on the investigation of cyber crimes and the prosecution of cyber
criminals.

International law and norms of behaviour in cyber space

Despite cyber threats being a truly international problem, there are no international agreements on a
nation’s responsibilities with respect to cyber crime and cyber security. While the UN affirmed in 2013
that existing international law applies to a state’s use of cyber space, the closest thing to a broad
agreement between nations is the Council of Europe’s Convention on Cybercrime.’2 To date, only 54 of
the 193 nations in the UN have signed, ratified or acceded to the convention, mostly from Europe. 73




While this commitment is commendable, it still leaves the majority of nations across the globe outside
the agreement.

In September 2011, China and Russia surprised the international community by submitting a proposal
to the UN General Assembly outlining an ‘International Code of Conduct for Information Security’.7+
Unfortunately, the proposal has drawn criticism from the US, in particular, for two key reasons. First is
its focus on information security rather than cyber security, which is seen by the US as justification for
restricting the access of citizens to information. Second, the proposal places great emphasis on the
right of a state to control information and combat cyber threats against it, without clearly articulating
the state’s role, responsibility and accountability in preventing cyber threats that originate within its
jurisdiction.”s

The creation of an UN-supported international code of conduct, or an agreed set of norms of behaviour,
is in Australia’s interests and should be a priority for Australia’s diplomatic engagement on cyber
security. A code of conduct or agreed norms would articulate international expectations on how a
nation state behaves in cyber space, and its role and responsibility with respect to preventing,
responding to and prosecuting malicious cyber actors.

An international code of conduct would provide the basis for a nation to hold another to account
diplomatically for its actions in cyber space and provide a basis for diplomatic or economic sanctions
or, in the worst case, escalation to military activities. It is important to recognise that an international
code of conduct would not be a panacea for preventing global cyber threats. The difficulty of
attribution in cyber space, as well as the difficulty in proving a nation state’s complicity in a cyber
attack or compromise, means that any code of conduct or international agreement is unlikely to be
legally enforceable.

While US concerns about the Chinese and Russian proposal are justified, and likely shared by Australia,
Australia should seek to work with China and Russia to progress a code of conduct to an agreeable
conclusion. DFAT is already actively engaged in this activity, which represents no additional cost to the
Australian Government and should be elevated to a priority task for Australia at the UN. By playing a
more active role in driving a solution on cyber security norms, Australia would continue to show
leadership both in cyber security and the UN.

Cyber security threat intelligence sharing and incident response cooperation

The CERT-CERT relationships maintained by CERT Australia provide an excellent opportunity for
cooperation on incidents affecting multiple nations, and for joint training and exercises. Cyber security
is a global issue with many nations facing similar cyber threats. This common threat environment
means that like-minded nations would benefit from cooperation and frequent information sharing. The
near real-time sharing of information on threats targeting a nation’s systems may provide another
nation with the detail it needs to identify and prevent current or future threats.

While arrangements are in place to share classified information between Australia and its partners
through the relationships operationalised by the Australian Signals Directorate, opportunities to
expand sharing to other friendly countries which share similar threats should be explored. While it is
true that information sharing needs to be approached with caution to ensure that it is not used against
Australia, this caution should not artificially limit sharing with those where mutual benefit is possible.

The Australian Cyber Security Centre, with oversight from DFAT, should prepare a plan for cyber
security information sharing with international partners. It should establish what data the Australian
Government is willing to share, with whom, and in what format and timeframes. The plan should also
identify what joint training and exercise arrangements agencies are willing to pursue.

For some nations, the Australian Cyber Security Centre may be willing to share detailed technical
information on cyber threats detected and undertake joint training and exercises, while for others it
may include only general information on cyber threats observed and recommended mitigations to
address them. The Australian Cyber Security Centre and DFAT would need to play an active role in the
plan’s development to ensure agencies do not default to restrictive classification regimes without
exploring all the possibilities for sharing. The resulting plan could be used by DFAT when undertaking




bilateral or multilateral diplomatic activities to identify mutually-beneficial agreements to further
Australia’s interests internationally.

This initiative is already the responsibility of the Australian Cyber Security Centre and its member
agencies and does not represent any additional cost to the Australian Government. However, the
establishment of the Australian Cyber Security Centre provides the Australian Government with an
opportunity to challenge existing agency-based thinking on what can and should be shared, and
approach the question from a whole-of-government perspective.

Cyber security capacity building in the Asia-Pacific region

The current Australian Government has yet to commit to a detailed strategy for Australia’s national
security. Prior to the election, it committed to a foreign policy of more focus on the Asia-Pacific region,
highlighted by the slogan ‘more Jakarta and less Geneva’.’¢ In support of this policy, the Australian
Government should seek to enhance its engagement on cyber security in the region.

The Australian Government should develop a plan to prioritise and engage with Asia-Pacific nations to
assist them to enhance their cyber security capabilities. While this would provide a benefit for the
recipient nation, it is also in Australia’s interests. Malicious cyber actors, particularly so-called
‘advanced persistent threats’, often use ‘hop’ points in other nations through which they route their
malicious activities. These ‘hops’ are established in countries where the victim may have a more
implicit level of trust (or less mistrust), and are used to hide the true identity or location of the
malicious actor.””

Providing advice and assistance to regional neighbours on cyber security may reduce the occurrence of
that nation being used as a ‘hop’ point, and provide the Australian Cyber Security Centre and the cyber
security industry greater opportunities to identify the true source of an attack. Additionally, the global
nature of the activities of the Australian Government and Australian businesses means that their
sensitive or valuable information is often located on systems in the very countries that would be the
beneficiary of Australia’s advice and assistance.

In April 2014, the Australian Strategic Policy Institute (ASPI) released a report titled Cyber Maturity in
the Asia-Pacific Region 2014 that sought to objectively rate the maturity of nations in the Asia-Pacific
region based on ‘the presence, effective implementation and operation of cyber-related structures,
policies, legislation and organisations’.”8 ASPI also identified a ‘cyber engagement scale for government
and industry’ that can be used as a reference tool for ‘identifying opportunities for the sharing of best
practice, capacity building, development and business opportunities’.”®

The Australian Government should use ASPI's work to engage with those nations with a level of
maturity that indicates they can effectively use any advice or assistance Australia provides. While
improving cyber security in all Asia-Pacific nations is an admirable goal, it is unlikely to be cost
effective, value for time and money, nor achievable. The type of advice and assistance provided would
differ for each nation. It may be as simple as providing advice or assistance on policy, procedures or
structures or it could involve providing capabilities or in-line advisors. The Australian Government has
the opportunity to tailor the program based on affordability and to fit with existing priorities of
international engagement and development assistance.

International cooperation on the investigation and prosecution of cyber crime

Criminals have been quick to take advantage of the global nature of cyberspace and embrace the
opportunities that the interconnectedness of ICT systems and networks provides. While in the physical
world a criminal is generally restricted to committing a crime where they are located, this is not the
case in cyber space. A cyber criminal in Russia can easily commit a crime in Australia or the US, which
for law enforcement represents a significant challenge.

The basic questions of where the crime is committed, that is, whose jurisdiction, whose laws apply and
who will prosecute become much more difficult in international cyber crimes. Even when jurisdiction




is determined, investigating a cyber crime where the perpetrator and the victim may be geographically
separated by half a globe and speak different languages is a further complication.80

To address these issues and difficulties, it is critical for Australian law enforcement, in particular the
AFP, to foster cooperative relationships with law enforcement agencies across the globe.8! As one of
the nations that has acceded to and/or ratified the Council of Europe’s Convention on Cybercrime,
Australia participates in a 24/7 global network of high-tech crime points of contact which allows for
speedy assistance between signatory countries.82 However, given that only 54 nations have signed up
to the convention, the vast majority of nations require either a bilateral or multilateral agreement to
ensure there is mutual assistance between police to investigate cyber crime.

Australia is currently a party in 25 bilateral treaties.83 However, the processes for mutual assistance
are cumbersome and bureaucratic. The Attorney-General’s Department has noted that requests for
assistance ‘can vary from a few days or weeks in very urgent cases to several months or years in cases
which require the collection of extensive material, or which relate to complex investigations’.84 These
timeframes mean that the investigation of multinational cyber crimes and their prosecution, in most
cases other than those considered ‘very urgent’, becomes impractical.

To address this issue, the Australian Government should prioritise within its international engagement
and diplomacy, encouraging more nations to accede/ratify the Convention on Cybercrime or a similar
agreement. The convention includes agreed actions to provide timely support of international cyber
crime investigations. Where a nation cannot or will not accede/ratify the convention, Australia should
seek a bilateral agreement with that nation, although that is clearly not the preferred approach. This
activity should be led by DFAT, with support from the AFP and the Attorney-General’s Department, and
be undertaken as part of normal diplomatic engagement. As such, it would not require additional
funding or resources.

Conclusion

The digital environment is becoming increasingly important to Australia’s security and prosperity. At
the same time, Australia faces cyber threats from a range of malicious actors, including cyber criminals,
issue-motivated groups or hacktivists, trusted insiders, nation state-supported groups and nation
states themselves. Malicious cyber actors seek to achieve one or more outcomes when undertaking
their activities, including financial gain, gaining attention for a cause or issue, access to classified
information or intellectual property, or to disrupt, deny or degrade ICT systems or information for
legitimate users.

The combination of the increasing reliance on ICT for Australia’s prosperity, the evolving cyber threat
environment, the economic and reputational costs of cyber threats, the need to identify fiscally-
restrained government initiatives to enhance cyber security, and the opportunity for the current
Australian Government to put its own stamp on this issue means the time is right for the Government
to develop a new cyber security strategy for Australia.

Since the 2009 cyber security strategy, the Australian Government has enhanced a number of its own
capabilities to address cyber security threats, in particular by establishing two critical operational
capabilities in the Cyber Security Operations Centre and CERT Australia. Additionally, in 2013 the
establishment of the Australian Cyber Security Centre was announced to bring together operational
cyber security agencies to ensure effective and efficient cooperation and engagement with the broader
community.

This paper has argued that while the Australian Government has taken significant steps to enhance its
own cyber security capabilities, it has not provided the environment that enables it to partner with and
leverage the skills and capabilities of other areas of the Australian and international communities.

The Australian Government should issue a new cyber security strategy that shifts its focus from what
the Australian Government should do to enhance its own cyber security capabilities, to what the
Australian Government should do to enable the cyber security industry, business and critical
infrastructure providers and universities to provide a more effective contribution. Additionally, the




new cyber security strategy should articulate how Australia will engage with the world to both
leverage and provide expertise to address a truly global issue.

This paper has argued that the Australian Government should implement new policies, legislation and
regulation to encourage Australian business, the cyber security industry (including ISPs) and critical
infrastructure providers to be more proactive in developing or procuring innovative cyber security
solutions. This includes implementing four key initiatives. First, introducing mandatory data breach
notification laws for publicly-listed companies and businesses that hold personal information of
customers and business partners. Second, expanding and mandating the current initiative for ISPs to
detect and isolate computers exhibiting malicious behaviour. Third, implementing mandatory cyber
security standards for government and critical infrastructure systems. Finally, establishing systems,
policies and procedures for the sharing of cyber security threat intelligence and knowledge.

The Australian Government should also refine its approach to enhancing the cyber security workforce
in Australia through engagement and cooperation with both the tertiary education sector and the
cyber security industry. The Government should implement key initiatives to engage with tertiary
education, with the support of the cyber security industry, to promote cyber security as a valuable and
rewarding career for students and to encourage institutions to improve the standard and focus of their
cyber security courses.

It has also been contended that the Australian Government should review the aims and focus of its
international engagement on cyber security and ensure that these activities are given a high priority
diplomatically. With cyber threats being a truly global problem, with no respect for national borders,
mutual and real benefits are available through cooperation and coordination on cyber security. Key
areas of focus for diplomacy and international engagement include the development and
implementation of cyber norms, cyber security threat intelligence sharing and joint exercises, cyber
security capacity building in the Asia-Pacific region, and international cooperation on the investigation
and prosecution of cyber crime.

This paper has identified a number of low-cost or cost-neutral initiatives the Australian Government
should pursue to enhance cyber security in Australia. In general, with some refining of approach and
priorities, the majority of initiatives identified are achievable within existing organisational structures
and resources.

The initiative to encourage cyber security threat and intelligence sharing would seek to partner with
an industry provider to share innovation and minimise costs to the Australian Government. It is
expected that this initiative could be delivered at zero financial cost (with some in-kind contributions)
to the Australian Government. The initiatives to introduce mandatory data breach notification and
mandatory cyber security standards would require additional ongoing APS and AFP workforce to
manage the delivery of the initiatives and the delivery of advertising and marketing campaigns to
ensure businesses are aware of their new responsibilities. Across both initiatives, the total cost in the
first year would be approximately $3.8 million, with a recurring $2.4 million per year in subsequent
years.




Annex A: Malicious Cyber Actors, Desired Outcomes and Examples of Cyber

Threats
Malicious Description Desired Incident Actor Examples Incident
Cyber Actor Outcome Examples Examples
Cyber Cyber criminals are Financial gain e Stealing credit e Russian e eBay customer
criminal hostile by nature card details or business data breach
with variable skill passwords to network e CryptoLocker
levels. Cyber commit fraud. e 25yearold malicious
criminals may be ¢ Gaining access unemployed software
individuals or to and selling Cowra (NSW) o Alleged breach of
organised on a personal man.85 100 or more
local, national or information for Australian small
even international identity theft. business by
level e Ransoming a Romanian cyber
users data for criminals.86
money
Issue- Seek to disrupt and Highlight a e Defacing or e Anonymous and | e Anonymous taking
motivated degrade cause or to changing the LulzSec Australian
group or governments and gain notoriety content of e Syrian Government
hacktivist business to websites. Electronic Army systems offline to
embarrass the e Rending (SEA).8° protest internet
target and/or to systems or data filtering
draw attention to unavailable to legislation.
their own cause.8” legitimate users ¢ Indonesian
The most extreme to gain media hackers targeting
potential group are attention. Australian
cyber terrorists Government sites
who seek to instil in the wake of the
fear in their victims. 2013 spying
88 scandal.

o Hacking and
defacement of US
media sites by
SEA.90

Trusted Employees, Unauthorised o Theft of trade e Edward e US National
insider outsourcing access to secrets, Snowden Security Agency
providers, information sensitive plans e Private Bradley breach.
contractors, and or business (now Chelsea) e Leak of US
consultants with intellectual information. Manning diplomatic cables
logical or physical property o Theft of to Wikileaks.92
access to the government
targeted ICT classified/
system. They can unclassified
be both non-hostile information.

threat agents (ie
distracted or
unwitting
employees) and
hostile ones (ie
disgruntled
employees).91




Malicious Description Desired Incident Actor Incident
Cyber Actor Outcome Examples Examples Examples
Nation state- Either highly- Disrupt, deny Prevent access to e Iran’s Cyber

supported

organised or
loosely-affiliated
groups of
individuals who
undertake actions
with the tacit
support, be that
financial or
capability
support, of a
nation state.

or degrade critical Army and
access to infrastructure Ashiyane Digital
systems or systems or critical Security Team
the business systems allegedly
information on which a supported by
they process business or Iran’s Islamic
government relies, Revolutionary
for nuisance or Guard Corps
preventing e SEA.93
activities not in
the attackers’
interest.
Highlighta ¢ Defacing or SEA%+ e Anonymous
cause or to changing the taking Australian
gain notoriety content of Government
websites. systems offline to
¢ Rending protest Internet

systems or data
unavailable to
legitimate users
to gain media
attention.

filtering
legislation.

e Indonesian
hackers targeting
Australian
Government sites
in the wake of the
2013 spying
scandal.

e Hacking and
defacement of US
media sites by
SEA.95

Nation state

Directly employed
by nation states to
progress their
political, economic,
military or
diplomatic interests.
They are generally
the most
sophisticated and
well-resourced
actors and may have
arange of
capabilities to
undertake
espionage or
disruption.%

Unauthorised
access to
information and
intellectual

property

e Theft of trade
secrets,
sensitive plans
or business
information.97

o Theft of
government
classified/
unclassified
information.

No actor claimed
responsibility

Alleged breaches
and theft of
intellectual
property, sensitive
security information
and official
communications at:
e Lockheed Martin,
e Australia’s
Parliament House,
and
e Reserve Bank
of Australia.’8

Disrupt, deny or
degrade access
to systems or
the information
they process

Prevent access to
critical
infrastructure
systems or critical
business systems
on which a
business or
government relies
for nuisance or
preventing
activities not in the
attackers interest.

No actor claimed
responsibility

e Stuxnet virus that
disrupted Iranian
nuclear
enrichment,

e Attack on Saudi
Aramco to prevent
oil production,
and

e The attack on
Estonian systems
allegedly by
Russian hackers.99
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