General Changes

TABLE OF CHANGES
ASDEFCON (SUPPORT)

VERSION 5.2

e Changes introduced in ASDEFCON (Support) V5.2 include: the introduction of skills guarantee

e the introduction of environment and sustainability policy

e changes to the ethical behaviours provisions and addition of the Supplier Code of Conduct core clause

e the introduction of system security requirements covering physical security, Emanation Security (EMSEC), ICT security, and cyber security.

There were a number of minor updates, including references for updated Defence policies, Defence web-links, and for consistency with other templates.

Whole Template

No. Topic Comment and/or update required
1. General e Reference documents and standards have been updated for new releases/versions.
o Defence Manuals, Instructions and Policies have been updated as required.
e Footer amended version number updated from V5.1 to V5.2,
Cover Pag
No. Topic Comment and/or update required
2, e Release date updated to Aug 2024, Version updated

General Information for Users

No.

Topic

Comment and/or update required

3.

No significant change

Cover Letter

No.

Topic

Comment and/or update required

¢ No significant change




Conditions of Tender

No. Clause Title / name Comment and/or update required
5. 152 Australian Government ‘Adminpol’ deleted in 1.5.2a
Requirements 1.5.2a(i), (ii) and (iii) replaced with new subclauses as provisions
6. 1.9 Statement of Tax NTT updated with hyperlink
Record
7. 3.9 Cost Investigation of ‘Defence’ replaced by ‘CASG’ in NTD
Tenders

Tender Data Requirements List and Tender Data Requirements (Annexes to the Conditions of Tender)

No. Number Title / name Comment and/or update required
Tender Data Requirements List
8. e No significant changes
Annex A, Overview
9. A-2 Tenderer’s Profile and Past e 2.3, note to tenderers updated “referenced project” for consistency
Performance e Minor edits in 2.1,2.2, 2.4
e 2.7 added
e 2.9 Option updated, 2.10 updated
e Cross references updated throughout
Annex B, Tenderer’s Deed of Undertaking
10. ¢ No significant change.
Annex C, Commercial
1. C-5 Economic Benefits to the e Updated web link.
Australian Economy
Annex D, Financial
12. D-1D-5 Tender Pricing Information - e 1.5, notes to tenderers and drafters updated for Defence Cost Principles.
General e 1.5a, optional clause for application of Defence cost Principles to pricing.
Annex E, General
13.

No significant change.




No. Number Title / name Comment and/or update required

Annex F, Proposed Support System and Services Management

14. F-1 Summary of Proposed Support | ¢ NTD updated
System

Annex G, Australian Industry Capability

15. ¢ No significant change.

Conditions of Contract

No. Part / clause Title Details
16. 1.9 Term e NTD updated
e 1.9.25 Option C updated
e Cross references updated
17. 1.11 Periodic Cost Reviews e Text deleted in NTD for 1.11.1
18. 3.13 Ad Hoc Services e Clis mow Core
e NTD updated
19. 4.4 AIC Remedies e NTD added
e 4.4.1b,4.4.1c updated
20. 5.1 Ownership of IP e NTT updated
e Minor changesin 5.1.2,5.1.3and 5.1.4
21. 5.4 Commercial TD and e Cross reference updated in 5.4.1, 5.4.3 and 5.4.4
Commercial Software
22. 5.1 Failure to obtain IP rights e Cross reference updated in 5.11.1a
23. 6.1 Performance e Cross reference updated in 6.1.4 Option b, 6.1.4g
24. 6.2 Delays e Cross reference updated in 6.1.4g
25. 6.3 Performance Shortfalls e 6.3.1 updated
26. 6.4 Performance Relief and e Cross reference updated in 6.4 NTD and 6.4.1, 6.4.2
Postponement
27. 6.5 Postponement Costs e Cross reference updated in 6.5.1, 6.5.3




No. Part / clause Title Details
6.5.1c, 6.5.2 updated
28. 6.6 Schedule Recovery Cross reference in NTD updated
29. 6.7 Schedule Recovery Costs Cross reference in NTD updated
Cross reference updated in throughout 6.7
30. 7.6 Bank Guarantee for Cross reference updated in 7.6.3
Performance
31. 7.14 Cost Principles 7.14.1, change CASG to Defence.
7.14 1c, CCP requirement included as option for selection when tailoring.
32. 7.16 Performance Management Clause is now Optional
Framework Adjustments
33. 1.7 Commonwealth Access Sub cl 11.7.4p added regarding Supplier Code of Conduct
34. 11.9 Subcontracts 11.9.3f and 11.9.3fi updated
Cross references updated in 11.9
35. 11.10 Defence Security NTD updated for 11.10.3
36. 11.11 Post Defence Separation Minor update in 11.11.3e
Employment
37. 12.3 Policy Requirements ‘Adminpol’ deleted in ¢l 12.3.1a, Cl 12.3.1a(i) (i) and (jii) updated
38. 12.8 Child Safety NTD updated
39. 12.9 Modern Slavery NTD updated
40. 12.10 Indigenous Procurement NTD updated
41. 12.11 Commonwealth Supplier Code Clause 12.11 added with NTD
of Conduct
42, 12.12 Environmentally Sustainable NTD updated for 12.12
Procurement Policy
43. 12.13 Australian Skills Guarantee

NTD updated for 12.13




Attachments to the Conditions of Contract

No. Part / clause

Title

Details

Attachment A, Statement

of Work

44,

Statement of Work (SOW)

Refer to the SOW section below.

Attachment B, Price and Payments

45. Price and Payments ¢ No significant change

46. | Annex B Recurring Services ¢ No significant change
Attachment B

47. | Annex Cto Performance Payments e Minor update in NTD for Cl 1
Attachment B

Attachment C, Delivery Schedule
48. | 1 Milestone Schedule and ¢ No significant change
Delivery Schedule
49. |2 Schedule of Milestone Criteria ¢ No significant change

Attachment D, Liquidated

Damages

50.

No significant change

Attachment E, Government Furnished Materiel and Government Furnished Services

51.

No significant change

Attachment F, Australian

Industry Capability

52.

No significant change

Attachment G, Technical Data and Software Rights Schedu

53.

No significant change

Attachment H, Schedule of Approved Subcontractors

54. | Table H-1

No significant change

Attachment |, Agreed Forms and Deeds

55. Annex A

Approved Subcontractor Deed

No significant change

56. Annex B

Deed of Confidentiality and
Fidelity

No significant change




No. Part / clause Title Details
57. | Annex C Contract Change Proposal ¢ No significant change
58. | Annex D Bank Guarantee ¢ No significant change
59. | Annex E Deed of Guarantee and ¢ No significant change

Indemnity

Attachment J, Security CI

assification and Categorisation Guide

60.

No significant change

Attachment K, Draft Data

Items

61.

No significant change

Attachment L, Resident P

ersonnel

62.

No significant change

Attachment M, Glossary

63. Abbreviations ¢ Additions: ACSC, ACSI, ANP, ASARP, ATO, ATO-C, CSCR, CSCRP, CSSP, CTIS, DCwsS,
DESE, ES8MM, EMSEC, ESCP,ETA, ISSMP, OT, SICC, SRMP, SSOL, SSOP, SWG, ToSA, TRS
(second term to use this acronym)
o Deletions: ABR
e Changes: CASG Cost Principles, SSP for is now System Security Plan, SDIP
64. Definitions o Additions: Accreditation, As Secure As Reasonably Practicable, Authority to Operate, Authority
to Operate with Conditions, Commonwealth Supplier Code of Conduct, Cyber Security
Assurance Basis, Cyber Supply Chain, Cyberworthiness, Defence Cyberworthiness System,
Digitally Enabled Systems and Equipment, Governing Security Documents, Information and
Communications Technology Equipment, Operational Technology Equipment, Security
Authorisation, Security Outcomes, Security System-of-Interest or SSol, System Owner, Target
of Security Assessment
e Deletions: -
e Changes: Allowable Costs, CASG Cost Principles, Type Certification, Type Record
65. References o Referenced standards updated to current / more recent versions: DSPF

Additions:




No.

Part / clause

Title

Details

ACSC Publication, ‘Cloud Computing Security Considerations’, October 2021 | ACSC Pubilication,
‘Cyber Supply Chain Risk Management’, May 2023 | ACSC Publication, ‘Essential Eight Maturity
Model’, as amended from time to time | ACSC Publication, ‘Guidelines for Security Documentation’,
September 2023 | ACSC Publication, ‘Guidelines for System Monitoring’, September 2023 | ACSC
Publication, ‘ldentifying Cyber Supply Chain Risks’, May 2023 | ACSC Publication, ‘Strategies to
Mitigate Cyber Security Incidents’, February 2017 | ACSC Publication, ‘Strategies to Mitigate Cyber
Security Incidents — Mitigation Details’, February 2017 | ACSC System Security Plan (SSP) Annex
Template, as amended from time to time | ACSI 61D | ACSI 71D | AFSMAN |[ANP2200| ANP3702]|
ANP4605 | ASIO 18-9938 | Commonwealth Supplier Code of Conduct| CASG Risk Management
Product Risk Matrix | CTIS | DEF(AUST) 5000, Volume 6, Part 2, Section 12, Issue 2 | Defence
Cyber Security Assessment & Authorisation Framework, Version 4.2, 22 April 2024 | Defence
Cyberworthiness System (DCwS) Maturity Model | Defence ICT/Cyber SCRM Framework | ISA/IEC
62433 series | ISM | ISO/IEC 27001:2022 | ISO/IEC 27005:2022 | ISO/IEC 27032:2012 | NIST CSF
| NIST SP 800-30 | NIST SP 800-37 | NIST SP 800-53 | NIST SP 800-53A | NIST SP 800-82 |
Physical Security Standards — HMA Ships, Submarines & Watercraft, Version 4.0, 17 December
2020 | PSPF| SCRM Procurement Tool

o Deletions: -ABR 6205| NIST SP 800 18
e Changes: CASG Cost Principles

Attachment N, Confidential Information and Reporting

66.

No significant change

Attachment O, GFF Licences and Additional Clause Bank

67.

No significant change

Attachment P, Performance Assessment

68.

NTD added

Attachment Q, Other Performance Measures

69.

No significant change

Attachment R, Members Required in Uniform

70.

e Minor update in 9.3.1

Attachment S, Products Being Supported Restrictions Schedule

7.

¢ No significant change




No.

Part / clause

Title

Details

Attachment T, Contract Governance Framework

72. ¢ No significant change.
Statement of Work
e A number of Statement of Work (SOW) changes were to prepare for the introduction of ... Details of changes are noted below.
No. Part / clause Title Details
73. 213 Scope of Work e Addition to clarify that ‘Phase In Services’ (identified in COC clause1.5, Operative Date) are excluded
from Recurring Services (these may be covered as Milestone Payments).
74. |3.25 Performance Measurement e 3.2.5.1.1, minor simplification (delete ‘both’).
e 3.2.5.3.7, expand ‘APS’ to ‘Adjusted Performance Score (APS)'.
e 3.4.5.a, add comma.
75. | 341 Periodic Performance | ¢  Renamed to ‘Periodic Performance Reviews’ due to headings added for reports.
Reviews (was Status Review | ¢  3.4.1.3, examples of performance reviews expanded and removal of superfluous word ‘specified’ as
and Reporting) ‘notified’ is sufficient.
76. 34.2 Contract Status Reports e Heading added.
77. |3.43 Combined Services Summary | ¢ Heading added
Reports
78. 3.4.4 Remediation e Heading added
e Clause numbers and references updated due to additional headings added.
[ ]
79. | 3.6 Co-ordination and Co-| e [Security Update] 3.6.3d., change to ‘system security risk management and Security Authorisations’
operation e 3.6.5b. change to optional text: [...INSERT 'Approved In-Service Security Management Plan
(ISSMP)' OR 'risk management section of the Approved SSMP'...]
80. |3.11.1 Provision and Management of | ¢  Note to drafters, minor change.
GFM
81. |[3.11.6 Assurance and stocktaking of | ¢ Note to drafters updated to refer to the Logistics Compliance and Assurance Manual (LCAM).
CMCA ¢ Note to tenderers, minor change.
e 3.11.6.2 and 3.11.6.5 updated to refer to the LCAM.
82. 3.13 Defence Security Compliance | e 3.13.1.1 and 3.13.1.3 added.
e 3.13.2 and 3.13.3, notes to drafters simplified.
83. |3.15 Commonwealth Personnel on | e  3.15, collocated changed to co-located in various subclauses.

Contractor or  Approved
Subcontractor Premises




No. Part / clause Title Details
84. |3.16.2 Use of Defence Information Note to drafters updated.
Systems
85. |3.17 Access to FMS Clause number added for clarity.
86. |3.18 GFF 3.18.1, simplify heading to use abbreviation ‘GFF’.
87. |55 Engineering Services 5.5.4, option for new DSD to provide System Security Services.
88. 71 Supply Support Management Notes to drafters and clauses (including plan options), change to name of Supply Support Plan to
Contractor Supply Support Plan, and SPP to CSSP.
89. |73 Supply Support Reviews 7.3.3, change plan option to include CSSP.
90. 11 Quality Management 11.1.1, clarification on Operative Date relevant to QMS certification.
SOW Annexes

Changes to the SOW Annexes were mostly minor, these are noted below.

Manuals

No. Annex / Title Details
91. | Annex A, List of Products | ¢ No significant change.
Being Supported
92. | Annex B, Contract Services | ¢ [Security Update] (NEW) Add ENG-400, System Security Services
Requirements List
93. | Annex C, Contract Data | ¢ Versions updated in example at clause 7.
Requirements List e MGT-300 Updated SOW Clause Ref.
e MGT-350 Updated SOW Clause Ref.
e ENG-800 changed to ENG-760, ECPs
e ENG-810 changed to ENG-770, SWCPs
e [Security Updates]:
o (NEW) ENG-800, In-Service Security Management Plan (ISSMP)
o (NEW) ENG-810, System Security Plan (SSP)
o (NEW) ENG-820, Security Risk Management Plan (SRMP)
o (NEW) ENG-830, System Security Operating Procedures (SSOPs)
o (NEW) ENG-840, Cyber Security Case Report (CSCR)
o (NEW) ENG-850, Cyber Supply Chain Risk Plan (CSCRP)
o (NEW) ENG-860, Emanation Security Control Plan (ESCP)
e SUP-100, change to ‘Contractor Supply Support Plan’ and ‘DID-SUP-CSSP’.
94. | Annex D, List of Referenced | ¢  No significant change.




95. | Annex E, Known Hazards at | ¢  No significant change.
CoA Premises

Detailed Service Descriptions (DSDs)

Most DSDs required at least some minor changes, mostly to prepare for the Defence ERP system and to update references to current standards and policies. Details
of the changes are noted below.

No. DSD Title Details

96. | DSD-ENG-CM ¢ No significant change.

97. | DSD-ENG-SEC e [Security Update] new DSD for System Security Services. The DSD addresses a number of security-related issues,
including the physical security in relation to the design of the Products, Emanation Security, cyber security, and ICT
Security.

DSD-ENG-SEC added to list of subordinate DSDs under Guidance.
Related Documents change under 6.1.1.

Updated CDRL line number for ECP under 6.2.5.6d.

Replaced references to ABR6303 with ANP2200.

98. | DSD-ENG-SERV

Included DSD-ENG-SEC under Guidance as a related document.

Included DSD-ENG-SEC under 4. Inter-Relationships as a related document.

Additional reference under 6.2.3 Software Change Analysis for implementation of software changes as Recurring
Services.

In DSD guidance, deleted wrongly positioned optional clauses from clause 6.2.3.

Included DSD-ENG-SEC under 6.2.4 as a related document.

[Security Update] 6.2.5.7, added an option for Software when Security Authorisations are to be maintained. The
clause cross-references DSD-ENG-SEC.

e 6.2.6.8, cross-reference to SOW clause for Ad Hoc Meetings updated.

99. | DSD-ENG-SW

100. | DSD-MNT-MGT ¢ No significant change.

101. | DSD-MNT-SA e 6.2.1, Systems Administration Planning, note to drafters updated.

e 6.2.11, Security Accreditation Management deleted. This has been superseded by the new DSD-ENG-SEC
(Software Retirement is now 6.2.11).

¢ 3.1 maintaining security accreditation removed from list of Software Products.

e 6.2.7 NTD added.

102. | DSD-MNT-SERV ¢ No significant change.

103. | DSD-OPS-HLPDSK e 6.2.2 Related clause/document reference change to SOW Mandated Defence Information Systems.
104. | pSpD-OPS-Template ¢ No significant change.

105. | DSD-SUP-MILIS e Guidance Section 1 Status, minor language changes and warning re: future ERP-related updates.

e DID-SUP-SSP updated to DID-SUP-CSSP throughout.




No.

DSD Title

Details

Related clause/document reference change to SOW Mandated Defence Information Systems.
Initial note to tenderers (re: ERP), minor change (‘will’ to ‘may’).
5.1, note to drafters, DEFLOGMAN example deleted.

106.

DSD-SUP-PROC

New Status text incl warning re: future ERP-related updates.
DEFLOGMAN reference removed and ERP content added in Guidance.
AAP reference removed from Related Clauses/Documents.

5.1, note to drafters, DEFLOGMAN example deleted.

Option notes shortened.

6.2.2 NTD language changes to shorten and reflect optional nature.

107.

DSD-SUP-SACC

New Status text added re: ERP and warnings of future ERP-related updates.

Guidance on 6.2.3, Additional clarity around Codification Data delivery to SPOs/NCB in relation to 6.2.3.2.
5.1, note to drafters, DEFLOGMAN example deleted.

6.2.4 NTD/NTT changes to cater to pending ERP release.

108.

DSD-SUP-SERV

New Status text added re: ERP and warnings of future ERP-related updates.
SSP updated to CSSP throughout.

Initial note to drafters updated.

Initial note to tenderers (re: ERP), minor change (‘will’ to ‘may’).

5.1, note to drafters, DEFLOGMAN example deleted.

6.2.6.7 note to drafters, minor change.

109.

DSD-SUP-W&D

New Status text added re: ERP and warnings of future ERP-related updates.
Guidance text re: ERP replacement of MILIS removed.
3.2, 5.1, minor changes to notes to drafters.

110.

DSD-TNG-DEL

No significant change.

111.

DSD-TNG-MGT

Guidance, Related clause/document changes to SOW references incl Mandated Defence Information Systems.
5.1 MAFET added to Applicable Documents.

6.2.3.2, cross-reference to SOW clause for Ad Hoc Meetings updated.

Replaced references to ABR27 with ANP3702.

112.

DSD-TNG-TMS

Replaced references to ABR27 with ANP3702.

Data Item Descriptions

Data Item Descriptions (DIDs) ... Details of changes are noted below.

No. DID Title Details
113. | DID-ENG-AEOA ¢ No significant change.
114. | DID-ENG-CEMP ¢ No significant change.




No. DID Title Details

115. | DID-ENG-CMP ¢ No significant change.

116. | DID-ENG-DWGS ¢ No significant change.

117. | DID-ENG-IMSP ¢ No significant change.

118. | DID-ENG-SEC e [Security Update] NEW, System Security Services.

119. | DID-MNT-AMOA ¢ No significant change.

120. | DID-MNT-MMP ¢ No significant change.

121. | DID-OPS-OSP ¢ No significant change.

122. | DID-SSM-AICP ¢ No significant change.

123. | DID-SSM-CSR ¢ No significant change.

124. | DID-SSM-CSSR e [Security Update]
e 6.2.3.1d. updated, adding security and including supportability as an example analysis.
e 6.2.3.1e. new clause for security-related reporting.

125. | DID-SSM-CWBS ¢ No significant change.

126. | DID-SSM-ENVMP ¢ No significant change.

127. | DID-SSM-HSMP ¢ No significant change.

128. | DID-SSM-IEAIR ¢ No significant change.

129. | DID-SSM-IEIP ¢ No significant change.

130. | DID-SSM-ISSMP e [Security Update] NEW, In-Service Security Management Plan.

131. | DID-SSM-MHC ¢ No significant change.

132. | DID-SSM-PHIP ¢ No significant change.

133. | DID-SSM-PHOP ¢ No significant change.

134. | DID-SSM-QP ¢ No significant change.

135. | DID-SSM-RUMP ¢ No significant change.

136. | DID-SSM-S&Q ¢ No significant change.

137. | DID-SSM-SMP ¢ No significant change.

138. | DID-SSM-SPMP ¢ No significant change.




No. DID Title Details

139. | DID-SSM-SSMP No significant change.

140. | DID-SSM-SSMS No significant change.

141. | DID-SSM-SSVM No significant change.

142. | DID-SUP-DISP No significant change.

143. | DID-SUP-SSP Renamed to DID-SUP-CSSP.

144. | DID-SUP-CSSP Changed DID number from DID-SUP-SSP to DID-SUP-CSSP. Name updated to ‘Contractor Supply Support Plan’
145. | DID-TDATA-TDL No significant change.

146. | DID-TDATA-TDMP No significant change.

147. | DID-TNG-TSP No significant change.

Supplementary DIDs

The following supplementary DIDs are copied from ASDEFCON (Strategic Materiel) V5.3 and ASDEFCON (Complex Materiel) Volume 2 V5.2. The following list

identifies updates since V5.1.

No.

DID Title

Details

148.

DID-CM-DATA-CSAR

No significant change.

149.

DID-CM-DATA-XDATA

No significant change.

150.

DID-CM-MGT-ECP

No significant change.

151.

DID-ENG-MGT-SEMP-2

No significant change.

152.

DID-ENG-SOL-DCERT

No significant change.

153.

DID-ENG-SOL-MSA

No significant change.

154.

DID-ENG-SOL-SCR

No significant change.

155.

DID-ENG-SW-SWMP

No significant change.

156.

DID-ILS-DEF-TRS

No significant change.

157.

DID-ILS-MGT-ISP-2

No significant change.

158.

DID-ILS-SW-SWSP

No significant change.

159.

DID-ILS-TDATA-CDATA

No significant change.




No.

DID Title

Details

160.

DID-ILS-TNG-LMP

No significant change.

161.

DID-PM-DEF-DCOD

No significant change.

162.

DID-PM-HSE-SDS

No significant change.

163.

DID-PM-MEET-AGENDA

No significant change.

164.

DID-PM-MEET-MINUTES

No significant change.

165.

DID-PM-MGT-AFD

No significant change.

166.

DID-PM-MGT-RP

No significant change.

167.

DID-PM-MGT-SAC

No significant change.

168.

DID-PM-RVW-PACKAGE

No significant change.

Contractor Standing Capability Module
The Contractor Standing Capability (CSC) module had no significant changes.




