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Australian Naval Classification Rules

0.1 The Naval Vessel's software systems shall be designed, developed, and maintained to:
0.1.1 Minimise personnel safety risk;

0.1.2 Minimise environmental risk;

0.1.3 Minimise security risk;

0.1.4 A Software Assurance Process;

0.1.5 Operate predictably and fail safely in the event of failure;

0.1.6 Minimise adverse impact to mission critical functions and other integrated systems in the
event of failure, damage, or loss; and

0.1.7 Provide post damage capability as required by the Operating and Support Intent (OSI).

Functional Objective

1.1 The Naval Vessel's systems which incorporate software shall be designed, developed, tested,
deployed and maintained to meet the goal of this chapter.

Performance Requirements

1.2 Software systems shall be designed, developed, tested, and maintained throughout life, so that
when operated as intended, the following are satisfied:

1.21 For the Foreseeable Operating Conditions, the Naval Vessel shall be safe to operate and
prevent loss of assets and injury to embarked personnel;

1.2.2 For foreseeable damage events, the Naval Vessel shall maintain the availability of Essential
Safety Functions; and

1.2.3 For foreseeable failure events, the Naval Vessels systems shall fail safely and predictably
and not cause failures in integrated and dependant systems.

1.3 Software shall be integrated as part of the overall Naval Vessel system architecture in
accordance with Chapter 1 Rule 4 Systems Architecture.

Note: This chapter specifies the generic requirements for software and applies to any generic software on
Defence vessels that could pose a safety or environmental risk.

Note: For the formal definition of Foreseeable Operating Conditions and other definitions refer to ANCR
Division 1 Annex A — Definitions and Abbreviations.
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Functional Objective

Division 2, Chapter 03, Part 1

2.1 The Naval Vessel's software systems shall be designed, developed, tested, deployed and
maintained according to Software Engineering lifecycle processes.

Performance Requirements

2.2 Development of software systems shall be part of the Systems Engineering and Software
Engineering process for the Naval Vessel development lifecycle.

2.3 Safety-significant functions shall be identified and managed at all stages of the software system
life cycle.

24 Software Engineering lifecycle processes shall be performed on Software Systems at the
respective stages of the system development and operational phases.

Functional Objective

3.1 The Naval Vessel's software systems shall be designed to operate safely and predictably in all
Foreseeable Operating and Support Conditions.

Performance Requirements

3.2 Software functionality and correct software behaviour shall be part of the scope of Systems
Engineering and Software Engineering Program.

3.3 Software Systems shall be identified where they are either the cause of a potential safety
hazard, or the control to a safety hazard.

3.4 Safety hazards and controls attributable to software shall be identifiable separately from other
system safety hazards within the system Safety Case.

Note: Chapter 1 Rule 3 System Safety details the requirements for the Safety Case.

3.5 The Software Engineering Program shall perform Software Assurance Processes to ensure the
technical quality and safety of Software Systems.

3.6 The failure of safety-significant software functions shall be detected, isolated (where achievable
without/limited degradation and mission compromise) and recovered from such that
catastrophic hazardous events do not ensue.

3.7 A failure or unspecified behaviour of the software system shall not result in:

3.71 An event that escalates to a safety hazard;

3.7.2 Impairment of the control of a hazard;

3.7.3 Impairment of recovery from a hazard; or

3.74 Impairment or detrimental effect on other integrated and dependent systems.
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Functional Objective

Division 2, Chapter 03, Part 1

4.1 Software Assurance Processes shall provide confidence in the Software System across the
software lifecycle, and objective evidence that demonstrates safety requirements and software
quality requirements are met.

Performance Requirements

4.2 The Software Engineering Program shall ensure that all Software Systems are classified into
Assurance Levels. The Software Systems shall be designed, developed, tested, and managed
according to those levels.

4.3 Software Assurance Processes shall be performed throughout the life of the software to ensure
risk to personnel, systems, and the environment is eliminated or reduced SFARP.

4.4 Where there is potential for a Software System to invoke a hazard, impair the mitigation/control
of a hazard, or impair recovery of a hazardous event, the Software System shall meet the
conditions of the respective Assurance Level.

4.5 Where a Software System is identified as the potential cause of a hazard, the Software System
shall be designed, developed, and implemented consistent with the assessed Assurance Level
and associated safety risk.

4.6 Where a Software System is used as the control to a hazard, the Software System shall be
designed, developed and implemented consistent with the assessed Assurance Level and
associated safety risk.

4.7 Software shall have safeguards to ensure continued operations of Mission Critical functions
and services during error states and damage to systems hosting the software.

Functional Objective

5.1 The Naval Vessel's software systems shall be designed to operate securely in all Foreseeable
Operating Conditions.

Performance Requirements

5.2 The design of the Naval Vessel's security architecture shall include the Cyber security aspects
of Software Systems.

5.3 Software security shall be addressed as part of the Cyberworthiness and Software Engineering
programs to ensure systems are designed as intrinsically secure.

Note: Chapter 02 Cyberworthiness details the applicable requirements for Cyber security.

54 Software Systems shall be designed and developed to support the following Cyber security
functions:

541 Identification of Cyber security threats and incidents;
54.2 Protection against Cyber security threats;

543 Detection of Cyber security incidents; and
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544 Respond to Cyber security threats and incidents.

54.5 Recover from Cyber security incidents

Functional Objective

6.1 Systems that are controlled by software, or include software subsystems, shall be designed so
as not to adversely affect the environment.

Performance Requirements

6.2 A failure or unspecified behaviour of Software Systems shall not result in:

6.2.1 Inadvertent sensor emissions either above or below water posing risk to marine wildlife;

6.2.2 Inadvertent release of weapons or effectors;

6.2.3 Inadvertent release of liquid pollutants including sewerage, contaminants, fuel, oil, waste, or
ballast; and

6.2.4 Release of unacceptable levels of airborne pollution and contaminants.
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