
Privacy Statement

The PMKeyS Portal is accessible from both the Defence Restricted Network and the 

Internet.  

The PMKeyS Portal and the single sign-on applications accessible from the Portal 

(e.g. PMKeyS Self Service (PSS) and People Central sites) have been developed in 

accordance with the Australian Privacy Principles (APPs) as described in the Privacy 

Act 1988 and the Office of the Australian Information Commissioner - Guidance for 

agency websites: ‘Access to Information’.  For more information, see: OAIC - The 

Privacy Act 

1. Collection of Personal information

1.1 Applications hosted on the PMKeyS Portal seek to comply with the APPs in the 

collection, storage, use and disclosure of personal information. Specifically, PSS 

allows employees to update certain personal information and emergency contacts 

such as address and telephone numbers; submit leave applications and 

Employment Preferences and Restriction (EPARs) via AD148 (ADF members).  

1.2 PSS progressively allows staff to undertake more personal transactions on-line. 

By necessity, and in support of workflow, this requires that certain information is 

made available to line managers and supervisors to the extent that is reasonably 

required to fulfil their management responsibilities. For example, they will have 

access to Emergency Contact details, so that in the event of an emergency, prompt 

action can be taken to notify primary contacts, should this be necessary.  

1.3 In order to make an informed decision about whether to grant leave, immediate 

line managers are able to view leave balances. APP 6 binds all individuals, 

including managers, supervisors and administrative support staff in regards to the 

use and disclosure of any personal information contained in PMKeyS. 

2. Use and disclosure of Personal information

2.1 APP 6 outlines the rules for use and disclosure of personal information held by an 

APP entity. All PMKeyS users are to ensure that personal information contained 

in PMKeyS, is handled in accordance with APP 6.  

2.2 Defence Privacy Policy and Enterprise Records Management (ERM) outlines the 

governance, process, procedures and responsibilities when managing personal 

records in Defence. ERM 3 defines access and disclosure of Defence records. 

2.3 Unauthorised or inappropriate use or disclosure of personal information is 

considered a breach of the APS Code of Conduct in the case of APS employees, 

or the Defence Force Discipline Act 1982 (DFDA) in the case of ADF members. 
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o Breaches may result in corrective action under the procedures set out on 

the People Connect Website: Privacy Data Breaches or the relevant 

provisions of the Defence Force Discipline Act 1982. 

 

o Concerns regarding breaches of privacy should be directed to Defence 

Privacy Service.  
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REVISION HISTORY 
 

Author Organisation Date Version Comment 

1 AUG 2005 1.6 Changes from ISA review for 
OHSC. 

12 SEP 2005 1.6.1 Amendments.  

12 JAN 2006 1.6.2 Clarification of user access 
requirements. 

31 JAN 2006 1.6.3 Update document – Roles of 
ISSO & Security Manager 

15 FEB 2006 1.6.4 Updated comments from 
PCSC. 

10 MAR 2006 1.6.5 Updated comments 

23 MAR 2006 2 Updated to include PCSC 
comments. 

28 NOV 2006 2.1 Update to reflect restructure. 

20 AUG 2008 2.2 Review and update 

NOV 2010 2.3 Review and update 

AUG 2014 3.0 Review and update to reflect 
new Privacy laws 

NOV 2017 3.1 Review and update 

DEC 2017 3.2 Review and update 

DEC 2017 3.3 Review and update 

SEP 2019 4.0 Minor updates, incremented 
for authorisation. 

NOV 2019 4.1 Review and update 

FEB 2020 4.2 Review and update 

MAY 2020 4.2 Review and update 

AUG 2020 4.3 Change password length from 
ten to 14 characters 

SEP 2022 4.4 
Update password character 
requirements, access to PI 
data obligations 

DEC 2022 4.5 Review and update 
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DEFINITION OF TERMS 
 
PROTECTED – the Application has a system security rating of PROTECTED where: 

a. The highest classification of information processed on Personnel Management Key 
Solution (PMKeyS) is PROTECTED; 

b. Access to an associated workstation is restricted to users with a minimum security 
clearance of Baseline as outlined in the Protective Security Policy Framework (PSPF); 
and 

c. Access to PMKeyS is restricted to users who have a genuine ‘need-to-know’ requirement 
to view PROTECTED data and have been granted formal approval. 

 

Workstation – the term ‘Workstation’ refers not only to a computer unit (including Defence Protective 
Laptop) but to any storage and production media used in conjunction with a unit. This includes remote 
logon via DREAMS, the Home portal and media such as; removable drives for example USB Flash 
drives, separate printers and other storage devices. 

PMKeyS – the term ‘PMKeyS’ includes the PMKeyS portal, Business Application, and Self Service. 
The term extends to Customer Relations Management (CRM) applications, including ComTrack Self 
Service (CSS), which are accessed via the PMKeyS Portal. Where aspects of this document relate to 
the PMKeyS Business Application only, the relevant paragraphs will include the words ‘PMKeyS 
Business Application’. In all other cases this IS-SPP applies to the entire PMKeyS suite. 

PMKeyS Data – the term ‘PMKeyS Data’ refers to data accessed directly through the PMKeyS 
application and/or sourced from PMKeyS reports, extracts and interfaces. The term also refers to data 
that is available through other applications that are automatically or manually loaded with data 
sourced from PMKeyS. 

Human Resource Reporting Applications – this document does not specifically cover the access 
management arrangements for Human Resource Reporting Applications, including Management and 
Analysis Reporting Solution (MARS), Human Resource Metric System (HRMeS) and a data 
integration platform named InfoSphere; the Goals and Objectives of this IS-SPP apply to the Human 
Resource Reporting Applications. For details on access management practices and procedures for 
the Human Resource Reporting Applications, refer to the MARS Website.
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d. Provision of means for identifying unauthorised access to PMKeyS and/or data and for 
taking appropriate corrective, preventative or disciplinary action; 

e. Limit the use of PMKeyS to the purposes for which such resources are intended; 

f. Ensure appropriate governance is in place for the security and privacy protection of 
PMKeyS data when accessed through applications and databases other than PMKeyS; 
and 

g. Ensure that the system sponsor and/or delegates and authorised users are aware of 
their respective responsibilities with regards to maintaining the security of the data. 

Scope 

8. This is a ‘living’ document and its contents will be constantly monitored to ensure it is up-to-date 
and relevant. 

9. The practices and procedures contained in this document are to apply to all data created, 
processed, and stored on PMKeyS. 
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h. Attempt to modify information and/or resources without authority; and 

i. Process information that is classified above the level allowed. 

42. The personal information contained within PMKeyS is subject to the Australian Privacy Principles 
(APPs) contained in the Privacy Act 1988. The APPs provide legal direction on the collection, storage, 
use and disclosure of sensitive and personal data. Please refer to the Defence Privacy website for 
further information. 

43. Intended, unauthorised, or inappropriate use or disclosure of personal information contained 
within PMKeyS is an infringement of the Privacy Act 1988. It is also a breach of the Public Service Act 
1999 Part 3, Section 13 (the APS Code of Conduct), and the Defence Force Discipline Act 1982. 
Such breaches may result in corrective action taken under the relevant provisions of the Defence 
Force Discipline Act 1982, or the APS Code of Conduct Procedures. Actions may include: 

a. A reprimand; 

b. Removal from part or all of the PMKeyS application; 

c. Reduction in salary by way of a monetary fine; 

d. Reduction in classification; 

e. Termination of service with the Department of Defence; and 

f. Civil charges. 
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ANNEX A 
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