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Chairman’s Comments

Welcome to this ‘special’ Australian Defence Force Journal Edition No. 176. As you will see, the 
theme is command and control from a science and technology perspective and I am delighted 
to introduce a number of interesting sub-themes authored by a number of our Defence Science 
and Technology Organisation (DSTO) colleagues. 

From the pages of this journal, I draw your attention to two articles in particular. The first by 
Rear Admiral Peter Jones, Head of ICT Operations and the Strategic J6 covers the changing 
face of military information communications technology and the challenges this rapidly 
expanding field poses operational commanders. The second, and the winner of this edition’s 
ADF Journal Prize of $500 is the article by Dr Alexander Kalloniatis on disorder and command 
and control.

There are a number of other changes to the Journal currently being progressed. The ‘new look’ 
ADFJ website is now in final testing before going live and will include a more user friendly 
design and better search facility for back articles. We have digitised all the back issues (back to 
1976 with cumulative index) and they will shortly be posted on our new site. You will be free 
to download past editions for your personal use. The website will be hosted at the Australian 
Defence College and I intend to develop the site further in the coming months.

Other changes you will notice include the plastic wrap mailout cover for our non-Defence 
readership which includes a convenient change of address return slip. This not only saves costs 
but provides a more practical distribution method. I would appreciate readers’ comments in 
due course as your feedback is most helpful.

Finally, I would like to thank outgoing Chairman, Rear Admiral Davyd Thomas, for his tenure 
as Chair of the ADF Journal Board and wish him well in his new appointment of Deputy Chief 
of Navy.

I hope you enjoy this edition.

James Goldrick
Rear Admiral, RAN
Commander, Joint Education, Training and Warfare Command 
Chairman of the Australian Defence Force Journal Board 
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Letters to the Editor

Dear Editor,

The Sorry State of Military Sociology

May I use your Letters section to further publicise the sorry state of military sociology in 
Australia? This follows on from my article of the same title in the most recent edition of the 
Australian Defence Force Journal.

By an intriguing coincidence, the forthcoming issue of the premier military sociology journal, 
Armed Forces & Society, is devoted to the issue of the teaching of military sociology. This special 
edition will contain papers by practitioners from a variety of countries, including the US, the 
Netherlands, Japan, Turkey and South Africa. Although approaches differ according to local 
professional needs and educational traditions, collectively they confi rm my argument that 
Australia is a laggard in innovative professional military education.

The approach taken to teaching military sociology varies from a comparatively structured 
and traditional approach at West Point to that taken in the Netherlands, by which military 
sociology is not taught as a separate subject but is rather an integral component within an 
overall problem-based learning approach to Dutch offi cer training.

As an example of the practical usefulness of this fi eld of study, I noted a 2001 article published 
in the US Army professional journal, Military Review, regarding the professional relevance of 
military sociology to the junior commander. The article, written by two majors, argues that 
the application of ‘the sociological imagination’ is particularly applicable in counterinsurgency 
warfare. They cite as an example the kinds of questions and issues that must be addressed 
by a company commander performing humanitarian assistance to a village. (‘The sociological 
imagination’ refers to the core paradigm proposed by one of the key fi gures in the development 
of contemporary sociological thought, C. Wright Mills, in terms of the ability to analyse societies 
and components of societies, and to draw conclusions that will guide policy and practice.)

Although I have no reason to question the competence of contemporary Australian junior 
commanders in similar kinds of situations, the increasing complexity and sensitivity of such 
operations surely demands that the profession uses every learning weapon in its armoury to 
prepare them for their duties.

Reference:

S. Effl andt and B. Reed, ‘Developing the Warrior-Scholar’, Military Review, July–August 2001, 
pp. 82–89.

Brigadier Nick Jans
Australian Defence College

Weston Creek, ACT
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Dear Editor,

Making Sense of ‘Command and Control’

There is general acknowledgment in the literature that ‘command and control’ is a diffi cult topic. 
One need go no further than this journal to witness the heavy going that authors experience 
in their attempts to present their views. And the reason for this is simple. ‘Command and 
control’ has crept surreptitiously into the military lexicon via the back door, thus avoiding 
scrutiny, instead of through the front door where its credentials could be subjected to a 
rigorous examination. Such an examination would have shown that there is no such thing as 
‘command and control’ per se, and that it is really no more than an umbrella term for several 
separate and distinct subjects. Without this insight, the ensuing confusion was inevitable.

Regardless of what offi cial defi nitions may state, the reality is that any discussion on 
‘command and control’ encompasses the discrete subjects of either command arrangements, 
or the processes that go on in the commander’s head, or command support systems, or any 
combination of these three. Some times, the discussion is devoted solely to just one of these 
topics; at other times it is a blend of two or even three of them. If that is appreciated, then 
muddy waters become clear. Until the formulators of doctrine and defi nitions and the wider 
community of practitioners and authors realise this, any useful exchange of ideas will remain 
elusive. In the meantime, it behoves us fi rstly to defi ne which of these three topics, or group 
of topics, is being addressed before launching into any dialogue on what we persist in calling 
‘command and control’.

For nearly a decade now I have successfully applied this formula at conferences both in 
Australia and overseas and when reading articles presented in journals such as this. I have 
explained my views more fully in two articles published in the November/December 2001 
and July/August 2002 editions of this journal. I would invite your readers to re-visit these 
articles with a view to seeing for themselves if they do or do not provide a clearer approach 
to the subject. As well, this methodology will make it easier for authors to focus on what is 
important and useful rather than having to trawl over the same old ground each and every 
time they address ‘command and control’. Perhaps the very term itself will then disappear 
into well-deserved oblivion—but that may be too much to expect as it has already escaped 
into the broader community!

Dr Noel Sproles
Adelaide, SA. 
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Introduction

The Defence Science and Technology Organisation (DSTO) has almost a 20 year track record of 
applying science and technology to command and control. The rapid development of desktop- 
based information technology in the 1980s heralded the advent of the command and control 
information age. Many saw the potential for information technology to have a remarkable 
impact on command and control and the way in which military headquarters might operate. 
Large requirement specifi cations were drawn up, but became shelf-ware as technology raced 
ahead and organisations adapted to a whole host of external imperatives.

Turning paper requirements into a working system required new strategies. In the 1990s, DSTO 
analysts and technologists adopted rapid prototyping. Potential applications, to be placed 
on desktop computers in military headquarters, were developed to demonstrate the power 
of information and communications technologies. Rapid prototyping provided a barometer 
of feasible applications. DSTO then developed practical requirements whereby a Command 
Support System kernel could be evolved to a system bearing sophisticated applications.

DSTO analysts have, and continue to play an important role in developing our understanding 
of command and control. Analysts embedded in military headquarters collect data on current 
technical systems and business practices, assess performance, identify gaps and propose 
potential alternatives.

Battlelabs have played a long and varied role in developing command and control. An 
Experimental Command Centre provided a reconfi gurable room to trial potential fl oor layouts, 
new technologies (such as telemedicine) and act as an alternative, or trial, transportable 
command centre. A Future Operations Command Analysis Laboratory provided a window on 
leading edge visualisations, virtual and collaborative technologies. Both of these battlelabs 
were isolated from the operating headquarters. Today, battlelabs sit side by side with military 
headquarters. New applications can be trialled, concomitant changes made to business 
processes and a new way of working rapidly integrated into the headquarters.

The articles in this edition of the Australian Defence Force Journal represent some of the most 
recent advances in Command and Control Science. Command and control is undoubtedly a 
complex socio-technical activity—an area which for many years has been bereft of a strong 
theoretical foundation and predictive quantitative modelling. It may be serendipity, or simply 
good planning, but a combination of high operational tempo, good experimental techniques 
and a growing body of knowledge is heralding an age where quantitative analysis techniques 
can be rapidly applied to the business of command and control. Command and Control Science 
may be referred to as a singular noun, but in practice it requires a wealth of techniques to be 
brought to bear. In the past 20 years, DSTO has built a reputation in Command and Control 
Science which is world leading and we will continue to forge ahead in the future.

Dr Jennie Clothier
Chief of Joint Operations Division
Defence Science and Technology Organisation
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Advances in Information and Communications 
Technology and their Impact on Future ADF 
Commanders
Rear Admiral Peter Jones, DSC, AM, RAN
Head ICT Operations and the Strategic J6

Throughout military history commanders, be they at the strategic, operational or tactical 
levels, have employed their command and leadership skills in the context of the information 
communications technologies (ICT) of the day. Contemporary doctrine has formalised this 
relationship in the concept of network centric warfare (NCW). In this article I will survey the key 
ICT developments and their implications for Australian Defence Force (ADF ) commanders.

Commanders at the three levels and in the three environments are both enabled and constrained 
by contemporary ICT. As an inherently practical art, command demands that commanders and 
their staffs work with and around these technologies to best mission effect. In recent years 
the rapid and pragmatic adoption of commercial (some would say domestic) technologies such 
as blog,1 chat, email and wiki2 to improved military effect refl ects this approach. A specifi c 
example of the desire of operators in the fi eld to exploit technology occurred in 2002–03. 
Coalition Task Group commanders and warships in the Arabian Gulf used chat as their primary 
command and control (C2) tool despite senior United States Navy guidance that it was only to 
be used for administration. The advantages of chat and ‘whisper boxes’ for sharing information 
between ships and different levels of command were just too compelling. In the end higher 
command accepted the inevitable innovation. Today we see the increasing use of wikis and 
blogs, particularly within the US Department of Defense.

A survey of the ADF’s different ICT layers shows how rapid innovation is opening up new 
possibilities for ADF commanders. Even so, these layers remain products of their origin and 
their development is limited by organisational and process frameworks which were more 
suited to slower technology cycles. The ICT layers I will refer to are:

the infrastructure layer;• 

the enterprise services or applications layer; and• 

information or data layer. • 

The infrastructure layer

In aggregate, the ADF’s ICT infrastructure is third largest in national terms after Telstra and 
Optus. It is one that in coming years will make the leap to  an IP-based network. This will allow 
a vastly improved data fl ow with greater reliability and robustness. This will require signifi cant 
investment and an upskilling of our civilian and uniformed ICT specialists. Interestingly, the 
key driver for this is not so much the capability demands from the warfi ghter; rather it is the 
technology pull of the commercial ICT industry.
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Defence’s ICT infrastructure layer is borne from its disparate origins. There is a mix of old 
copper wire and new high speed fi bre-optic cable. In the tactical environment, narrow band 
voice is increasingly giving way to broadband data and satellite communications (SATCOM) 
on the move. While this technological transformation is uneven between the air, land and 
maritime environments, over time there will be a levelling across the battlespace.

At the interface between deployed forces and the national Defence network there is a transition 
underway. The early generation DEFAUSSAT and other narrow band SATCOMs are being 
replaced by the gleaming future of the Wideband Global Satellite (WGS).

Within a few short years there will be no choice but to be IP-based. Future ADF commanders 
will be the benefi ciaries of this widened information highway to the battlefi eld. This will mean 
that a wider array of services can be accessed and greater amounts of data exchanged.

Less spectacular but no less important is a growing appreciation that the physical network 
needs to be more robust and redundant. The key operational role of the network is leading to 
its redesign and grooming. Single points of failure are being removed, the heterogeneous array 
of routers and servers are being standardised wherever possible and the overall architecture 
of the network is being streamlined. This will not only lead to better network performance 
and reliability, it will mean the network will be easier to maintain and require fewer operators 
and maintainers. The impact on the Services and deployed commanders will be that more ADF 
personnel will be available for deployment and these personnel are more likely to be trained 
for the equipment they will use in theatre.

The growing system commonality will further allow joint training and the fi elding of joint 
communications units (FCU). This year’s deployment of the fi rst FCU into the Middle East 
Area of Operations (MEAO) is a signifi cant milestone. Much can be done in deployed joint 
communications. The US for example has small joint communications teams ready to deploy 
at short notice. This model has considerable application to our own situation.

Nowhere are the changes in the physical network more dramatic than in SATCOM. The 
transition to WGS is a revolution the like of which the ADF has rarely experienced. Amongst 
other attributes WGS has over ten times the capacity of previous generation SATCOMS. 
In coming years the ADF will move from its dependence on commercial and loaned allied 
services to a SATCOM capability based around an assured segment in a global constellation 
of the most capable SATCOM now in space. The challenge for the ADF and its commanders 
is to maximise the use of WGS and adjust to the potential of much enhanced information 
fl ow. This will require more investment in ground antennae to access the X/Ka band WGS. It 
will also require retraining for communications specialists who have to make the transition 
from accessing narrowband to broadband SATCOM. But WGS will not replace all others such 
as SATCOMS. There will still be a place for UHF as well as some niche commercial systems. 
Properly exploited, WGS will provide a competitive advantage to ADF commanders. To realise 
this advantage, however, the Services and the various supporting groups will have to work 
together in a concerted manner to affect the WGS shift.

In infrastructure terms interoperability has been achieved through standardisation of radios, 
long haul communications and cryptographic equipment. Over the last decade there has 
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also been considerable work undertaken to establish either coalition-wide area networks or 
guarded links between national networks. While there has been considerable progress we are 
still in a halfway house. Any commander can attest to this with the multiple computer desktop 
boxes on or under desks. Each represents a stovepiped network. Besides cluttering up HQs, 
they impede information sharing, increase operator workload and training and are expensive 
to maintain. In short they are the antithesis of NCW. Efforts are underway to streamline 
the infrastructure side of interoperability. Ideally coalition members would use their own 
national networks and be connected to other national networks by an appropriate security 
solution to allow desktop-to-desktop access to information and services such as email, chat 
and webpages. That is the goal shared by our allies and coalition partners. No one has the 
resources to continue sustaining multip.

Another key enabler of this interoperability goal will be the introduction of the personal key 
infrastructure (PKI) token for network users. This card which may double as the Service ID card 
will be required to login and personally identify the user on the network. Joint Project 2099 
aims to roll out the fi rst phase of this capability around 2010. Importantly the PKI standards 
and schedule have been developed at the outset with our allied partners. For the commander 
the added security the PKI provides will allow increased trust and hence greater sharing of 
information.

Traditionally the ADF has focused on interoperability with the Armed Forces of our coalition 
partners. Interoperability for ADF commanders today and in the future is much more complex. 
Varying degrees of interoperability are needed with an array of government agencies, 
emergency services and non-government agencies, in specifi c operations that mix can be 
enriched by local government and non-government entities. In a welcome initiative, Defence 
is exploring opportunities for other government departments to access WGS. This would be 
particularly useful in cooperative activities such as border protection.

Applications layer

There is a desire among most organisations, be they commercial or government, to have a 
common enterprise services or applications layer across the organisation. For the operator 
this translates into a common look and feel and uniform suite of applications across Defence. 
In private industry one of the biggest issues in a company merger is how a new acquisition 
is going to be integrated into the parent company from an IT perspective. Having all of the 
merged company on one network with a common application suite is the ideal. For big mergers 
this is easier said than done. Arguably the development of middleware designed to exchange 
information between different applications was caused by the need for the enterprise layer of 
big merged entities to share information. Defence has benefi ted from this innovation.

One of the signifi cant advantages the ADF largely enjoys compared with other Defence Forces 
is that its two separate restricted and secret networks are essentially coherent. That is to say 
a user in most cases can logon anywhere on the network without having to get a new logon 
and password. If the move is permanent one can have directories and data reassigned. While 
there is still streamlining to do, especially when deployed, this is essentially the case. The 
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Chief Information Offi cer Group (CIOG) is working on introducing capabilities so that data and 
information can more easily be moved between these networks—a key goal of NCW.

This situation is not the case with many of our coalition partners. Their networks are often a 
cloud in which exist multiple networks requiring new logons and with different application 
suites on them.

Importantly for ADF commanders, our allies are moving steadily to develop more coherent 
networks. They will replace their clouds with networks that have a common application suite 
and single logons. The impact of this change will be signifi cant. As commanders you will 
notice your allies will enjoy improved national network performance and information sharing 
and access. Operators will become more profi cient on one application suite. Importantly the 
fi nancial savings will be substantial. These funds, once spent on duplication, will be directed 
to more important areas, be they more megabytes or munitions.

From an Australian perspective these developments are very welcome and provide the 
opportunity to align our own enterprise architecture with that of our major allies. This 
provides the prospect of not only sharing information across the same applications but also 
sharing applications themselves. The latter has the potential to reduce time to roll-out new 
applications but also make signifi cant cost savings.

Independent of these important developments with our coalition partners the Australian 
Defence Organisation has much to do to improve its position in the realm of enterprise 
architecture. There should be just one single operating environment (SOE) and not multiple 
variants. Specifi cally there should not be a Deployed SOE in addition to the main SOE. Rather 
we have to develop a SOE that can operate across our information environment. This will 
require clever network design and some infrastructure enhancements in theatre. The benefi t 
of this approach will be improved performance, improved profi ciency and resource effi ciency. 
Partnering with our allies will also be important to leverage each other’s experiences and 
solutions.

Equally important is the need to rationalise the number of applications on our networks. 
There are over 1000 different large or small applications and there are about 14 different 
‘common’ operating pictures (they are not called common for nothing). The ineffi ciency of this 
situation is manifest and impedes both development and operational effi ciency. An important 
role for the new Chief Technical Offi cer within the CIOG will be to work with stakeholders to 
standardise the applications and COP suites.

One of the debates over the years has been whether Enterprise Resource Planning (ERP) 
applications for human resources (HR), fi nance and logistics were operational or not. The 
inconclusive nature of these debates has resulted in generally poor performance of ERP in 
theatre. As every commander knows ERP cannot be removed from operations. They are integral 
to capability as is refl ected in our defi nitions of the Fundamental Inputs to Capability (FIC). This 
situation will only become more entrenched with on-line maintenance systems such as those 
to be used by the Joint Strike Fighter. The CIOG will be working with ERP projects teams to 
improve application performance in theatre. New network monitoring tools will help network 
operators monitor and streamline network performance.



10

Information layer

The last but not least important layer is the information or data layer. NCW is after all, all 
about information sharing in a trust environment.

There are challenges in the information management (IM) area for both commanders and the 
support agencies. The fi rst is the growing mass of information that networked operations and 
ICT advances has facilitated. From a policy perspective role clarity is required as to who owns 
IM standards and the data itself. From a technical perspective a data strategy is required to 
develop data tagging standards, where the data is to be stored and how it is to fl ow.

The absence of a Defence data strategy has lead to some misalignment between infrastructure 
capacity to transfer and store data and the amount that is generated and required. For the 
commander the relatively small and slow data pipes are a direct result of this policy vacuum. 
Less obvious are the large number of overburdened data storage centres that suffer from power 
or cooling limitations and contribute their fair share of network outages. This situation is not 
unique to Defence. Organisations globally are grappling with the explosion in information 
generation.

Bringing it all together

The harnessing of the myriad of ICT developments will remain a signifi cant challenge for ADF 
commanders and those working specifi cally in the ICT fi eld. As I have tried to highlight there 
are going to be very signifi cant advances over the next fi ve years which have the potential to 
provide a winning edge for ADF commanders. Most specifi cally I would highlight the advent 
of WGS, advances of enterprise services and IM. The fundamental ICT enablers to enable the 
NCW ADF are encapsulated in the table below.

To realise this aspiration however, those involved in ICT delivery will have to work together 
in a more coordinated fashion than has hitherto been the case. Equally important, the users 
at the different levels of operations have to be listened to and engaged to ensure the ICT 
capabilities being delivered are optimised for successfully realising the ADF’s mission.

Successful ADF commanders of the future will have to not only be knowledgeable about ICT 
capabilities at their disposal but also innovative exploiters of the technologies.

ICT Fundamental Enablers for NCW

Single Operating Environment• 

High speed broadband IP Network• 

Uniform applications suite• 

Single Common Operating Picture• 

Services Orientated Architecture• 

High Coalition Interoperability• 

Appropriate training for operators and maintainers • 
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NOTES

  1. A blog (an abridgment of the term web log) is a website, usually maintained by an individual, 
with regular entries of commentary, descriptions of events, or other material such as graphics or 
video. Entries are commonly displayed in reverse chronological order. ‘Blog’ can also be used as a 
verb, meaning to maintain or add content to a blog. Many blogs provide commentary or news on a 
particular subject; others function as more personal online diaries. A typical blog combines text, 
images, and links to other blogs, web pages, and other media related to its topic. 

 <http://en.wikipedia.org/wiki/Blog>.

  2. A wiki is a collection of web pages designed to enable anyone who accesses it to contribute or 
modify content, using a simplifi ed markup language. Wikis are often used to create collaborative 
websites and to power community websites. For example, the collaborative encyclopedia Wikipedia 
is one of the best known wikis. Wikis are used in businesses to provide affordable and effective 
intranets and for Knowledge Management. 

 <http://en.wikipedia.org/wiki/Wiki>.

Rear Admiral Peter Jones joined the Royal Australian Naval College in 1974. His shore 
appointments have included Director Doctrine, Tactics and Operational Analysis at the Canadian 
Forces Maritime Warfare Centre, Commander Operations in Maritime Headquarters, the 
Director of Naval Strategy and Futures in Navy Headquarters, and Commander Australian 
Navy Systems Command.

Rear Admiral Jones’ sea-going postings have included Executive Offi cer of the frigate HMAS 
Sydney and command of the frigate HMAS Melbourne. In 2002 as Captain, he returned to 
sea as the Commander Australian Surface Task Group. From September 2002 until April 2003, 
he commanded the RAN Task Group in the Gulf. He was the Maritime Interception Operations 
Screen Commander during the 2003 Iraq War and commanded the MIF in the Khawr Abd Allah 
Waterway clearance operation.

In late 2003, he was promoted Commodore and appointed Director General Integrated Capability 
Development, within the Capability Development Group. He then served as Commander 
Australian Navy Systems Command in 2006–2007.
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Strengthening ADF Higher Command and Control 
through Scrutiny, Forecasting and Audit 

Dr Brian Hanlon, DSTO and Dr Richard Taylor, DSTO

Introduction

Since the mid 1990s, Australia has been evolving its higher command and control (C2) 
arrangements to better meet the needs of joint operations. To help realise these changes 
a new operational level joint headquarters is now being established, to be located at a site 
near Bungendore in New South Wales (NSW) from late 2008. Unlike earlier models for its 
organisational structure, this new headquarters will be based on an integrated construct, 
with a single overall commander of Australian joint operations providing direction to the 
commanders of each individual joint operation.

The new Headquarters Joint Operations Command (HQJOC) is expected to yield benefi ts to 
the Australian Defence Force (ADF) in terms of both effectiveness and effi ciency. This is to be 
achieved during a period of ongoing high operational tempo and rising levels of accountability 
and compliance, set in a changing and uncertain future strategic environment. Faced with 
these challenges the senior leadership of HQJOC must tackle the daunting task of both 
ensuring maximal operational value and shaping the evolution of the headquarters to meet 
future challenges.

The challenge facing HQJOC necessitates that the headquarters executive be supported by 
robust review, analysis and audit processes. The need for such support has already been 
recognised within the corporate sector, where the demands of external compliance and 
the effi cient use of resources has seen the formation of internal audit teams. Reporting to 
oversighting committees outside the company’s line management, these teams help company 
boards exercise their corporate oversight responsibilities. The use of such arrangements 
represents the application of best practice corporate governance principles. This article 
will explore how this concept can be extended to assist HQJOC to meet its crucial national 
security role.

The value of adapting a corporate review process removed from daily line management to 
HQJOC extends beyond just supporting the headquarters organisation. In conducting its higher 
C2 function HQJOC contributes to providing order and coherence to ADF activities. But what 
assurance do we have that the C2 function itself is operating coherently? Requiring the C2 
establishment to assess itself can introduce problems of maintaining objectivity as well as 
logical problems and analysis limitations that attend self-reference (Taylor1, 2). That is, there can 
be fundamental limitations to what an internal assessment process can achieve. To overcome 
such inherent constraints a review process removed from the daily C2 role is needed [Taylor, 
Hanlon & Calbert]. Oversight of HQJOC could assist with this broader C2 monitoring role.

The article is divided into two principal parts. In the fi rst part, after review of the recent 
history of the ADF’s higher C2 arrangements, consideration is directed to the challenges 
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facing HQJOC. It discusses the internal audit approach being taken to managing risk in the 
corporate sector and how this could be adapted to the HQJOC context. It should be noted 
that the HQJOC operating environment is signifi cantly different to that faced by corporations 
trading in a global market. The adaptation therefore requires the deepening of analysis support 
in the areas of organisational review and change. This extension is non-trivial, requiring the 
ability to develop and apply advanced analysis techniques of utility in the examination of 
the complex and multifaceted HQJOC. In this respect it is not clear that extending corporate 
good governance concepts to HQJOC is indeed viable. The second part of the article seeks to 
address this issue of feasibility by reviewing the work undertaken to support the Command 
and Control Implementation Team (C2IT) in their test and refi nement of the new HQJOC model. 
It is argued that this support work provides an indication that the type of broader analysis 
required for HQJOC can be achieved, and that by doing so a governance arrangement can be 
devised and supported which will have important benefi ts for the HQJOC organisation.

The recent evolution of Australia’s higher command and control

We begin by reviewing the recent history of the ADF’s higher C2 to highlight the signifi cant 
changes which have been introduced, starting in December 1995, when the Minister for Defence 
approved the introduction of fundamental new command arrangements (Plenty 2004). This 
incorporated the establishment of a permanent joint operational level headquarters aimed 
at providing greater coherence and unity of command (HQJOC-1). As a fi rst step to realising 
this capability an interim headquarters, suffi cient for the Commander and joint staff, was 
established in Sydney in 1996 (PWC 2004). Commanders of the Air, Land, Maritime and Special 
Forces components and their staffs remaining in their historical locations due to a lack of 
space in the interim building (Plenty 2004).

Reviews were initiated by the Chief of the Defence Force (CDF) in 2003 of Australia’s higher C2 
and the conduct of operations. These found that the ADF’s command structure could be both 
simpler and fl atter (HQJOC-2 ). Following these reviews, the Minister for Defence announced 
the establishment of further new Defence command arrangements designed to provide simpler 
and more direct C2 to the ADF (PWC 2004). This included the establishment of the new Chief 
of Joint Operations (CJOPS) position. The role of CJOPS was to control all joint operational 
activity, as well as exercise responsibility for structural changes leading to the realisation of a 
functioning Headquarters Joint Operations Command (HQJOC), to be permanently sited near 
Bungendore in NSW from the end of 2008 (HQJOC-2).

While simplifying the ADF’s higher command arrangements, Australia’s underlying operational 
C2 concept remained component based. To create a truly joint capability a further review, 
commissioned by the CDF and undertaken by Major General Wilson, was conducted 
into Australia’s higher C2 in 2005. This resulted in a major shift from development of a 
component-based HQJOC to a joint-integrated model. In this new construct CJOPS, through 
HQJOC, commands all operations on behalf of the CDF. The responsibility of Service Chiefs will 
be directed to Raise-Train-Sustain (RTS) functions. By separating operations from RTS, and so 
avoiding duplication of effort, the integrated HQJOC seeks to meet Australia’s requirements for 
operational C2, but to do so more effectively and effi ciently (Leschen 2007). In particular, the 
new organisation should be better situated to deal with the full range of planning activities, with 
emphasis placed on deliberate planning to help improve preparedness (McSweeney 2006).
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Housed in a low-rise facility within a secure fenced compound (PWC 2004), the new 
headquarters will be centred around three integrated branches encompassing Plans, Operations 
and Support. The headquarters will also incorporate a Joint Control Centre designed to operate 
24-hours a day, seven days-a-week (Leschen 2007). These innovations should provide the ADF 
with better situational awareness, improved planning processes and more effi cient resource 
allocation; as well as improve the ADF’s ability to work with allies and coalition partners in 
operations and major exercises (PWC 2004).

Accountability and performance of HQJOC

The signifi cant changes brought to bear on the ADF’s higher C2 and instantiated by the 
new integrated HQJOC, will be expected to deliver new capabilities not realised by earlier 
ADF command structures. Indeed, physical collocation itself is expected to yield returns 
independent of any additional benefi ts wrought by an integrated C2 approach, as are the 
certainties introduced by establishing clearer and simpler C2 arrangements. Furthermore, the 
new HQJOC will be expected to perform from the moment it is established at Bungendore 
and to meet the challenge of an ongoing high operational tempo. This needs to be achieved 
while remaining poised to respond to future, potentially complex, contingencies. 

There is an expectation that HQJOC performance, under the new arrangements, will be marked 
by the achievement of measurably increased effi ciency—typically couched in terms of overall 
staff requirements. Given the personnel resources normally required to staff operational C2 
functions, overcoming duplication of effort can have a signifi cant impact on the ADF as a 
whole. However, separating functions to avoid repetition is often not straightforward and can 
engender unexpected consequences. Staff effi ciencies must also be sustainable and not lead 
to the development of excessive workload. With Australia’s future demographics suggesting 
a reduction in the ADF recruiting base (Intergenerational Report), maintaining an effi cient and 
effective HQJOC is an increasing challenge.

Recognising the signifi cant demands facing HQJOC there is an ongoing need to evolve and 
refi ne the ADF’s higher C2 arrangements. In an era of increasing media and Government 
scrutiny and rising fi nancial compliance requirements it is more important than ever that the 
joint operations senior leadership be adequately supported to help them shape this evolution 
and steer the most appropriate development path.

Assisting strategic decision makers in corporations and government 
departments – The Audit Committee

To support HQJOC it is worth looking to the approaches adopted by other organisations 
also faced with rising compliance and strategic challenges, since managing the competing 
demands and expectations placed on large organisations with numerous stakeholders is not a 
phenomenon restricted to HQJOC. Corporations and large government departments must also 
endeavour to meet ever rising standards of accountability. To meet these expectations a Board 
Audit Committee may be employed. A Board Audit Committee is an operating committee of a 
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company’s Board of Directors, usually focused on oversight of issues centred around fi nancial 
reporting (Wikipedia). The Board Audit Committee reports directly to the Board. In addition to 
a fi nancial oversight function, a Board Audit Committee can also have responsibilities related 
to regulatory compliance, risk management, review of internal control systems introduced by 
management, and monitoring of the standard of corporate conduct to ensure best practice is 
being observed. In corporate governance terms, the employment of a Board Audit Committee 
represents the application of best practice principles (ASX 2003), although how the committee 
is composed is not prescribed.

Operating under the mandate of an approved charter, usually updated annually, the Board 
Audit Committee may also have the power to investigate other matters deemed to be within 
its scope of responsibility, or to engage external expertise (see for example TransGrid). In this 
regard a Board Audit Committee can have a broad corporate monitoring role. The outcomes 
of the committee’s work are regularly reported back to the board to fulfi l the responsibilities 
set out in its charter.

So as to have a deep understanding of the business it has been suggested that the head of 
the Board Audit Committee should either be a member of the executive or be very close to it 
(Cromie 2005). In contrast, to maintain independence, the audit committee of publicly traded 
companies in the US are composed of non-executive directors (Wikipedia).

The committee should have strong engagement with the organisation’s line managers. However, 
the committee must also differentiate itself from normal line management and resist taking 
over their responsibilities. Rather, the focus of the committee should be on understanding 
what is going on within the organisation (see Cromie 2005).

Figure 1: Representation of the relationship between the Board Audit Committee, the 
corporation as a whole, internal audit, the board and external expertise.
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In meeting its corporate governance responsibilities, the Board Audit Committee is normally 
supported by the corporation’s internal audit team. This team provides a day-to-day function 
and reports to the CEO of the organisation, but also reports directly to the chair of the Board 
Audit Committee. While distributed, it is important that the audit team’s reporting lines 
facilitate communication with both management and the board. This refl ects the distinction 
between the oversight role of the board and the decision making and execution role of 
management (KPMG 2003). 

The relationship between the Board Audit Committee and the rest of the corporation is 
depicted in Figure 1.

The importance of strong corporate governance was recently emphasised by the passage 
of the Sarbanes–Oxley Act in the United States in 2002. This act has placed even greater 
emphasis upon the accuracy and completeness of corporate reporting following a number of 
corporate scandals, including the collapse of Enron. Defence does currently employ a Defence 
Audit Committee as a sub-committee to the Defence Committee, which is responsible for 
identifying good practice and improvements in the areas of audit, evaluation, risk management 
and ethics awareness.1

Extending the audit committee concept to higher command and control – 
scrutiny, forecasting and audit

The challenge of extending the audit committee construct to HQJOC

As an established approach to oversight of performance, the concept of a Board Audit 
Committee provides a best practice template for how to manage risk in HQJOC. As with 
other organisations there is the need to review internal quality and control mechanisms (for 
HQJOC these could include reviews of Standard Operating Procedures), and audit compliance 
in regards to, for example, logging information, meeting legislative requirements or training 
needs. Indeed, it would be expected that assistance would be provided to HQJOC, through a 
form of audit committee performing ongoing investigation and evaluation, to allow HQJOC 
to have a clear understanding of how the organisation as a whole is performing and make 
meeting the high performance expectations of HQJOC more manageable.

However, there are also some important differences between the demands placed upon HQJOC 
and the situation facing private sector corporations. As Australia’s premier military operational 
headquarters, the measures of performance for HQJOC cannot be easily defi ned in terms 
of maximising profi t, shareholder value or market share. They must take into account the 
satisfaction of broader national interests across a range of situations. This includes responding 
to crises and controlling life endangering situations, as well as managing complex operations 
which often requires engaging with other agencies, civilian organisations and international 
partners. In this regard the parameters and standards against which performance is to be 
judged are less well defi ned. There is no equivalent to an underpinning competitive market 
framework against which the performance and behaviour of HQJOC can be regulated, or which 
can provide continuous feedback to shape the evolution of the organisation.



17

The challenges facing HQJOC are also driven by differences germane to the Defence 
Organisation itself. While many large corporations must contend with disparate individual 
businesses distributed across different operating divisions, the situation facing HQJOC is, 
arguably, more complex. The numerous systems it is comprised of or interacts with spread 
across intelligence, communications, situational awareness, planning, support and operations.  
A range of networks support these capabilities and a variety of sophisticated equipment may 
be deployed by each military service; this all renders the challenges facing HQJOC far more 
daunting. Of course, this does not include the added complexity of an adversary actively 
seeking to disrupt the application of these capabilities. Finally, of course, HQJOC does not 
formally have a board of directors to oversee its activities.

To capture the different circumstances faced by HQJOC, and provide effective guidance to the 
headquarters senior leadership, the concept of a Board Audit Committee needs to be adapted. 
Specifi cally, more explicit consideration needs to be given to the way short- and long- term 
goals are balanced. Facing an uncertain future operating environment, and in the absence of an 
established ‘market’ to help guide strategic decision making, consideration needs to be given 
to forecasting how Australia’s higher command and control will respond to possible future 
circumstances. In a situation where the operating environment provides limited opportunities 
for feedback (we are seldom faced with the need to defend the Australian mainland for 
instance) some mechanism is needed to help guide the evolution of the headquarters to meet 
future needs. In the short term existing audit functions should provide reasonable confi dence 
that the headquarters is meeting its accountability and compliance obligations, both to its 
stakeholders and staff. However, to gain clear insight into how the organisation as a whole 
is performing a broader remit is required. This should encompass the ongoing monitoring 
and short-term forecasting of the performance of key elements of the headquarters. It would 
inform the senior leadership on the current headquarters operating status, where problems 
may be arising, and the current and projected limits on headquarters capacity. Such short-term 
evaluations are not inconsistent with the investigative function of a Board Audit Committee, 
broadly interpreted. Nevertheless, to encompass the breadth of short- and long- term evaluation 
goals the equivalent committee function for HQJOC needs to more explicitly highlight the role 
of scrutiny and forecasting in addition to audit.

The structure and role of a scrutiny, forecasting and audit function for HQJOC

To ensure a level of independence, and provide suffi cient authority, the head of a scrutiny, 
forecasting and audit (SFA) function should be of star-rank and, ideally, as removed as 
practicable from daily HQJOC line management concerns. In the absence of a board the head 
of the SFA function would need to report to CJOPS as the senior commander. To undertake 
the necessary reviews and investigations, the SFA function should draw upon the analysis 
and evaluation capabilities already resident within the headquarters. This would include 
the audit and compliance reporting already undertaken as part of the normal headquarters 
function by the Business Management Section. Access could also be made to other ongoing 
evaluation and assessments undertaken both internally and by other organisations for the 
headquarters, such as the results of evaluations arising from exercises or other ongoing 
analysis being conducted by the Defence Science and Technology Organisation (DSTO). These 
assessments and internal compliance functions, being part of regular headquarters activities, 
would normally be reported to the Deputy Chief of Joint Operations (DCJOPS) as the effective 
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CEO for HQJOC. The SFA function would act as a mechanism for synthesising these outputs 
for independent oversight by CJOPS.

It is unlikely that the available HQJOC review activities will encompass the breadth of the 
whole-of-headquarters view needed for an effective SFA function, such as the early identifi cation 
of unforeseen problems in operations or planning processes, review of the organisation’s 
control and operating culture or evaluation of areas demonstrating unacceptable levels of risk. 
Furthermore, the need to cast forward and examine headquarters performance against future 
contingencies may not be fully canvassed by current supporting activities, except perhaps in the 
area of workforce planning.2 This suggests that the SFA function would need to look beyond 
HQJOC internal reviews to broaden its input base. As with a Board Audit Committee, the SFA 
function could turn to external expertise. In the corporate sector such external expertise can 
be sought against well defi ned work areas, fraud investigation for example. However the 
often indistinct and a priori uncertain nature of the assessments needed for HQJOC require 
a greater degree of corporate knowledge on the part of the supporting analysts. To develop 
the depth of knowledge needed, the external expertise would need to form around a more 
permanent core group of auxiliary analysts augmenting the activities of the SFA function. Of 
course, additional external support to this core group could be sought to address specifi c 
issues as the need arose. Achieving both analytic power and deep corporate knowledge would 
be facilitated by ongoing collaboration between external analysts and ADF staff supporting the 
head of the SFA function. Noting that HQJOC already incorporates an internal Coordination 
Directorate (Leschen 2007) such external analysts would also need to work closely with this 
group to ensure that their inputs are complementary.

To conform with best practice, the scope and remit of the SFA function should be set within 
a defi ned charter, reviewed at least annually. Focused upon HQJOC the remit of the group 
could extend to the evaluation and review of relevant aspects of other direct command 
units if mandated under the charter. Even if outside its formal scope it is likely that the SFA 
function would still review inputs from, and outputs to, these organisations as part of its risk 
management and oversight responsibilities. This would naturally extend to reviews of HQJOC 
output performance to senior stakeholders.

Figure 2 depicts how a SFA function could be introduced to HQJOC adapting, as far as 
practicable, the principles of good corporate governance captured in Figure 1.

The activities of a scrutiny, forecasting and audit function for HQJOC

Drawing upon products from the Coordination Directorate and other resident evaluation 
capabilities, the SFA function, in addition to synthesising these inputs, could provide oversight 
on the quality and coordination of the evaluation activities themselves. For example, to what 
extent are C2 assessment codes of best practice being employed (NATO 2002) and are the 
evaluations being conducted within different HQJOC branches and directorates complementary 
and effi cient? To this extent the SFA function has a role in assessing the effectiveness of HQJOC 
management when undertaking tasks which aim to minimise organisational risk. As with a Board 
Audit Committee, the SFA function should also ensure that HQJOC maintains effective internal 
controls, monitors compliance with laws and regulations and reviews management’s response 
and implementation of recommendations arising from internal evaluations (KPMG 2003).
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As previously noted, expanding beyond the limits set by the Board Audit Committee concept 
to meet the more demanding needs of HQJOC provides the opportunity for the SFA function 
to broaden the review base. To support the short- and long- term goals of HQJOC, the activities 
of the SFA function, supported by its auxiliary analysts, could also include:

The development and refi nement of robust low-level detailed and high-level aggregated • 
measures and indicators directed to:

The effectiveness and performance of particular branches, directorates and • 
systems; and

The effectiveness and effi ciency of HQJOC as a whole.• 

Establishment and review of HQJOC against international benchmarks.• 

Maintenance and regular review of a HQJOC risk register, and identifi cation of areas • 
showing unacceptable risk levels;

The ongoing and regular capture of relevant data:• 

Through non-intrusive electronic means when applicable;• 3 or

Through social sciences techniques, such as questionnaires, interviews or focus • 
groups, when concerned with cultural, morale or change management issues, 
for example.

Figure 2: Extension of the Board Audit Committee concept to HQJOC.
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Employment of forecasting techniques against captured data, such as through time • 
series modelling or more explicit modelling and simulation of HQJOC functions and 
activities. These forecasts would be employed to advise on the impact of proposed 
changes to HQJOC, or to predict the effectiveness and behaviour of HQJOC when faced 
with future contingencies.

Independent review of interactions between different organisational units within • 
HQJOC, aimed at reducing coordination costs;

Systematic analysis of HQJOC processes and their evolution;• 

Monitoring and advising on the impact of personnel changes, rotations and the • 
introduction of new key personnel;

Scrutiny of the adaptability of HQJOC when faced with different circumstances and • 
contexts.

Independent review and analysis of the extant network and information systems • 
against HQJOC current and future requirements; 

The identifi cation of current or potential areas of workload stress or resource • 
imbalances and advice on remediation strategies;

The extent of organisational level awareness of activities across different branches • 
and intent clarity across HQJOC;

Monitoring the health of informal social networks and options for how they can be • 
enhanced;

Ongoing, independent, real-time review of the effectiveness of control measures related • 
to direct command units, such as the appropriateness of Rules of Engagement;

The quality of products both received and produced by HQJOC;• 

Independent review of training effectiveness; and• 

Identifi cation of key leverage points• 4 within HQJOC and the provision of options for 
realising effi ciencies.

Ultimately, the scope of activities would be set by the agreed charter and need not be static. In 
this respect, focus may be directed to specifi c issues of interest during a particular year. Indeed, 
it would be anticipated that the SFA function would advise on those issues which should be 
considered for focused attention as part of the yearly evaluation planning process.

The costs and benefi ts of a scrutiny, forecasting and audit function for HQJOC

While the SFA function should engage a star-rank offi cer and ADF support staff these personnel 
would not be required to devote their time solely to this activity. As with a Board Audit 
Committee, the members of the SFA function would be seconded to the role for only a part 
of their time. Furthermore, the evaluations and reviews would actually be performed through 
existing HQJOC activities or by supporting analysts. In this regard, the ADF members of the 
SFA function would largely retain a low intensity steering group and championing role for the 
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independent analysis and review. As a consequence, the opportunity cost of employing ADF 
personnel to lead and liaise in this task would be relatively small.

Similarly, the employment of an auxiliary group of analysts would not present a real additional 
cost. For instance, the DSTO already directs analysts to support HQJOC. Engagement of some 
of these analysts through the SFA function would provide a mechanism to retain focus on 
the key issues facing HQJOC without introducing an additional cost burden. Arguably, the 
engagement of additional external expertise would also be made more effi cient through the 
clarity of evaluation purpose brought by the experience that would be gained by SFA staff 
over time. 

It would be expected, on the other hand, that many benefi ts could fl ow from establishing the 
SFA function and allow new insights and approaches to be adopted. For instance:

Establishing an historical database. Through the systematic and ongoing gathering of data, 
both qualitative and quantitative, over time an historical database could be established which 
would serve analysis and evaluation into the future. Indeed, the value of the database would 
increase over time. This would provide an invaluable resource both for enhancing current 
capabilities and for better informing any proposed future changes to the ADF’s higher C2.

Being systematic in the gathering of data also helps to overcome some of the current limitations 
which bedevil headquarters analysis. For instance, poor data quality issues can be remedied 
through better training of the operators collecting the data. The cost of this more thorough 
training would be hard to justify for a one-off short-term analysis. 

More sophisticated understanding of HQJOC dynamics. By taking a longer-term view, 
greater insight can be gained into the working dynamics and behaviour of the organisation. 
For example, while adaptability is an attribute that is desired of a military headquarters it 
is a concept which is notoriously diffi cult to measure in any systematic way. However, by 
establishing robust high-level measures, and monitoring HQJOC over time, a picture of how 
adaptable the headquarters is may emerge. For instance, one indicator of adaptability may 
be the speed with which the headquarters returns to a normal operating stance following an 
external shock, such as responding to an unexpected crisis. As shown in Figure 3, reviewing 
this indicator over a number of key measures would provide a clear picture of the ability of 
the organisation to respond to perturbing events.

Detailed analysis of historical data would also allow for a greater understanding of lagged 
effects from previous events, as well as point to the infl uence of leading indicators on behaviour. 
As examples; what is the effect of impending new postings on HQJOC output performance; 
how does the ability of HQJOC to respond to an unexpected event change over the period 
of the posting cycle?

Taken together, these observations suggest that the SFA function could be introduced at a 
low cost but has the potential to signifi cantly minimise risks to the functioning of the ADF’s 
principal headquarters.
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Feasibility of the concept: Testing and refi ning the new HQJOC

An indication of viability

It is not obvious a priori that an extended scrutiny, forecasting and audit function is actually 
feasible, beyond the internal review and audit already being undertaken. The broader scope 
of analysis and forecasting called for by the SFA concept is not straightforward and presents 
many challenges. However there is a precedent for this kind of activity which was achieved 
through the partnering of DSTO with the Command and Control Implementation Team (C2IT) 
in testing and refi ning the new integrated HQJOC. While not encompassing the full scope 
of activities which could be covered by an SFA function, the tools, techniques and methods 
developed to meet the challenge of testing the new HQJOC model provide a fi rst indication 
that such review and analysis can indeed be implemented, and is of value.

The transitional headquarters

Implementation of the new integrated HQJOC is engaging the ADF in the simultaneous 
stand-up of a new organisation and the construction of a new facility. This is being undertaken 
at a time of ongoing high operational tempo. To minimise the inherent risks introduced by 
this approach the new integrated HQJOC has been fi rst implemented in a transitional form, 
with headquarters elements distributed between Canberra and Sydney (Leschen 2007). This 
transitional headquarters (HQJOC(T)) became fully operational on 31st March 2007 (Houston 
2007). The role of HQJOC(T) is to provide a functioning archetype against which nearly two 

Figure 3: Representation of how analysis of time series data over key measures may provide 
an indication of HQJOC adaptability.
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years of testing and refi nement can be carried out prior to establishment of the permanent 
facility near Bungendore (Leschen 2007).

Test, refi nement and implementation of the new headquarters model is being led by C2IT. The 
C2IT provide the principal contact and coordination for activities involved in the assessment 
of the integrated HQJOC, including input generated by DSTO. 

The assessment question and application of the outputs

Test and refi nement of the integrated HQJOC seeks to maximise the benefi ts of the new 
arrangements, while maintaining effective C2 continuity of current operations and exercises during 
this period of change (Houston 2007). The principal assessment question was thus to verify, 
prior to stand-up of the fi nal HQJOC facility, that the new integrated HQJOC was fully fi t for 
purpose. This was to be realised in terms of both effectiveness and effi ciency.

Headquarters effectiveness was to be assessed in terms of its ability to generate required 
outputs, such as: plans; monitoring and control of operations; and informed and responsive 
advice to the higher echelons of the military and government. Given this scope, effectiveness 
was not directly related to the actions of deployed forces.

Recognising that an aim of the new headquarters was to reduce the excessive working hours 
previously experienced (Leschen 2007), a key assessment question was the ability for the 
headquarters to minimise workload pressures. The importance of this issue is refl ected in the 
impact that excessive workload can have on output quality and the ability of the headquarters 
to respond in an agile way to concurrent demands. This was to be investigated through an 
appraisal of the proposed staff resource distribution, analysis of business processes, and 
feedback on the utility of the supporting systems.

Assessments were undertaken a number of times during the transitional period to provide 
insight into the maturing of the new headquarters construct. 

Outputs from all assessment activities, including those from DSTO, were consolidated by the 
C2IT to advise senior Defence committees of any recommended refi nements to the integrated 
HQJOC. Products from DSTO studies were structured to best assist C2IT submissions to 
these fora.

The solution strategy

Developing a top-down approach – Maintaining an all-of-HQJOC view

Uncharacteristically, for this assessment the headquarters already physically existed in a 
transitional form and consequently could be used as a model for test and refi nement of the 
new integrated headquarters. As a result, application was not made of conceptual models such 
as the Headquarters Effectiveness Assessment Tool (HEAT) (Hayes & Wheatley 2001), in the 
headquarters assessment. Instead, using HQJOC(T), assessment could focus more clearly on 
issues of relevance to the new structure. Such an approach avoided problems with justifying 
the currency or relevance of particular conceptual models; the HEAT model, for example, 
having already proven to be somewhat out of date (Alberts & Hayes 2001, p. 167).
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By avoiding development of a conceptual model there was no requirement to develop an initial 
set of Measures of Merit (MoM) or hypothesise relationships among them (NATO 2002, p. 76). 
Indeed, anticipating that the headquarters would exhibit complex system type behaviour, it 
was necessary to establish the overall approach to the analysis prior to the determination of 
MoM. This is contrary to the approach advocated in the Code of Best Practice, where it is 
stated that the development of the set of MoM to be used in the study anchors the process that will 
eventually lead to a solution strategy (NATO 2002, p. 76). Such an approach assumes some level of 
a priori understanding of what needs to be assessed. Instead, the study strategy centred on a 
top-down approach which recognised the need to incorporate judgment into the development 
of a coherent story of how the new HQJOC was developing.

The overall strategy – structuring the contribution of the external analysts

As has been demonstrated (Taylor1, 2), there can be no universal method, or algorithm that 
can generate quantitative answers on effectiveness and effi ciency, in terms of process and 
procedures, for all organisational models in all situations. As a consequence, quantitative 
analysis of complex organisational models requires the ongoing development of new algorithms 
for new organisational models and new situations. Alternatively, a combination of both 
quantitative and qualitative methods can be used, which provide a robust coverage of the 
problem space if not absolute proofs of best possible performance.

In addition to fundamental computability constraints, the transitional headquarters comprises 
elements drawn from previously functioning areas of the ADF with their own development 
history. For example, the new Plans Branch was designed to be better suited to deal with the 
full range of planning (McSweeney 2006) representing an enhanced capability newly located in 
Canberra (Leschen 2007), while Operations Branch has remained in Sydney (Leschen 2007) and 
so has experienced less dislocation. It was necessary that the solution strategy accommodate 
the different circumstances of the HQJOC elements, but that it also address the aim of assessing 
the HQJOC organisation as a whole. 

To yield the greatest benefi t from quantitative methods, fl exibly analyse each major contributing 
element to HQJOC, and synthesise results into an overall HQJOC assessment, the following 
overall strategy was adopted:

Undertake dedicated analysis for each of the major HQJOC elements;• 

Establish a Whole-of-HQJOC analysis team to conduct assessments directed to the • 
functioning of the entire organisation;

Consider each area of analysis to identify and apply the assessment tools and approaches, • 
both quantitative and qualitative, best able to address their problem domain; and

Use the Whole-of-HQJOC team to integrate the insights gained from other analysis • 
activities to provide an overall picture of HQJOC(T) performance.

This strategy represented a ‘Mission Command’ approach, whereby analysis decisions were 
devolved to those closest to the point of engagement; coherent with the overall objective of 
the study being maintained by the Whole-of-HQJOC team.
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Governance and analysis structure – Regular reporting to the ADF client

In addition to the Plans, Operations and Support branches, the new integrated HQJOC also 
has an Intelligence Branch and incorporates the ADF’s single Air Operations Centre (AOC) 
(Leschen 2007). Any analysis activities in support of these elements, and that carried out by 
the Whole-of-HQJOC team was overseen by project managers responsible for the effective 
allocation and monitoring of resources, adherence to the program schedule and reporting 
of analysis outcomes. Project reporting was provided to both the client, represented by the 
one-star position of Director General C2IT (DGC2IT), and to one-star equivalents within DSTO 
for further reporting to senior Defence personnel, as required. This governance and analysis 
structure is shown in Figure 4.

Study plans – A precursor of a scrutiny, forecasting and audit charter

Details of the analysis structure, individual element study requirements, study deliverables, 
schedule and terms of reference were captured in a comprehensive HQJOC Implementation 
Science and Technology plan. This plan formed the initial, mutually agreed, basis from which 
formal budget and resource planning was undertaken. Following iteration of the study 
deliverables against resources and schedule, a fi nal, client endorsed, project plan was produced 
against which the study was subsequently managed. This project plan was reviewed and 
updated as needed to refl ect changes in the study requirements or desired outputs.

Figure 4: Study governance and analysis structure.
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The top-down evaluation framework

The choice of evaluation framework – Grounding the method

Implementation of the study strategy requires a robust evaluation framework, fl exible enough 
to incorporate inputs from various sources, as well as incorporate qualitative and quantitative 
measures derived from different information domains.

To achieve the range of assessment aims a hierarchical assessment framework was adopted. 
Through this hierarchy, assessment criteria for the headquarters were systematically 
decomposed into the principal questions and measures which underpinned the overall 
evaluation. By explicitly adopting a tree structure to the hierarchy, the relative importance of 
the different contributions at each level of the hierarchy could be clearly selected. 

The evaluation framework used in the study was adapted from that employed by the UK 
Commission for Social Care Inspection (CSCI). The value of such a framework is that it does 
not presuppose a set of known fi nal state options between which a choice is being made, 
as is assumed in the Analytic Hierarchy Process (Saaty 2001), for example. Instead, focus is 
directed to assessing the ability to achieve an overall required level of service delivery through 
evaluation of the activities which make it possible.

The structure of the evaluation framework

The evaluation hierarchy was composed of four levels, as shown in a concept diagram in 
Figure 5.

Figure 5: Concept diagram of HQJOC(T) evaluation hierarchy.
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The elements of the evaluation framework are defi ned as:

Overall Assessment Criterion• : the criterion against which the HQ was evaluated.

Assessment Criteria• : decomposes the Overall Assessment into its component parts.

Question Themes• : decomposes each Assessment Criterion into question topics which 
need to be addressed.

Measures: • are the data items to be gathered which will inform each Question 
Theme.

A number of Assessment Criteria were devolved from the Overall Assessment Criterion and used 
in the assessments. Depending on the scope of the study, the number of ‘Question Themes’ 
and Measures following these criteria can become large. Around ten ‘Question Themes’ and 
30 Measures were employed in the assessment.

To demonstrate use of the framework, an illustrative single line of decomposition for HQJOC 
is provided in Figure 6:

Figure 6: Illustrative single line of decomposition within the evaluation framework for 
HQJOC(T).
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Scoring the evaluation framework

In addition to systematically decomposing the principal assessment question into its 
component parts, application of the evaluation hierarchy also allowed for the outcomes at 
each layer of the hierarchy to be rolled-up to the next level. This provided an objective means 
by which an Overall Assessment could be reached, as well as providing traceability as to what 
was driving assessment outcomes. The framework also allowed for the elements at each level 
to be weighted in accordance with the importance of that input, as judged by subject matter 
experts. For the assessment undertaken for HQJOC a four scale rating system was employed 
to capture the spectrum of possibilities, ranging from fully achieved to not achieved.

Selected evaluation elements – Populating the evaluation framework

The range of evaluation approaches

As previously noted, different elements of the new HQJOC required tailored approaches to 
their analysis owing to their particular circumstance and development history. For this reason 
a range of evaluation techniques were employed. These included, but were not limited to:

Application of questionnaires;• 

Interviews with senior Defence stakeholders;• 

Observation and analysis of major exercises; and• 

Modelling and simulation of HQJOC processes.• 

These were applied in different guises to different elements of the headquarters.

Whole-of-HQJOC analysis: Human–Organisational analysis

Human–Organisational analysis, that is soft or qualitative methods, was principally pursued 
through the application of questionnaires. These were used to help gather data during major 
exercises and as part of assessment activities supporting the Joint Control Centre. However, 
the major application of questionnaires was their employment by the Whole-of-HQJOC 
assessment team. This involved distribution of comprehensive questionnaires to all HQJOC(T) 
staff; these provided some of the most important insights into the issues and evolution of 
the new headquarters.

The Whole-of-HQJOC questionnaires were developed cooperatively between DSTO human 
science experts and members of the C2IT. These were distributed to HQJOC(T) personnel 
electronically as a web-based application. The questionnaire comprised both Likert scale and 
free text responses, allowing HQJOC staff the opportunity to respond in detail to issues of 
concern. Being electronically based the questionnaire return rate could be constantly monitored 
over the questionnaire period, with the results of the questionnaires being easily ported to 
other software tools for analysis. The questionnaires were distributed under the authority of 
a senior HQJOC offi cer with due consideration given to ethical issues, such as the requirement 
for the anonymity of each questionnaire return.
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Whole-of-HQJOC analysis: Modelling and simulation

Application of modelling and simulation to the analysis of military headquarters is complicated 
by the observation that the problem solving and decision making activities of a headquarters 
are highly nonlinear, with no straight and regular path from problem formulation to solution, 
and with an indeterminate number of loop backs and reprocessing required. In particular, 
this nonlinearity becomes more pronounced in the lower levels of the command structure. 
Military organisations are typically complex socio-technical systems, where the mission 
criticality of their outputs can require that novel solutions, which by-pass standard procedures, 
are pursued. As a consequence, standard Business Process Modelling (BPM) techniques are 
often not appropriate. This is particularly the case when the new organisation, such as the 
integrated HQJOC, has already been prescribed so that emphasis is being placed on examining 
the consequences of the chosen design, rather than benchmarking a proposed system against 
a current one (Kalloniatis & Wong 2007).

Notwithstanding the limitations of BPM, a focus on headquarters processes does provide an 
accessible representation of the organisation through which analysts and military experts 
can better understand the new approaches being implemented. More prosaically, as the 
integrated headquarters has only recently been established, there has been insuffi cient time 
for data and understandings on the integrated system to emerge which could support more 
sophisticated modelling. That is, any detailed data could refl ect ad hoc approaches entrenched 
within old organisational constructs (Kalloniatis & Wong 2007). Recognising these constraints, 
a methodology was developed which sought to provide a high-level process view of the new 
headquarters. This was achieved by terminating the decomposition of headquarters processes 
above the point where nonlinearities dominate (Kalloniatis & Wong 2007).

Working closely with the C2IT, a considerable proportion of the new HQJOC internal 
processes were modelled, verifi ed and validated. By simulating activation of these processes 
over a range of operational tempos, insights were gained on the distribution of workload 
pressures through the headquarters. Such simulations provided a predictive capability which 
extended assessments beyond evaluation of the extant transitional headquarters, which other 
approaches, such as questionnaires, were necessarily unable to do.

AOC analysis: An HQJOC element case study

Resident within the integrated HQJOC is Australia’s single AOC (CAF 2007). As part of the 
transitional arrangements, the AOC has been moved from its original location in Glenbrook, 
NSW, to Canberra (Leschen 2007). Notwithstanding this move, the role and function of the 
AOC to control the operational management of air campaigns (Stackpool 2004) remains. This 
continuity allowed more detailed assessment to be undertaken.

One assessment activity undertaken was the modelling and simulation of the AOC dynamic 
targeting process [Lo & Au]. As with other analysis components, this work aimed to simulate 
AOC processes over a range of input rates of operational triggers to investigate staff workload, 
as well as the effectiveness of the process as currently implemented. This was pursued through 
application of a particular tool, C3TRACE.5 This tool was developed by the US Army Research 
Laboratory to model human interactions and tasks, and has the advantage over many other 
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process modelling applications of supporting the integration of the human operator in the 
work process, by capturing workload in the visual, auditory, cognitive and psychomotor 
domains. A detailed modelling approach was possible due to the availability of relevant data 
which could be elicited from AOC staff, forming the fi rst step to capturing and modelling all 
AOC processes.

Lessons learned on the feasibility of the concept

The work undertaken in support of the HQJOC(T) refi nement process has provided a number 
of insights into the feasibility of extended analysis support under an SFA function:

A dedicated team of analysts, reporting to ADF personnel outside the organisational line • 
management chain (in this case C2IT) is a workable model for providing independent 
review of HQJOC;

Close liaison between analysts and ADF staff is a key ingredient in identifying issues • 
and prosecuting solutions;

A strategy and framework can be established which allows analysis of both specifi c • 
HQJOC issues and review of the organisation as a whole;

An agreed study plan facilitates communication and clarifi es output expectations • 
between analysts and the ADF client. The study plan used was a living document 
encompassing the terms of reference for the work. The success of this approach points 
to the utility of establishing a regularly updated charter;

Tools and techniques already exist which can readily be applied to support HQJOC;• 

Modelling and simulation with explanatory power and predictive capacity can be • 
developed and employed to provide insights into headquarters dynamics; 

Assessment techniques ranging across human–organisational and quantitative analysis • 
can be integrated through an assessment framework, which also provides the means 
of structuring the activities of supporting analysts; and

The outcomes of such analysis can be applied to help support senior Defence decision • 
making.

In addition to these lessons it would be expected, through the use of robust evaluation 
frameworks, that the contributions made by other internal assessment and evaluation activities 
could be more easily integrated into a Whole-of-HQJOC picture. Complementing the inputs 
from the Coordination Directorate, such an approach indicates that the concept of a scrutiny, 
forecasting and audit function for HQJOC is indeed viable from the point of view of both 
structure and techniques.

Conclusion

The new integrated HQJOC will be an organisation exhibiting emerging behaviours driven by 
complex interactions between many competing factors. Shaping and guiding these forces, while 
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also meeting the challenges of performance and accountability, requires the development of 
deep insight into the organisation. This article has argued that adapting best practice principles 
from the corporate sector can provide important assistance to CJOPS in exercising an oversight 
role—and so better minimise and manage risk. By establishing a scrutiny, forecasting and audit 
role explicitly removed from the daily line management function, a more independent review 
process can be established, providing a global view of organisational health and performance. 
Analysis already undertaken for HQJOC indicates that such a function is indeed viable.6 As a low 
cost approach with potentially signifi cant returns, the introduction of a scrutiny, forecasting 
and audit function provides a low risk option for the ADF to introduce a feature of good 
corporate practice within headquarters management.
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NOTES

  1. For further details see: <http://www.defence.gov.au/committee/>.

  2. DSTO tasking is supporting this function through modelling and simulation of HQJOC 
processes.

  3. Past experience has found electronic collection results in a large amount of data that is costly to 
process.

  4. Where application of additional resources would provide most benefi t.

  5. Command, Control and Communications: Techniques for the Reliable Assessment of Concept 
Execution.

  6. Having said this, experience in supporting the C2IT suggests the Research and  Development effort 
in establishing this capability is potentially signifi cant.
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Taking Power to the Edge with Network Centric 
Warfare and the New Command and Control: 
An Australian Perspective
Celina Pascoe, DSTO and Irena Ali, DSTO

Introduction

The Australian Defence Force’s Future Warfi ghting Concept explains that Network Centric Warfare 
(NCW) ‘… seeks to … generate precision and combat power through shared situational 
awareness, clear procedures, and the information connectivity needed to synchronise our actions 
to meet the commander’s intent’ (ADF 2003, p. 29). In essence, NCW’s purpose is to assist 
Australian Defence Force (ADF) commanders make better decisions. For instance, in Enabling 
Future Warfi ghting: Network Centric Warfare, it is stated that NCW reinforces the importance of 
the commander’s intent and high-quality decision making by helping ‘commanders to improve 
their situational awareness, [to] distribute information and intelligence appropriately, [and 
to] gain timely access to expert advice…’ (ADF 2004, paragraph 3.14, pp. 3–5). The primary 
role of command and control (C2) in NCW is also emphasised in the statement that ‘mission 
command plays a central role in NCW by providing the unifying concept of commander’s 
intent’ (ADF 2004, paragraph 2.9, section 2–4).

Similarly, US Department of Defense (US DoD) doctrine claims that in its transformation to 
information age technology it must focus on C2, because it is the C2 process that translates 
information into actionable knowledge (2001). It goes on to say that, in essence, NCW assists 
C2 in translating information advantage into combat power because it effectively links friendly 
forces within the battlespace, provides a much improved shared awareness of the situation, 
enables more rapid and effective decision making at all levels of military operations, and 
thereby allows for increased speed of execution (US DoD 2005).

One difference between the Australian and US NCW literature is that the latter is characterised 
by claims that a new C2 is emerging as a result of NCW information technologies (see for 
instance, Alberts & Hayes 2003; Crecine & Salomone 1989; US DoD 2001, 2005). According 
to this literature, this new C2 is characterised by increasing decentralised control that has 
been termed ‘power to the edge’. The new C2 is claimed to better translate information into 
actionable knowledge and thereby improve agility and speed of response (Alberts & Hayes 
2003, pp. 4–5). The argument is that NCW information and communication technologies (ICTs), 
by improving access to information, enable the devolution of authority to lower levels, and 
in turn improve the speed of decision making and response.1

Another body of literature (see, for instance, Bolia 2006; Potts 2003; Roman 1996) claims that 
whilst ICTs enable a speedier information-gathering cycle, the military’s response to these 
technologies tends to be greater centralised control. If this is so, the speedier information-
gathering cycle enabled by NCW may not result in an increase in the speed of response because 
centralised control will slow down, rather than speed up, the decision-making cycle.
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For effective information sharing and collaboration, and for the building of shared awareness, 
it is generally agreed that today our national security organisations need to be designed for 
agility, (see, for instance, Atkinson & Moffat 2005; Gingrich 2005). Alberts and Hayes (2003, 
p. 4) stated that whilst ‘… our force structure and concepts of operation are not agile enough 
to keep abreast of the continuing changes … information age technology will … generate the 
agility needed to defeat (some might say prevent or dissolve) asymmetric threats’ [parenthetical 
material included in the source document].

Alberts and Hayes (2003, pp. 4–5) claim that current approaches to C2 need to be replaced by 
‘power to the edge’, which confers authority on individuals at the edge of the organisation 
where it interacts with its operating environment. They explain that power to the edge entails 
expanding access to information and eliminating unnecessary constraints. They also claim that 
C2 based on power to the edge concepts ‘…enables an enterprise to bring all of its available 
information and its brain power to bear by allowing information to be recombined in untold 
ways and by allowing individuals to interact in unplanned ways to create understandings and 
options not previously possible’ (Alberts & Hayes 2003, p. 90).

In essence, then, power to the edge requires two important features at the edge of the 
organisation: the authority to make decisions, and the information on which to ensure that 
these decisions are effective ones.

To examine whether NCW ICTs are creating a new C2—by improving access to information 
and thereby enabling authority to be devolved to lower levels (so that the speed of decision 
making and response will be improved)—the following should be addressed:

Are ICTs facilitating improving information-gathering cycles (in order to provide more • 
actionable knowledge)?: and 

Is authority being devolved (so as to enable speedier decision-making cycles)?• 

This article addresses these questions and also raises the question of whether there may be 
an inherent confl ict between taking power to the edge and maximising coordinated effort 
and congruent intent down the command chain.

Data collection and analysis

The abovementioned key assumptions about C2 and power to the edge that appear in the 
US NCW literature are examined here using data collected as part of the Human Dimensions 
of Future Warfi ghting (HDoFW 2007) research project, conducted by the Defence Science and 
Technology Organisation (DSTO) of the Australian Department of Defence.2 As is explained 
below, the breadth of the HDoFW research provided the data for the research study reported 
in this article.

The HDoFW research study investigated the human dimension of NCW and how contemporary 
trends in warfi ghting are likely to impact on the way in which ADF personnel interact with 
others and make decisions. To this end, 99 ADF personnel who had returned from the Middle 
Eastern Area of Operation (MEAO) since the 2003 operations in Iraq were interviewed on their 
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experiences and perceptions of a range of issues.3 These issues were command and control 
arrangements; decision-making processes; cooperation between Services, nations, or other 
agencies; information gathering and sharing between Services and nations; formal and informal 
communication fl ows; and pre-deployment preparation and training.

The particular components of the HDoFW interview data that have been analysed for this article 
were the decision-making processes that the interviewees experienced whilst on deployment 
in the MEAO; their experience of fl exibility and adaptiveness, uncertainty, autonomy and 
empowerment; and the challenges associated with C2 in a multinational context.

Most interviewees were selected from lists of personnel provided by the Services after the 
requisite permissions were granted. Initially the interviewees were drawn in equal numbers from 
both the commissioned and non-commissioned ranks; however, the number of interviewees 
from the commissioned ranks increased as the interview program progressed. This is because 
the interviewees provided names and contact details of colleagues whom they believed would 
also like to participate in the research. All interviews were conducted at an unclassifi ed level, 
and the interviewees’ comments about ICTs should be read in this light.

The interview transcripts (full text) were de-identifi ed and then analysts coded the set using a 
software program designed for analysing qualitative data (N’Vivo). Being qualitative in nature, 
the interview data did not lend itself to formal measurement. Nevertheless, as with any 
qualitative data analysis, the interview transcripts clearly reveal which issues were prominent 
for the interviewed MEAO personnel, and which were not.

Are NCW ICTs improving information-gathering cycles?

The ways in which ICTs can shorten the C2 process and bring power to the edge are many and 
varied. For instance, ICTs improve access to information needed for decision making; similarly, 
certain software programs can improve the usability of information required at the edge (and 
at various points prior to it) by manipulating it so it is suitable for various audiences. A typical 
example is that information manipulated into tabular or graphical form, rather than as straight 
text, is more easily processed. Additionally, the clarity of the commander’s intent, we would 
expect, would be better preserved as a result of ICTs’ ability to disseminate exactly the same 
information to numerous parties simultaneously and across distance.

However, the interview data indicate that various factors hamper this dissemination and that, 
at times, ICTs increase ambiguity around information.

The following excerpt from the interview transcripts highlights one type of uncertainty that 
can arise when using ICTs:

…during the war we used to sit in the operations room downstairs and were able to look at the 
[----] chat room, and [----] conducted fi re missions against the [----] based on chat … And chat is 
just the real time extension of email, and no one ever used to do anything based on email but 
now email is acceptable as an authority to do things. And next thing you know, chat will be too. 
Except how do you know – is that the admiral on the other end typing it or is it Seaman Bloggs, you 
know? At least an email comes from the admiral’s account, you know, so, yeah, it’s strange.
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And this excerpt highlights how ICTs can impact on the communication of commander’s 
intent:

there was a deal of information that fl owed and … our experience was that the traditional 
voice communications between ships was very much put to the back … What we found, and 
it depended very much on the number of ships that were out there, was that on occasions you 
could have six or seven chat windows all up at the same time and you’re communicating with 
different people and there was certainly … potential there to be overrun by the number of chats 
that were all going on. Additionally, because of the manner in which the USN was looking to use 
that system, it was at times diffi cult to know if I was being ordered to do something or if it was 
just general conversation … [and] it was resolved by going back to them and saying ‘Is this an 
order? Do you want me to do this?’

The second of these interview excerpts relates to the use of chat and highlights that sometimes 
the lack of accompanying vocal and physical non-verbal communication exacerbated this 
ambiguity. Furthermore, on some occasions the sheer magnitude of simultaneously received 
information made possible by ICTs presented challenges in accurately interpreting that 
information.

The interview excerpt below highlights how ICTs can open up debate to a larger number of 
parties. Whilst this enriches the input that goes into the decision-making process, it can also 
make the process more diffi cult:

We had a lot of meetings … there was the opportunity to use videoconferencing … and we 
could use collaborative tools, and I didn’t want to use them … my concern was that with 
videoconferencing and the collaborative – electronic collaborative tools, what you’re in fact 
doing is actually opening up the – the opportunity for more and more people to be involved in 
the planning, which was going to make the planning more diffi cult. So there were more than 
enough people putting their oar in, opening it up even more.

The above comment points out that, whilst the use of ICTs in the C2 process can provide 
more diverse opinions and a wider range of information in the planning process, they can 
also create multiple and non-offi cial lines of access to information and thereby convolute the 
C2 process.

An interesting comment made by one of the interviewees puts into perspective both sides 
of the ICT debate:

… in years gone by … if you … were stuck out there in the middle of the ocean you’d have no 
one to talk to if a problem came your way. These days it’s easy, you can email someone or even 
talk to them on the … sat phone, straight away. So you’ve got other people to call on easier, 
so information is more dynamic, you can get more instant, hopefully the right information … 
quicker … but it’s a double-edged sword, that means your decisions have got to be right and 
more timely and you can’t think of things too much.

The above interview excerpt highlights, again, that ICTs are making information more accessible 
and speeding up the rate at which this access occurs. And, again, it highlights the fact that 
more information, received more speedily, does not necessarily equate to information that 
better provides the basis for sound decision making.
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Is authority being devolved?

The interview data provides mixed evidence of whether devolution of authority is occurring. 
Furthermore, the extent to which devolution did occur was often reported to be a result 
of personal command styles; some commanders are less willing than others to devolve 
authority and some were considered by their staff to micro-manage. Additionally, differing C2 
philosophies between the Services and between the various national forces also contributed 
to varying degrees of devolution.

There were many clear cases of a decreased hierarchy and a consequent shortening of C2 
pathways, as depicted in the following comments. In accordance with general arguments 
in the NCW literature, some participants found that they had been granted higher levels of 
decision-making authority than previously. This is illustrated in the following comment:

… there was very little direction of what I should do with the [-----]. It was largely [that] … I 
briefed a concept early on in the piece and they were largely happy with that … Some days it 
was a little bit much but there you go … But that was fi ne and it worked … they basically gave 
me the same decision-making ability that [someone of a higher rank] had.

By contrast, many participants also spoke of an absence of autonomy and empowerment, 
regardless of rank and Service. Typical comments, refl ecting perceptions of an overall 
lack of devolution were that ‘… there certainly wasn’t too much mission command’ or ‘… 
the commanding offi cer is god…’ or ‘… the chain of command [was strictly] adhered to, 
actually’.

And, when asked how much fl exibility they were able to bring to their activities, one offi cer 
interviewed stated ‘No fl exibility, really. We had timings dictated to us by Sydney … and that 
is fi ne. That is just the way you are trained’.

In the majority of cases, interviewees expressed the opinion that whether their commanders 
were willing to devolve authority was a matter of personal command style. For instance, as 
one participant put it:

To a large extent … I was quite autonomous in my decision making, or most of it ... Anything 
that affected capability I always had to talk to my boss about. I would always have to say, ‘Sir, 
this is off line. This is why. This is what I recommend to fi x it.’ While I was there, there was a 
rotation of my bosses so I went through two different bosses and two different sets of ways 
of doing it. My fi rst boss was very much, as long as I gave a technical reason and explained it 
to him … he would say, ‘No worries, [----], go for it.’ Largely he left me to run my section. The 
second boss was not quite like that.

Another example:

I found it tended to be very much personality based rather than procedures based. So, you know, 
you could have two different people in the same job, like you get a handover/takeover. One person 
was quite happy to let you get on with it but another person felt that they had to micro-manage. 
You just felt, ‘You have got your own problems, let me worry about mine’.
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And another:

I think it’s unfortunately personality based. I felt that my fi rst boss was a bit of a micro-manager…
he wanted to know what you were doing all the time and I guess for someone who’s come from 
a different background, I was given a lot of autonomy …[ I’d] report back with the bigger story, 
not the minute detail, [but] this guy wanted minute detail. I actually said, ‘Look, you know, I’m 
not used to being micro-managed, I really need a bit more space here. I don’t have to report 
three times a day telling you what I’m doing when no signifi cant change has occurred’.

On a number of occasions the point was made that micro-management had an adverse effect 
on personnel’s confi dence in their own capabilities. For instance:

We became so strictly supervised and controlled in what we were doing that you lost all confi dence 
to make a correct judgment call … and the reaction to a … perceived poor judgment call, was 
out of control. It was irrational.

And:

… and so I began to get emails and direct phone calls at four in the morning … Gulf time, from 
my commander, ‘Why haven’t you told me about this? ‘What about this?’ And it … undermined 
me but, also, at the same time, it made me start second-guessing my decision-making processes 
in terms of … you employ someone and you trust them to … pass information … they’re not 
just … a messenger, not a secretary.

The above comments suggest there is a lack of uniformity with which devolution of authority 
occurred. Furthermore, on some occasions when devolution of authority did occur, it was not 
due to planning and intention. Sometimes circumstances forced power to the edge. These 
circumstances included lack of resources as well as lack of experience.

For instance: 

… these folks had to try and do a lot on the ground with what they had … It was, ‘Do the best 
you can, lads’. So a lot of authority, in my environment, was pushed down … to relatively junior 
folks, largely because we did not control our own lines of communication.

As one interviewee put it:

Certainly the folks that we had out in the provinces … [were] relatively junior offi cers, majors, 
running major camps. Call it the camp commandant, if you will, but it was camp commandant 
and more. He was responsible for force protection, discipline, equipment, training, a whole raft 
of things for hundreds of Iraqi soldiers. So the breadth of responsibility of some of these junior 
fellows was very wide, and the guidance that they got was pretty limited.

And yet another:

Once they trusted you, they devolved it all down … if they knew that you were mature enough 
to then come back and ask them if you had any problems. Now, if they didn’t know, quite often 
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they’d go out and say, ‘Don’t know, [----], whatever you reckon’ ... Which places you under a little 
bit more stress, but at the end of the day you just make a decision and run with it … and you 
document why you made it, and if it turns out that you made the wrong one, c’est la vie.

Potts (2003) uses the case of a lack of resources to argue that some of the concepts underpinning 
NCW are implausible; for instance, self-synchronisation cannot be achieved in circumstances 
where resources are constrained. Furthermore, he claims: 

In such circumstances there will be a need to prioritise and sequence engagements more centrally, 
leading potentially to the centrist control and timetable warfare to which NCW is intended to 
be the antithesis [p. 206].

Even when intended, devolved authority was sometimes reported to create complications. 
For instance:

I was let down, and I think, again, it’s … that you can only support a mission command function 
– pushing command to the lowest level – if your training continuum is robust, and so I was 
putting inherent trust and faith in people, and not micro-managing them when they lacked the 
faculty to actually make those decisions.

Sometimes personnel, themselves, would express hesitation and confusion when authority 
was devolved to them. For instance:

What authority do we have to make stuff that we’ve never been trained in … And who’s going to 
say that, ‘This is okay.’ I know we’re in war contingencies here and a lot of rules can be broken, 
that’s why we sort of just needed the authority, you know, ‘What role am I playing here? Am I 
just one of them or can I actually have a role as a higher ranking type person as well?’

The above two interview excerpts suggest that if those at the edge do not feel they have 
relevant training or experience, implementing the principles of power to the edge are unlikely 
to improve agility and speed of response.

They also raise the question of whether there may be an inherent confl ict between devolving 
authority on the one hand, and maximising coordinated effort and congruent intent along the 
command line on the other. Numerous interviewees spoke of the importance of supportive and 
clear command if authority is to be effectively devolved. The point that was being made was 
that the devolution of authority did not mean that strong command was no longer important. 
In fact, strong and effective command, in the form of clear intent from the commander, was 
seen as critical to the effective devolution of authority.

A typical example refl ecting these perceptions of strong and effective command where there 
was also clear intent follows:

The direct command for [----] was very much devolved to me. Commander [----] was excellent. He 
wasn’t a micro-manager, he was the sort of guy that would give you broad command requirements 
and tell you, ‘Get on and achieve it’, and that’s exactly what all the heads of department were 
keen to do … manage our own departments.
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And another:

Pretty much a lot of fl exibility. A lot of it, like I said, the Captain that we had was really good. He 
had a good understanding of how the [----] worked ... So, a lot of the plans that we brought up 
to him, he would say, ‘Oh, by the way … this might work a little bit better’, or whatever, so we 
would amend them and by the end the fl exibility was really good. I mean, here I was let reign 
and you could tell – you get that level of trust that you could form that bond with command as 
long as you’re doing the right thing.

And another:

My immediate boss was good in that he didn’t stuff us around unnecessarily. He let us get on with 
it. At the same time, you know, gave clear direction and so you always knew where you stood.

Non-NCW problems with devolution of authority

The interview data indicates that there is a general perception that command lines can be 
convoluted and confusing. This perception was less a result of whether commanders devolved 
authority and more because of the infl uence of numerous and varied participants in C2, the 
decision-making processes, and the command lines⎯sometimes all three Services from various 
nations were involved in these processes. This combination of forces and Services appears to 
have paved the way for ambiguity and uncertainty to arise from cultural differences between 
the various partners of the Coalition as well as between the various military and non-military 
parties, and between individuals, Services, Coalition partners and the other parties.

The ambiguity and misinterpretation resulting from the existence of multiple communication 
lines can be expected to be exacerbated when the communication parties are from culturally 
different backgrounds. As one interviewee put it:

The same word can mean something completely different to each of two communicating 
parties. Even use of the richer communication channels [face-to-face, or voice-to-voice], could 
not always prevent ambiguity and misinterpretations between parties from different cultural 
backgrounds.

Another interviewee, in discussing the tight control of responses to activities carried out by 
Iranian vessels, pointed out that these responses came right down the line, and that it was vital 
to take care that ‘the wrong interpretation or a local interpretation of the rules of engagement 
didn’t lead to something escalating beyond the point to which it should have’.

Some further thoughts

Whilst the impact of individual and cultural differences on human perceptions is a fundamental 
factor in ambiguity, uncertainty, and outright misinterpretation, there is a further reason to 
question whether there is an inherent confl ict between devolving authority and maximising 
congruence of intent through the command chain. The frailties that are inherent in the human 
communication process mean that the commander’s intent is unlikely to remain congruent as 
it travels to the edge. The following interview excerpt highlights this:
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And the other thing is, you read into words – and this is a thing about communication – when 
you write things … you’ve got to be clear and concise, but being concise, you can … actually 
take away from the meaning … I’m not saying you do, but you can. But the other thing is, if 
you’re not clear and there’s ambiguity in there, by reading it, I might develop an opinion that 
is not necessarily along the lines of your clear instructions. You can have that anyway, but in a 
face-to-face … if you’re unclear, it can be cleared up.

And another:

The Army’s mechanisms are sort of very hierarchical, you know, you tell this person and they tell 
the next person down the chain ‘til … the end of the line, the poor soldier at the end gets some 
kind of Chinese whisper that may or may not have something to do with what was originally 
said. Whereas, I think, the Navy plan is much more inclusive and, you know, a Navy CO can talk 
to the most junior seaman any time he wants to, and does. So I think some of the hierarchies 
were diffi cult.

The process of making sense of what another person says is fraught with opportunities for 
misinterpretation. When misinterpretations go unnoticed at the time of communication, 
and the sender and receiver believe they have the same understanding, it is referred to as 
‘bypassing’ (Haney 1973). The phenomenon discussed in the above interview excerpt, whereby 
bypassing occurs on a serial basis along a network of several people, is referred to as the ‘Serial 
Transmission Effect’ (Redding 1972, p. 105). The Serial Transmission Effect (STE) is the ninth of 
ten fundamental principles of communicating within organisations, postulated by Redding, and 
it is defi ned as the changes that messages often undergo as they are communicated serially 
from person to person (Redding 1972, p. 105).

There is general consensus in the fi eld of organisational and interpersonal communication that 
it is unrealistic to expect perfect fi delity between individuals (see for instance, Axley 1984,  
p. 434; Redding 1972, p. 105; Tompkins & Wanca-Thibault 2001, p. xix; Burtis & Turman 2006, 
p. 95). According to Redding, the loss in fi delity can be predicted, because it is multiplied in 
direct proportion to the number of links in the human communication chain. Bedeian (1986 
in Harris, pp. 230–231) categorised STE into three types: condensation (when the relayer of the 
message deems some aspects of it irrelevant or redundant and condenses it but doesn’t realise 
that vital information may have been lost); closure (when a relayer’s low tolerance for ambiguity 
causes him or her to fi ll in the missing information as they repeat it); and expectation (when 
a relayer adds meaning to the message based on his or her own expectations). Harris (2002, 
pp. 230–231) explains that these three types of STE occur, not as a result of wilful distortion, 
but as an attempt to make sense of a message as it is passed along. 

There is also general consensus in the fi eld of organisational and interpersonal communication 
that the way to reduce the impact of STE is to expect that differences between sent and 
received meanings will occur, and to expend effort to minimise them (see for instance, Axley 
1984; Falcione 1984; Jablin & Putnam 2001).4

It is pertinent to note that the above theorists, in discussing STE, were talking about a non-
NCW environment. The interview data discussed in this article indicates that the occurrence 
of STE is exacerbated in the NCW environment.
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Given, then, that it is normal for differences between sent and received meanings to occur, 
ICTs and devolution of authority become necessary but insuffi cient requirements for power at 
the edge. Power at the edge also requires recognising the likelihood that misinterpretations 
will occur, and taking action to minimise them.

In accepting that individuals usually hold somewhat different interpretations of the same 
event, communicators may well be more inclined to be thoughtful about their communication. 
Firstly, in being more mindful of the likelihood that they have misunderstood, they might 
seek confi rmation of the understanding of their message. And, secondly, they may be more 
mindful of communicating in ways that can minimise or even avoid misinterpretation in the 
fi rst place.

Joint and coalition military training and professional experience can also play a part in reducing 
differences in interpretation, by providing a common foundation and frame of reference for 
communication partners. However, there is a limit to which a common foundation can be 
achieved, let alone prevent misinterpretation, given that one’s personal experience greatly 
impacts one’s interpretations.

The issues raised in this article—the use of ICTs to improve information gathering, and the 
devolution of authority to improve decision making—all have human interaction at their core. 
For instance, providing clear intent and suitable amounts of guidance without compromising 
autonomy, and addressing ambiguities and misinterpretations in the communication process 
(regardless of whether it is directly person-to-person or technology-mediated), all relate to 
interpersonal communication. Indeed, interpersonal communication techniques are what 
create (and maintain) conditions that will, or will not, foster productive personal interaction 
styles and open, clear lines of communication. Even something as simple as one’s choice of 
words can have a vast impact on the occurrence of misinterpretations because of the impact 
on the receiver’s feelings of defensiveness and, consequently, his or her tendency to receive 
(and send) openly or not.

Conclusions

This article has shown that despite the capabilities that NCW technologies can bring to the edge, 
these ICTs do not always seamlessly deliver the information, or enable the communication that 
will help C2 better translate information into actionable knowledge. Similarly, the authority 
(alongside the relevant capabilities and resources) to act on this information is not always 
devolved to the edge. In fact, the data highlights ways in which, at times, ICTs are clouding 
commanders’ intent, and instances in which the devolution of authority results in uncertainty 
at the edge. Furthermore, there are perceptions that command lines are not always as clear 
as they might be because of the involvement of various national forces and Services as well 
as non-military parties, rather than the use of ICTs.

The interview data have demonstrated that, despite the capabilities of ICTs, inherent limitations 
in the communication process can prevent desired outcomes. ICTs can deliver too much 
information for people to process at one time; sometimes they don’t provide enough cues for 
information (including orders) to be accurately interpreted, and sometimes communicators 
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cannot verify the identity of their communication partners. Furthermore, if ICTs are to help 
C2 better translate information into actionable knowledge, devolution of authority must 
occur. The interview data have demonstrated, however, that some commanders simply are not 
inclined to devolve authority. The data have also demonstrated that even when commanders 
do devolve authority, it is not suffi cient for the effective application of the principles of power 
to the edge. For instance, those to whom authority is devolved do not always have the skills 
and experience to optimise it. At other times, devolved authority is not optimised because it 
is not accompanied by clear intent.

Speed and fl exibility of response require that the human clearly sees and understands his or 
her current circumstances. This can only be achieved with accurate perceptions; and this, in 
turn, with the acceptance that because of the differing perceptions that individuals hold of 
the same situation, multiple realities exist. Only with this recognition comes the opportunity 
to reconsider our own perceptions and their accuracy, and to reconsider how we can best 
convey information to maximise the accurate interpretation of our communication.

This article is based on a paper that received the Gary Wheatley Award for Best Paper at the 
11th International Command and Control Research and Technology Symposium (ICCRTS), 
26–28 September 2006 Cambridge, UK.
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NOTES

  1. The work of Dale Lambert (1999) has been instrumental in the development of the concept that 
was later characterised by Gartska as ‘Power to the Edge’.

  2. The content of this article is based on data collected by the Human Dimension Concepts Team 
in DSTO. The authors would like to acknowledge the input of members of that team; Derek 
Bopping, Dennis Hart, and Leoni Warne.

  3. In retrospect, it has become apparent that the data referred to in this article relate to C2 for 
mission planning, not C2 for NCW in the tactical battlespace. Therefore, the conclusions made in 
it about power to the edge need to be read in this light.

  4. See Axley 1984 for further discussion on the importance of managers expecting the STE to occur 
and not subscribing to the ‘conduit metaphor’ that erroneously, and dangerously, assumes that 
message sent is message received.
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‘Dealing with it’: 
Disorder in Command and Control

Dr Alexander Kalloniatis, DSTO

Introduction

… [T]here must be a realization that a certain amount of confusion and waste are, owing to the 
great uncertainty involved, inevitable in war; and that such confusion is not inconsistent with, 
and may indeed be a prerequisite for, results.

These words by Martin van Creveld1 at the closure of his masterwork Command in War underlie 
the central thesis of this article. Disorder—which will be defi ned more precisely shortly—is 
unavoidable in military command and control (C2). All military commanders are well aware that 
disorder cannot be stamped out. Over and above ‘accommodating’ it, I will argue that disorder 
is essential in order that the mission of a command and control system can be accomplished. 
The secret to ‘dealing with it’ is to know where in the system the demon of disorder lurks, 
how it evolves and how it can be effectively channelled into appropriate dimensions of the 
system. The military art already encapsulates many strategies to manage disorder. This article 
presents a theoretical framework that underpins these heuristics and offers a path to ‘dealing 
with disorder’ in the future environment of a networked Australian Defence Force (ADF).

At the heart of this appreciation is the concept of entropy, a term from physics describing, 
in the popular understanding, ‘disorder’. However, by enabling a quantifi cation of the 
dimensions of disorder a picture emerges of the degrees of freedom of a system that can 
absorb entropy, and how entropy can dynamically propagate through the dimensions of a 
system. We readily think of a C2 system as its people—the C2 ‘nodes’—and the technology 
used to enhance their individual communication, information processing and decision making 
potency. Naturally, we appreciate the dynamical variability of these C2 elements: people are 
not static but change with time contingent upon work demands, information load (at the 
strategic and operational levels of command) and ‘health’, speed, lethality and position in 
the battlespace (at the tactical level). Though we may thus far lack a concise defi nition of 
disorder, we readily think of the activity or volatility in these degrees of freedom as the seat 
of disorder in a military organisation. 

In the era of network-enablement of the ADF we are also conscious of the existence of links 
between C2 nodes. The distinctly new element this article discusses—and which has been 
the subject of research by this author for the last two years—is the proposition that these 
C2-links may be legitimately regarded as dynamical degrees of freedom in a C2 system. In 
that respect, link degrees of freedom are full fl edged ‘sinks’ for entropy or disorder. The 
management of this disorder between nodes and links, I argue, is the secret to managing disorder 
in command and control.
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Disorder unmanaged: The Milvian Bridge and PQ-17

Military history is replete with examples of rampant disorder. I will consider two here which give 
quite different insights into what disorder in the battlespace might mean and the relationship 
to command and control.

The Battle of the Milvian Bridge took place on 28 October 312 AD between rival Roman 
armies. On the one side, forces led by Constantine, co-emperor of Britain and Gaul, invaded 
Italy through the Alps, sweeping across the cities of the Po Valley and then descending down 
the Via Flaminia toward Rome. On the other side, Maxentius, co-emperor of Italy and North 
Africa, was expecting Constantine and had the northern entry into the city of Rome prepared 
with ambushes in the land between the city walls and the Tiber River, as well as a pontoon 
bridge running parallel to the Milvian Bridge, the means of passage from the north of Rome’s 
watercourse. Maxentius’ strategy was sound: wait for Constantine to cross and then annihilate 
his forces between the city walls and the river or drive the panicked force into the river 
itself. However, in an extraordinary act of hubris, Maxentius led his army over the river and 
attacked Constantine in the hill country at the confl uence of the Via Cassia and Via Flaminia, 
a place called to this day Saxa Rubra. Constantine’s cavalry line prevailed, driving back horses 
and men in a wild panic toward the Tiber River. Maxentius’ trap had sprung back on himself. 
His army rushed toward the Milvian Bridge, the pontoon bridge having already been pulled 
down—an act of sabotage perhaps? The mass of men and horses on the wooden Milvian 
Bridge overwhelmed the structure: the timbers collapsed and man and horse fell headlong 
into the river, including Maxentius himself who drowned dragged under the turbulent waters 
by the weight of his armour.

An organised army, which had the benefi t of military doctrine on the conduct of a retreat 
(as documented by Flavius Vegetius Renatus,2 for example) had become a rabble. The word 
disorder certainly comes to mind in this context as well as irreversible, at least after the collapse 
of Maxentius’ infantry lines. Both of these words are interlinked in the physics concept of 
entropy. The other dimension to this engagement was the absence of a command and control 
system. This coincidence, I argue, is not a chance event. Undoubtedly, military practitioners 
can cite many such cases up to modern times where the absence of active command and 
control arrangements had led to manifest disorder in the battlespace and an irreversible path 
to military disaster.

However, lest the sheer violence of this engagement mislead us, I consider now a rather 
contrasting case: the fate of Arctic Convoy PQ-17 in WWII. Consisting of 39 merchant ships 
and an escort of corvettes and destroyers, PQ-17 set sail on 3 July 1942 from Iceland bound, 
initially, for Murmansk. The convoy was shadowed by a cruiser squadron which, however, had 
a second purpose: to engage with the German warship Tirpitz which had spent much of the 
war hiding in Norwegian fjords. Similarly, the Allied Home Fleet scouted to the north-west 
of Norway but would only cover the convoy up to a line of longitude extending from North 
Cape. An initial attack by torpedo bombers at 2030hrs on 4 July coincided with fears the Tirpitz 
had left her berth for open seas. Admiral Sir Dudley Pound, the First Sea Lord, issued a fateful 
order that the convoy should disperse while Commander Jack Broome of the escort group 
detached his destroyers from the merchant ships in order to join the battle group for action 
with the Tirpitz. In fact, the Tirpitz had merely sought another Norwegian berth. But the genie 
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was out of the bottle: the merchant ships were left to themselves to fi nd safe routes through 
the Barents Sea. Fuel limitations (the oiler Aldersdale was part of the dispersing merchant fl eet) 
meant that the destroyers could not be returned. Marauding U-boats attacked the dispersing 
merchant elements piecemeal, decimating lives and materiel, resulting in one of the worst 
merchant losses of the war effort.

Perhaps this time the word disorder does not easily spring to mind as the incidents of violence 
were thinly spread out over a vast stretch of water. However, we shall see that in the precise 
defi nition of the term both fate and PQ-17 are adequately included. On the other hand, 
irreversibility stands out once again, as emphasised by David Irving in his account:

Whatever subsequent historians were to make of them, the effect of the Admiralty’s signals on 
events in the Barents Sea was quite irreversible.3

In this case, a C2 system could be argued to have existed: some of the merchant ships were 
equipped with one-time pads (a communications encryption device), which Pound had even 
enquired about. However no attempt was made to use them and thereby to reconstitute some 
vestiges of a defensible fl eet. 

Clarifi cation of concepts

Some precision of language is now in order. I adopt the Pigeau–McCann defi nition of command 
and control4:

Command is the creative expression of human will necessary to accomplish the mission.

Control is the structures and processes devised by command to enable it to manage risk.

C2 is the establishment of common intent to achieve coordinated action.

For us, an important feature of this defi nition is the implicit notion of the commander as 
both observer and actor in the subordinate system of (force) elements in question. As observer, 
the commander must determine the state of the system of assigned forces. As actor, the 
commander infl uences the system in asserting control according to the designs of command 
(usually to respond to an opposing force). This dual relationship places us squarely in the 
context of systems theory in which the conceptual framework of thermodynamics, which 
is a theory of systems in equilibrium, and statistical mechanics, which is a theory of—often 
structured—many component dynamical systems subject to statistical uncertainty both in 
and out of equilibrium.

The insight of this systems theory which I wish to exploit, and thereby to connect to a careful 
understanding of entropy, is as follows. In order to determine the state of a multi-component 
system, an observer must already have a defi ned means of aggregating the system into 
categories or partitions. The system state is then tracked in terms of these aggregates. In other 
words, the observer surrenders—because of limited human cognitive capacity—the ambition 
of micro-managing the system at the level of its constituent elements. However, there is a cost 
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here in carving the system up in a particular way, namely an uncertainty as to what is happening 
at the micro-level inside each parcel. Entropy, mathematically formulated, encodes the ‘cost-
benefi t’ of partitioning a system in a particular way. Too few parcels mean more uncertainty 
in each parcel. Too little uncertainty in each parcel means too many overall parcels to track. 
The same considerations go into the time between samplings of the system, or time-steps, 
in order to build up a genuine track. In a genuinely complex dynamical system the optimal 
partition and time-step is far from obvious—in fact it’s not even computable. 

A further effect in this mix is the contribution of ‘noise’, which means the lack of knowledge 
of all the relevant external and internal infl uences on the system entities. Insulting as it may 
strike us, human ingenuity and the unpredictability of our cognitive processes make us the 
greatest source of ‘noise’ in a C2 system. 

The statistical uncertainty discussed above is the chance that a system element is in a certain 
state as characterised by the partitioning of the system. This is a probability distribution. 
We can now accurately characterise the meaning of disorder as the degree of uniformity in the 
system probability distribution according to the way it has been partitioned. This now explains 
our identifi cation of the state of Maxentius’ forces in 312 AD and of PQ-17 in 1942 both as 
disordered. In order for Maxentius or any subordinate commander to organise an orderly 
retreat the position of specifi c force elements—archers, standard bearers, or velites to name 
a few—would have to be known. But at the height of the onrush to the Tiber the probability 
that any single element would be in a certain position in the area of the northern banks of 
the river was equal to the probability for any other position. The probability distribution 
was uniformly spread. Similarly for PQ-17: the datum that may have enabled Jack Broome to 
return his destroyers to gather up the merchant ships was the position of the oiler Aldersdale. 
However, by the time it was known that an engagement with Tirpitz was out of the question, 
the associated probability distribution had spread to cover a chance of one ship anywhere in 
the entire Barents Sea. 

This state of maximum disorder—complete uniformity of the probability distribution—is the 
state of highest entropy. And statistical mechanics, even out of equilibrium, informs us that 
systems that are driven by noise increase their entropy.5 This is essentially because system 
components have degrees of freedom that are just that: degrees of freedom. If a system has 
available to it a certain freedom of action then, as it evolves, it will exercise that freedom. 
Therefore changes inside one aggregate parcel go undetected, which in turn trigger changes 
in neighbouring aggregate parcels, and so on. The observer’s certainty initially that the system 
is not in some state (because it has been prepared or identifi ed initially in some specifi c way) 
becomes uncertainty as to whether or not in the meantime it has reached the said state. This 
means that the probability distribution, with time, disperses—literally like the merchant ships 
of PQ-17. However, by now it should be clear that maximum entropy or disorder, namely 
maximal uniformity of probability of determining the system state, gives least opportunity for 
control. We have closed the circle fi nally.

The C2 network is part of the system!

The sceptic will naturally respond that the few examples in military history of successful 
recovery from a near rout—where invariably command and control have been exercised—is 
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the counter-example to my use of entropy to explain the evolution of a tactical military 
system. I say ‘near rout’ because an army in total rout has truly dissolved its C2 lines. I know 
of no example from classical military history of an army whose lines have been completely 
destroyed reconfi guring itself to re-engage in the same battle. This is quite simply because with 
a loss of stable lines of sight for visual signalling there is no means of converting the ‘creative 
expression of will’ (command) into ‘common intent to achieve coordinated action’ (command 
and control). A tenuous example might be that of the Union forces, at the American Civil 
War Battle of Gettysburg in 1863, which were close to defeat but for the 20th Maine under 
Colonel Joshua Chamberlain who held his lines—where others were falling apart—and initiated 
a counterattack. Accepting that such rare events have occurred in history, the progress from 
order to disorder would appear to be reversible, if C2 can be exercised.  Indeed, if the above 
were the end of the story I will have said little new as the use of statistical mechanics for the 
study of crowd dynamics is an old subject—and of little use to the military to win wars.

The way out—and the path to a genuinely new insight into the dynamics of command and 
control—is that the C2 ‘network’ (which may be a hierarchy) is part of the specifi cation of 
the dynamical system, which also evolves. By this I mean that the links between nodes in the 
network, or the lines in a wiring diagram, are not static entities but connections that have a 
dynamical state according to the conditions of use. Certainly, unlike the humans at system 
nodes, C2-links are not (yet!) autonomous. However, they are subject to change according 
to the behaviour of adjacent system elements. Examples below will illustrate this. Therefore 
in a complete partitioning of the system, parcels of state space need to be associated with 
these degrees of freedom.

It is useful here to mention the notion of latency.6 At any point in time, a system component 
will be exercising some degrees of freedom but not others. Latent degrees of freedom are 
those used sparingly or held in reserve until advanced stages of system evolution. Latency is the 
keeping of degrees of freedom in reserve. This should not be confused with redundancy which 
represents back up degrees of freedom in case of failure. Latent degrees of freedom are part of 
the natural evolution of the system but simply are activated later in time. For example, at the 
start of a military engagement a deployed force will have some range of physical space available 
in which to move and some capacity for acceleration before encountering the enemy. These 
degrees of physical movement are latent spatial and velocity degrees of freedom. However, 
latency can also be applied to network degrees of freedom. At the start of an engagement, 
a deployed force will have certain lines/means of communication—as determined by its C2 
structure—that may be unused. The C2 network is latent. As battle ensues and orders need to 
be transmitted across force elements to achieve ‘coordinated action’ (command and control), 
these degrees of freedom become exercised. In a pathological extreme, the messaging may 
become so copious that bandwidth is insuffi cient and messages do not get through: the link 
degrees of freedom are overloaded.

The aforementioned entropy increase is therefore an inevitable evolution of a system to 
exercising more and more of its latent degrees of freedom. The subtler message of statistical 
mechanics is that, though entropy growth is irreversible as a system evolves in time, there is 
no constraint where in state space this growth must occur. This depends subtly on the system 
confi guration itself. This is the origin of structure in many natural statistical systems—be they 
physical, chemical or biological. Such systems are specifi ed not just by the spatial properties 
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of their constituents but by other dynamical variables, so that states of large entropy are not 
necessarily states of high spatial disorder; the disorder is channelled into these non-spatial 
degrees of freedom. The most dramatic example of this is the origin of structure in the universe 
after the ‘Big Bang’. According to Roger Penrose this is a consequence of an enormous number 
of gravitational degrees of freedom remaining latent (‘aloof ’, in his words) in the hot universe 
phase rendering the chaotic expansion of energy a low entropy state.7 The entropy of the 
evolving universe could continue to increase while these degrees of freedom ‘come into play’, 
acting as a ‘sink’ for disorder, permitting the subsequently cooling matter to aggregate into 
spatial order: clusters, galaxies, stars, planets and life.

It is my hypothesis that C2-link degrees of freedom play a similar role in acting as a sink for 
disorder thus enabling military forces, the C2 nodes, to appropriately confi gure in space and 
time in order to fulfi l their mission. The remainder of this article will explore the traces of 
such a dynamic in historical cases, and illustrate how this dynamical exchange within system 
properties can be appropriately used.

Managed disorder: Withdrawal of the Anzacs

Earlier, I said I was not aware of a successful recovery from a military rout, though I am conscious 
that such examples may exist. We can nevertheless explore the dynamics of a military force in 
the course of a staged withdrawal in order to extract a picture of how disorder and C2 interplay. 
One example is that of the retreat of ANZAC forces from Gallipoli in December 1915. Achieved 
over two nights, by 3.30 am on 20 December some 20,000 men, including materiel and animals 
had departed Anzac Cove via transport ships without the Turks realising. The withdrawal was 
a classic implementation of doctrinal principles,8 including maintenance of the front line and 
simulation of normal fi ring rates on the enemy (which had anyway been progressively reduced 
over the autumn and winter in order to condition the enemy), dissemination of the plan, 
hollowing out of the command structure while keeping core commanders in place followed 
by a transfer of authority halfway through to a Rear Guard Commander and, most necessarily, 
precision and coordination of those withdrawing in darkness.

Though it is still diffi cult to put quantitative measures to these things, I argue there was a 
great deal of tension in the relational degrees of freedom in this process: the invisible bond 
between neighbouring soldiers that controlled the degree and rapidity of movement in space 
of one digger after the other was strongly active. Little verbal exchange took place once the 
operation was initiated, suggesting that C2-links—in the sense I seek to defi ne them—involve 
more than just ‘communication’. While it is diffi cult to speak of both the arrangement of men 
across the landscape of cliffs and trenches and then those same men on ships as the same system, 
there is an approximate sense over a certain timeframe in which these two confi gurations 
can be compared. Within this, one can see a transfer through the course of time of disorder 
from C2-link to C2 nodal (spatial, kinetic) degrees of freedom. The tension holding one man 
fi xed in relation to the other is transferred into coordinated movement. This is an example 
of ‘healthy’ use of C2 arrangements.
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Communication excess and link disorder: The Battle of Jutland

A fi nal historical example will illustrate an ‘unhealthy’ use of C2 arrangements. The Battle 
of Jutland between British and German fl eets took place from the afternoon of 31 May to 
dawn on 1 June 1916. An initial engagement between Vice Admiral David Beatty’s Battle 
Cruiser Fleet (BCF), actually a scouting formation, and Rear Admiral Franz Hipper’s First 
Scouting Group drew the German High Seas Fleet (HSF) into the Royal Navy’s trap (the 
‘run to the north’). As the day turned to evening, the British Grand Fleet (GF) had the 
HSF in its sights. British Fleet Admiral John Jellicoe deployed his fl eet’s six battle lines 
into a single six mile line of 24 dreadnoughts with guns bearing towards the enemy. The 
German ‘T’ was famously crossed. In the time it took the GF to deploy, Admiral Reinhard 
Scheer was able to ‘about-turn’ the HSF. A second about-turn from Scheer again brought 
his fl eet into the GF trap. Scheer’s panicked third about-turn coincided with the fall of 
darkness. The night action involved Scheer’s fl eet drifting, in its escape path, through 
the rear of the British lines with a number of collisions and exchanges of fi re. By the light 
of dawn the HSF was nowhere to be seen. The long sought British ‘second Trafalgar’ had 
slipped from Jellicoe’s grasp.

A number of aspects of the C2 of this engagement bear comment, as detailed in Andrew 
Gordon’s remarkable book.9 The fi rst was the British reliance for communication on 
visual signals, lights, semaphore and fl ag, which is contrasted with the German use of 
wireless. The second was the degree to which the British manoeuvrability relied entirely 
and unquestionably on the exchange of these signals. This manifested itself in exposing 
the prestige ships of the time, the Queen Elizabeth class, of Hugh Evan-Thomas’ 5th Battle 
Squadron (5BS), part of Beatty’s BCF, to near disaster in the initial engagement. Flags 
issued by Beatty indicating the 5BS should turn away from Hipper were lowered too late, 
delaying execution of the command. The Grand Fleet deployment itself left no room for 
improvisation or initiative and offered Scheer the time he needed to escape the classic 
naval trap. This reliance at that time on signals by the Royal Navy is the tip of the iceberg, 
with Gordon citing a ‘fl ag-signal every sixty-seven seconds’ during the daylight phases 
of the Battle. Most devastatingly, in the night action with encounters between German 
and British ships and even Admiralty interception of the wireless-transmitted German 
escape plan none of this was communicated to Jellicoe. It is as if the Royal Navy had suffered 
message-fatigue as a result of the day action so that the systems were exhausted when 
they were truly needed. 

It is this dimension that I wish to identify in using entropy on the combined node–link 
characterisation of a C2 system. In the terms of my earlier analysis, the British C2-links 
were in true disorder because of a failure to maintain latent degrees of freedom. Spatial 
order, the ideal state of the Victorian British military value system, had been maintained 
at the cost of fl exibility, initiative and fi nally tactical victory in battle. Gordon emphasises 
this same point alternately by the invocation of a modifi ed Parkinson’s Law: Communication 
expands to fi ll capacity. A related phenomenon that has occurred in modern confl icts is that 
of priority creep: as mission criticality is approached, message priorities are unnecessarily 
increased in order to overcome the increasing volume of communications traffi c. I argue 
that the mechanism of this expansion, as in Parkinson’s original application to bureaucratic 
work,10 is the entropy growth of statistical dynamical systems. 
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Lessons for a networked ADF

Disorder, to return to van Creveld, is unavoidable and even necessary. A military force 
engaged with the enemy must activate all of its spatial, kinetic, sensory, computational and 
communicational capabilities. Using a capability means exercising degrees of freedom. Unless 
a commander can micro-manage to the finest level granularity, this means disorder. The key 
to ‘dealing with it’ is channelling that disorder appropriately and not seeking to stamp it 
out. The basic insight I am proposing is that there are times when that disorder should be in 
the C2 space, in order to achieve spatial coordination, and times when the roles should be 
reversed. There are also times when some disorder should exist in both worlds. Identifying 
when, to what degree and how to transition dynamically between the two modes are 
difficult questions, to which—at this stage—there are only intuitive answers. Many of these 
answers are already part of the military art, and I hope this article at least enforces or gives 
alternative insights into many of these heuristics (for example, the maintenance of signals 
discipline). What renders this question difficult is that though science can now build such 
vast technological systems, we are still at the beginning of a quantitative understanding of 
the dynamical behaviour of whole socio-technical systems (systems-of-systems).

The recognition of the dynamical role of a C2 network as we head forward cannot be 
overstated. The number of degrees of freedom of even a contemporary C2 technical system 
is vast. The capacity for both healthy latency of degrees of freedom (on the good side) but 
also uncontrolled disorder (on the bad side) is enormous. Military operators are of course 
conscious of the negative side of the computational revolution. The move to an Australian 
concept of Network Centric Warfare,11 with the human emphases of Professional Mastery and 
Mission Command, is a heuristic response. I argue that such human elements, the nurturing of 
initiative and robust doctrine, are all part of maintaining C2 link degrees of freedom in a state 
of latency. To some extent, the fears that some may have for our technologically enhanced 
future is that it will be a contest of man against machine in enabling effective command and 
control of military operations. But these fears are shared by all ‘information workers’ who 
choke on the volume of their electronic inbox. I hope at least this article has given the military 
reader another way of understanding what they already know, if not genuinely new insight or 
perhaps even a glimpse into the quirky questions a scientist is pursuing in enabling design 
of systems that the human operator can ‘steer’ to achieve the mission.
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The Implications of the Science of Complexity 
for Future Command and Control

Dr Simon Ng, DSTO and Dr Donald Lowe, DSTO

Introduction

In the last 30 years, a paradigm shift has taken place that spans fi elds as diverse as physics, 
biology and ecology, economics, medicine and sociology. This has arisen from the ‘discovery’ 
that large systems (such as those that make up the natural world and human societies) often 
exhibit a far richer range of behaviour than can be explained by an analysis of the behaviour 
of its component parts alone. This is the domain of complexity science, which seeks to more 
fully understand and better manipulate such systems.

Military leaders have long struggled to develop approaches to manage the complexity 
associated with large human organisations involved in dynamic interaction with similarly large 
human organisations. Command and control (C2), defi ned by Pigeau and McCann (Fewell & 
Hazen 2003) as ‘the establishment of common intent to achieve coordinated action’, occupies 
the centre of this struggle. Historically, approaches to C2 have depended largely upon 
circumstances, culture and context and, in particular, on the capacity of various elements of 
a force to communicate (van Creveld 1985). The twin elements of structure (usually hierarchy) 
and procedures (doctrine) have been massaged to suit the circumstances and the degree of 
competence of military forces and, to a certain extent, the particular approach to C2 seems 
to be cyclic, with oscillations between more directed control and mission command-based 
approaches. But complexity and the associated phenomena exhibited by complex systems 
(and especially complex adaptive systems) may encourage us to reassess how C2 is exercised, 
and certainly to help us to appreciate it within the framework of a science.

Our understanding of complex systems and complexity science, in general, is still in its 
formative stages. No universally recognised defi nition of what constitutes complex behaviour 
or complex systems is available, but enough consensus exists for meaningful discussion to 
occur. A system is composed of a number of heterogeneous entities interacting dynamically 
through a variety of relationships. A system is considered complex when its global behaviour 
cannot be completely described from an examination of its constituent entities and their 
interactions alone (Axelrod & Cohen 1999).1 Such a system is adaptive when the structure 
and behaviour of the system changes over time in response to changes in its environment 
in a manner that tends to increase its ‘success’. This enables these complex adaptive systems 
(CAS) to be better equipped to thrive and survive, lending them the emergent properties of 
robustness, resilience and agility.

Examples of CAS are ecological systems,2 economic systems, societies and organisations. These 
systems possess properties that make them identifi able as CAS. While dynamic in nature, they 
maintain recognisable structure and behaviour over time. Seemingly paradoxically they can 
also be sensitive to the initial conditions and system history, so that small changes may cause 
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large changes in the evolution of the system over time. They are often nested, with systems 
within systems and patterns appearing at different levels. However, these patterns cannot be 
completely understood by simply analysing the patterns or components at the lower levels. 
In addition, CAS can form organised, dynamic structures without centralised direction.

The purpose of this article is to introduce some of the key ideas of complexity and to explore 
the implications for C2 and the military. The article highlights the fact that the military’s 
experiences over centuries of confl ict have generated a set of practices that are eminently 
suited to dealing with the complexity of warfare. Further to this, the article discusses avenues 
of development of the military art and science that is exposed by complexity science. The 
authors take a phenomenological approach to complexity and C2: What is it that commanders 
experience when they observe and interact with a complex adaptive system? What do these 
phenomena mean for the practice of command and control? What do they mean for the 
broader issue of experience and expertise, training and measurement? This phenomenological 
approach supplements the mechanistic descriptions of complexity, providing a complementary 
view of complexity that is grounded in what complexity ‘feels’ like.

Why are these concepts important to military C2?

Beyerchen (Czerwinski 1998) highlights Clausewitz’s appreciation for the relationship between 
complexity and warfare when he writes ‘in a profoundly unconfused way, (Clausewitz) 
understands that seeking exact analytical solutions does not fi t the nonlinear reality of the 
problems posed by war, and hence that our ability to predict the course and outcome of any 
confl ict is severely limited’. Clausewitz himself identifi ed the consequences of interaction to 
generate insoluble uncertainty, stating that ‘[military action] must expect positive reactions, 
and the process of interaction that results … the very nature of interaction is bound to make 
[calculating such reactions] unpredictable’ (Beyerchen in Czerwinski 1998). Sun Tzu’s opus 
contains the word ‘Art’, speaking to the inherent complexity, uncertainties and absence of 
absolutes in confl ict. Finally, van Creveld in the seminal Command in War (1985), argues that 
‘neither the numerous organisational changes that have taken place since 500 B.C., nor 
the technical advances that were introduced after about 1850, have signifi cantly altered or 
even reduced the quintessential problem facing any command system, that of dealing with 
uncertainty’ (van Creveld 1985). The ‘fog and friction’ of war are aspects and attributes of 
this complexity and, good military commanders have intuitively understood the nature of 
complexity and nonlinearity on the battlefi eld for some time (Beyerchen 1998).3

Complexity appears to be being driven higher in our modern defence systems by a number 
of factors (Axelrod & Cohen 1999; Atkinson & Moffat 2005): 

increasing amount and types of interactions, such as the geometric increase in the • 
amount and movement of information made possible by the information technology 
revolution and advances that enable increased physical mobility and reach;

increasing scale of the system including the greater physical area, the larger number • 
of agents and wider political context of military action; and
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increasing heterogeneity of the systems including the widening roles given to the • 
ADF; more complex environments; the larger number and types of other agents, both 
individuals and groups.

The diversity of entities in the structured network of diverse relationships, as illustrated in 
Figure 1, suggests it would be useful to analyse the ADF using the principles of complexity 
theory.

Understanding the ADF using the science of complexity is a multifaceted undertaking. The 
ADF can view itself as a collection of CAS interacting to form the ADF, as a CAS in its own 
right interacting with its environment (which can be constituted by a number of other CAS), 
as a subsystem of a larger CAS; or some combination of the above; the view depends only on 
the understanding trying to be gained.

In other words what constitutes ‘the system’ is very much contextual: that is, it depends on 
where you draw the boundaries. In this article, the model under discussion consists of two 
basic parts: the ADF as the system and its environment (Figure 2). For the ADF, the external 
environment consists of government and non-government organisations and groups, foreign 
military and non-military forces, the physical environment and so on. Each of these external 
systems impacts on Defence, and in turn, Defence attempts to infl uence these external 
environments through the application of everything from military diplomacy to lethal force. 

Figure 1: Some relationships on the modern battlefi eld (Dekker 2005, pers. comm.).
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If the ADF is viewed as a CAS in its own right, it is seen to be composed of a number of entities 
(personnel and equipment) that have a variety of relationships (authority-based, informal, 
information transfer etc.). While the exact state of the organisation can never be predicted, it 
does have a generally stable structure and mostly predictable behaviour (both being different 
types of patterns), that arises from doctrine, training and culture. The organisation adapts 
over time, attuning its structure and processes to the environment in which it fi nds itself.4 
Not only this, but different internal organisational components (Services, groups, individuals 
etc.) have the same attributes described above and thus can be characterised as CAS in their 
own right. Externally, the view is similar. Other groups of people, including coalition partners, 
Australian government agencies, non-government agencies, international organisations, 
civilian populations and terrorists, have the attributes of complex adaptive systems. As shown 
in Figure 2, one subsystem of the ADF is the C2 system. It is composed of all of the physical, 
informational and cognitive elements and interactions which comprise the system that exists 
to dynamically manage and direct the behaviour of the ADF.

As has been previously noted (Henderson in Stern & Stalk 1998; Ryan & Grisogono 2004), a key 
distinction between viewing an organisation (such as the ADF) as a CAS and the classic CAS 
that is an ecological system, is that the former is purposefully designed, consciously controlled 
and perhaps has more specifi c objectives to achieve beyond (and even instead of) its own 
continuing existence. This introduces further richness to the description as it (the ADF) is not 
simply reactive to the changing environment nor simply reliant on randomly generating internal 
variety to hedge against the changing environment. Instead, it can additionally anticipate the 
future and more importantly shape the future. It does this by developing systems and strategies 
to meet likely futures and hedge against the uncertainty of the future, as well as conducting 
actions in the present to create a desirable future for itself. It can, in effect, accelerate its own 
evolution, beyond the normal drivers of its environment and have some infl uence on the shape 
of the future environment. Henderson viewed this as ‘strategic competition’, to contrast it 
with ‘natural evolution’ (Stern & Stalk 1998).

Figure 2: The ADF system and its environment.
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CAS thinking is central to two modern military concepts closely connected to C2: Network 
Centric Warfare (NCW) and Effects-Based Operations (EBO). Both of these involve systems 
and systems-of-systems that have the building blocks and properties of CAS. NCW relies on 
understanding how the increased fl ow of information between different components within a 
force can improve effectiveness. At the heart of EBO is the requirement to understand yourself, 
the adversaries, and other players as interacting systems and devise the most useful actions 
to produce the desired outcomes. Thus, for the ADF to make these concepts operational and 
useful for C2, an understanding and application of CAS thinking is important.

What are the relevant CAS concepts?

The current understanding of CAS identifi es a number of concepts and issues of interest to 
future C2. While some of these could be deduced from other disciplines—such as strategic 
thinking, management science, organisational behaviour and military analysis—these 
commonalities simply emphasise the applicability of the study of CAS to military affairs.

Perhaps the most basic description of a CAS is that it consists of a number of heterogeneous 
entities and relationships that dynamically interact. One key feature of these relationships is 
that they are nonlinear, that is, a given input may produce anything from a disproportionately 
large effect to no effect at all and this may change over time.5 Another feature is that many 
of these relationships combine to form feedback loops, which means that a single cause will 
produce effects that propagate and return to impact the original causation in some way.

Holland defi nes a framework that outlines seven key properties and/or mechanisms of complex 
adaptive systems as part of his work on genetic algorithms (Holland 1995): aggregation, building 
blocks, diversity, nonlinearity, tagging, fl ows and internal models. This means of characterising 
CAS has been particularly useful for computer simulation of evolutionary systems. Axelrod and 
Cohen extend on the themes of Holland with a focus on organisational systems as complex 
adaptive systems. They are particularly concerned with three key processes in CAS—variation, 
interaction and selection—which they regard as ‘interlocking sets of concepts that can generate 
productive actions in a world that cannot be fully understood’ (Axelrod & Cohen 1999).

What we are interested in are the resultant features of CAS that practitioners must deal 
with: the effects of complexity—essentially the phenomenology—rather than the underlying 
mechanisms that may produce them. This is not a better view, simply a different view focused 
upon behaviours of principal concern to the practitioner. We are interested in articulating 
and discussing what the military commander actually sees and providing a lens with which 
to comprehend it.

Characteristic features of complex systems

We argue that there are three key phenomena of complex systems: continual Change, persistent 
Patterns and irreducible Uncertainty. These concepts are, to a degree, interrelated, but they 
are treated distinctly for the purposes of clarity.
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First, CAS experience continual Change. They are dynamic, evolving systems. Both the 
components and their interactions change over time, usually resulting in quite different 
observable patterns. Even when patterns and situations may be recognisable and seem to be 
repeated, they are never quite the same as before. For example, the insurgency in Iraq has 
ebbed and fl owed and taken different forms over the history of the US campaign.

In CAS, change tends to be manifested in adaptation, which may be gradual or rapid, but rarely 
constant. It occurs in response to the constant interaction of the system with its environment, 
resulting in the system becoming ‘fi tter’ in the context of its environment and it relies on the 
combined actions of positive and negative feedback. More rapid change is possible where a 
system contains more ‘noise’—that is, where a system has greater degrees of inherent internal 
variety (via random or structured processes), which allows a system to evolve to external 
pressures more readily (De Wolf & Holvoet 2005). Adaptation is a result of selection processes 
that favour new structures and processes over old (Axelrod & Cohen 1999). For example, the 
tactics of the Iraqi insurgency have continually modifi ed as some become less effective and 
newly discovered ones are seen to have greater success.

Change in CAS can be sensitive to the particular state of the system and its history and context. 
This means that small differences in input can result in large differences in outcome over 
time. In other words, CAS can be characterised by the existence of leverage points that may 
be accessed to economically change the state of the system. These are viewed most clearly in 
turning points (and potential ones) of history. The reported strategic strike on Saddam Hussein 
early in the Iraq campaign can be viewed as an attempt to exploit this property of CAS.

While ‘noise’ in CAS increases the system’s access to variety it will mostly not have any lasting 
impact upon the system as a whole unless there is external pressure to change. However, when 
considered in combination with the previous point of ‘sensitivity to initial conditions’, it can be 
seen to have far-reaching effects as occasionally a single event below the threshold of awareness 
of most players, can grow and expand to cause the system to evolve in a completely different 
direction from what most observers expect. This change in direction may not be noticeable 
before it is too late to signifi cantly infl uence it and the original cause may be obscure for 
quite a time and may never be truly known or understood. By their very nature these events 
may occur without remark, but the origin and early development of some social and political 
movements (such as Al Qaeda) can be examples of this process.

Secondly, CAS exhibit persistent Patterns in structure, behaviour or properties. These are 
observable and identifi able lasting states where the system displays long-range coherence of 
some form that is seen globally (i.e. at the system level rather than at the level of individual 
components).

A special feature of patterns in CAS is that of self-organisation. These systems may organise 
themselves without any external direction or imposed structure (even though they may have 
this appearance). That is, parts of the system may spontaneously achieve coordination through 
the local interactions of agents (in other words, a ‘bottom-up’ fl ow of effects) and without any 
top-down management of the agents and their behaviour. This often results in the observation 
and identifi cation of hierarchies and nested structures. The nature of self-organised patterns 
is such that they are relatively resilient and robust: stable to small perturbations because they 
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have an inherent internal redundancy derived from distributed control within the system and 
adaptable to larger perturbations (introduced from an external source), at least partly because 
of ‘noise’ (variety) that allows them to slip from one state to another (Heylighen 2001).

This phenomenon tends to occur when the system is not in equilibrium, with continuous input 
of energy or information from the external environment. The nature of terrorist cells exhibit 
this characteristic where, metaphorically speaking, its ‘energy’ is derived continuously from 
the shared perception of the ‘oppression of the West and the inevitability of confl ict with it’ 
and the ability now of this organisation to maintain itself through further recruitment and 
indoctrination in the face of losses.

Self-organisation has implications for military commanders. For example, ‘Cutting off the head’ 
works when attempting to disable or disrupt centralised military systems (such as the Iraqi 
military under Saddam Hussein), where the system function is directed by an external control; 
in self-organised systems (such as the Al Qaeda), however, eliminating the ‘head’ will probably 
have less effect, because the cells operate autonomously. As noted by Barabási:

Because of its distributed self-organised topology, Al Qaeda is so scattered and self-sustaining 
that even the elimination of Osama bin Laden and his closest deputies might not eradicate the 
threat they created. It is a web without a true spider (2002, p. 223).

A sister concept of self-organisation is Emergence. Emergent properties are system-level 
properties that arise from interactions at the local level.6 They only exist at the system level, 
and have no correlate at the level of the individual parts. In other words, the performance of 
the system is more than the sum of the agents’ individual behaviour. An oft-cited example is 
that of culture. An Iraqi insurgent belongs to a particular culture (a part of, but distinct from, 
the wider Islamic and Iraqi cultures), but does not possess it as an individual. In other words, 
culture is an attribute of the collective, but not of any particular person, and is only meaningful 
when talking about a group of people.

The concepts of emergence and self-organisation are often confl ated. Self-organisation may, 
but does not necessarily, lead to an emergent property, and emergent properties need not 
necessarily be the result of self-organisation, but may merely be a property of the collective 
(De Wolf & Holvoet 2005). 

The third feature is that of Uncertainty. Uncertainty is a fundamental, characteristic property 
of CAS and while it can vary in size depending upon the information, state and the attribute 
of interest of the system, it can never be reduced to zero. Poincaré identifi es three sources 
of uncertainty: a statistically random phenomenon (‘noise’ mentioned previously); the 
amplifi cation of a microcause (sensitivity to history); and a function of our analytical blindness 
(limits of human knowledge). The fi rst of these can be mostly managed through statistical 
methods. The latter two are at the foundations of CAS and inherent in its nature, that is, they 
cannot be resolved due to the fi nite nature of human beings.

Classically, Clausewitz has already espoused these ideas in his concept of fog (the limits of 
human knowledge) and friction (the ‘heat and noise’ generated by the confl ict) and Beyerchen 
(1992) has already commented on Clausewitz’s apparent understanding of the nonlinearity of 
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warfare (sensitivity to history). The diffi culties encountered by the campaign in Iraq exemplify 
the challenges in obtaining full knowledge and comprehension of a system and how uncertainty 
is the cause of problems and a root driver of strategies. The main point for military practitioners 
is ultimately the acceptance of irreducible uncertainty and a point beyond which there are 
signifi cant diminishing returns (and sometimes even negative consequences) in attempting 
to gather and process further information.

These uncertainties have received renewed attention in the latest ‘addition’ to the military 
art, EBO, (Lowe & Ng 2004): (1) One can never have perfect current knowledge of the system, 
(2) One can never have perfect knowledge of the dynamics (and thus the future state/s) of 
the system and (3) One can never perform intervention on the system to produce perfectly 
predictable behaviour.

These phenomena exist in both complicated as well as complex systems, but the key idea is 
the unique way in which they manifest themselves in the latter. Table 1 attempts to summarise 
these differences.
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s Change

A state that is dynamic and evolves over time, but is 
predictable and linear (inputs result in commensurate 
outputs; changes in the whole are proportional to changes 
in the sum of the parts)

Patterns
Observed behaviours or structures that are global and that 
endure over time, arising from directed, external inputs or 
design

Uncertainty

Limited knowledge of the current and future states of a 
system arising from noise and measurement error, and 
resolvable by statistical methods and more accurate 
measurement
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Change

A dynamic state of a system characterised by periods 
of relative stability, and periods of unpredictable and 
sometimes rapid dynamics, incorporating adaptation and 
evolution

Patterns
(Emergence and

self-organisation)

Emergence: a property or attribute that exists at the 
systemic level, but that does not exist at the level of the 
components that constitute the system 
Self-organisation: the spontaneous arising of structure and 
cooperation within a system without any global direction 

(irreducible) 
Uncertainty

Limited knowledge of the current and future states of a 
system arising from sensitivity to history and context and 
the limits of our capacity to know

Table 1: Summary of phenomenological characteristics of complex and complicated 
systems.
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What are the military C2 implications?

Some of the main consequences that follow from the application of the CAS concepts 
introduced in the preceding section will now be presented. Any discussion of CAS concepts 
and the implications is diffi cult because of the strong interdependencies between them. While 
the following implications are divided into sections, it should be noted that there is a strong 
connection and overlap between many of them.

Variety:Focusing on options and not on solutions

Natural systems (species, ecologies) have processes that possess inherent randomness, 
which generates variety. The most successful of these variations is selected via the fi lters of 
survival and competition and thus lends the system some level of resilience and robustness to 
damage and environmental changes. Without variety, it is diffi cult for these sorts of systems 
to respond to changes in the environment, because they have no ‘alternatives’ from which 
to select. In general, variety in these natural systems results from inherent ‘noise’, such as 
random mutations, genetic crossover and so on.

Unlike natural systems, organisations can be purposefully designed to have a degree of variety 
within their processes and structure. This helps the organisation to both hedge against 
likely (or even unlikely) futures and to foster innovation. This ‘purposeful variety’ allows the 
organisation to be robust under changing circumstances, which is important given the change 
and uncertainty phenomena discussed earlier.

Variety in organisations can be achieved in a number of ways. Three are of particular interest 
here, because they immediately relate to the issue of command and control: the coexistence 
of multiple C2 channels (both formal and informal); the move towards planning in breadth; 
and the promotion of ‘divergent’ experiences and thinking.

Informal decision-making networks of relationships have proven to be important in providing 
responsive C2 in the face of changes in the tactical, operational and strategic environment 
(Cause 2004). A recent study by DSTO has indicated that the Regional Assistance Mission 
in the Solomon Islands (RAMSI) was facilitated in signifi cant part by informal relationships 
that existed between various commanders both in and out of theatre. A study of commercial 
organisations highlights the foundational role of informal leadership networks in supporting 
formal organisational hierarchies (Gobillot 2007), and the importance of maintaining a broad 
range of relationships rather than a single point of call model. This network of relationships 
contains within it the inherent variety in structure that means that, when one route for decision 
making and command is ineffective, another can be allowed to grow. Informal networks must be 
oriented: the context fostering these networks must be such that they serve the organisation’s 
goals and not the goals of individuals within the organisation.

Planning in breadth is an important method of building variety into Defence’s conception 
of how it will act to achieve its goals. Military commanders at all levels have long had an 
understanding of the limitations of operational planning as epitomised by Helmuth von Moltke 
who is famously associated with the quote, ‘No plan survives contact with the enemy’.7 And 
yet the current joint military appreciation process generally reduces to a consideration of 
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three alternative courses of action, with the general consequence that one is chosen and 
implemented, or that some synthesis of two or more of the three is used. Contingencies 
form an important part of this planning process, but the inherent irreducible uncertainty of a 
complex environment and the dynamics of that environment’s change make it diffi cult (if not 
impossible) to predict the likely robustness of any plan. In response, planning should take as 
broad a view as is conceivable while shortening its timeframes (see Figure 3) and should, as we 
shall see, be prepared to sense and respond to changing conditions (that may render a given 
plan irrelevant). Each contingency needs to have very effective stopping functions i.e. ‘under 
what conditions has the external system deviated from a state in which the current plan still 
makes sense’? As experienced military thinkers have realised, this makes ‘being there’ and 
‘experience in the art’ critical to adjusting actions. In some sense, this reinforces the notion 
that the process of planning is more important than the plan, placing an emphasis on variety 
of participation and breadth of consideration.

Figure 3: The relationship between degree of complexity and planning depth and breadth.
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Divergent experiences—through a diverse range of specialisations or interpretations within the 
organisation—can, if managed well, also mean more potential sources of innovation (similar 
things and thinking will give rise to a limited number of innovations). The lesson for any 
command structure is to ensure that the individuals who occupy it are of suffi cient diversity 
that any innovative behaviour has an opportunity to be tested and, if found useful, adopted 
by the organisation.

One of the consequences of introducing variety to a system is that it generally renders the 
system suboptimal in its environment (since it is likely that some, if not all the variations, are 
not currently maximised in their fi tness within the environment). In other words, the system 
uses resources to generate diversity rather than maximise immediate effi ciency.

Uncertainty: Simultaneous learning about and shaping of a system

Central to complexity is the irreducible uncertainty. Embracing this, by adjusting where 
necessary the mindset and processes of command and control, is the fi rst step in dealing 
with and taking advantage of complexity in the environment. Perfect control is unattainable, 
because the capacity to predict the future is diminished by the complexity of the environment 
and by the complexity of the Defence Force in operations. Although an unfolding scenario 
may look familiar, one needs to be careful in prejudging the situation based solely on past 
experience. Furthermore, the same stratagems may not produce the same effects because of 
the history dependence of complex systems.

The hope of being able to analytically determine the perfect intervention or course of action is 
false. Emphasis should be placed on methods of command and control that embrace uncertainty, 
including the concepts of probe-sense-respond and targeted interventions.

Complex systems do not generally behave randomly or chaotically; they normally exhibit 
structured behaviour and dynamics (patterns) in which perturbations applied to the system 
can result in no change or varying degrees of evolutionary change. While complex systems 
cannot be controlled, they can be infl uenced through a strategy of continual monitoring, 
feedback and readjustment; in other words, through the application of force and a constant 
fi ne tuning of that application in response to the effects that force has on the patterns of 
behaviour. This cycle of probe-sense-respond8 is important because it improves our understanding 
of the parameters that govern system behaviour and therefore the degree and resolution of 
infl uence that we can exert on that system. The probe-sense-respond concept is captured 
in the Cynefi n Framework (Kurtz & Snowden 2003) as a means for interacting with complex 
adaptive systems. Importantly, the probe-sense-respond model shows considerable promise 
in enabling decision makers to intervene appropriately in C2 and associated organisational 
systems, and is being used in a growing body of activity in Defence9 (Bergin et al. 2005 amongst 
others). This process of adapting plans as the war continues calls for an approach to planning 
consistent with ‘diverse appreciation’—a continual, interactive appraisal of how the security 
environment is evolving (Scholz & Lambert 2005).

Targeted intervention is possible because of the inherent structural heterogeneity and 
characteristic nonlinear interactions in CAS: some nodes and links have a stronger infl uence 
on the system than others by virtue of more or stronger interactions, or by virtue of occupying 
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a point in one or more feedback loops within the system. This gives rise to the concepts of 
Leverage Points, Centres of Gravity, and the well-known heuristic, the 80/20 rule10—all well 
established practices and concepts within Defence. Consider the following comparison of 
decision speed with decision quality. Traditionally, decision speed (the cycle through the 
Observe-Orient-Decide-Act (OODA) loop) is considered to be critical to maintaining control of the 
situation, and this is true when the outcomes of any intervention on the system are completely 
predictable. But when acting on a CAS, a series of fast decisions that are poor in quality (that 
is, that do not act on leverage points) may well produce a worse outcome than fewer or slower 
decisions of higher quality (that act on leverage points).11 That is, the current assumption that 
operating inside the enemy’s OODA loop is critical may not necessarily be true.

The concepts of probe-sense-respond and targeted interventions are relevant to interacting 
with adversarial military systems, but also with friendly and neutral systems. They also hint at 
an alternative way of managing and operating your own C2 system: instead of relying on strong 
control, choose the appropriate balance of control and infl uence. For example, in developing 
a new C2 design, it may be more effective to identify the levers that shape behaviour within 
the system and use those to shape the evolution of the system until it settles into a suitable 
design. Consider the case of the US Air and Space Operations Centre (Norman 2004), where 
a fundamental inability to control such a large and complex system favours the application of 
‘selective pressure’ to guide the system towards a desirable outcome rather than imposition 
of a detailed design. The same principles could be applied to ADF structure and facilities, such 
as the Headquarters Joint Operations Command (HQJOC) and any subordinate headquarters, 
which should be monitored periodically to measure their continuing effectiveness and changed 
if this effectiveness is in decline.12 Finally, sense-probe-respond and targeted interventions 
need appropriate metrics and methods of measurement, and a focus on patterns.

Patterns and cognition: The decision maker as the focus of the system

A recurring theme in the discussion has been the signifi cance of patterns. Patterns are a 
consequence of self-organisation, emergence and directed processes and structures within a 
system. In Defence, patterns of interaction are determined by the C2 structure, doctrine and 
other forms of selective pressure. Comprehending patterns is not necessarily easy. A fi rst step 
is in developing techniques that specifi cally represent a holistic view: Warden’s ring model 
(Warden 1996) and systems dynamics approaches (Coyle 1996a & b; Coyle 1985). The use of 
alternative forms of description of systems that focus on large-scale behaviours and dynamics 
rather than details is central to Czerwinski’s (1998) thesis on complexity in warfare. He discusses 
the value of metaphors, systems dynamics methods (including simple infl uence models) and 
abstract simulations as methods for supporting decision making in an environment that is 
irreducible and unpredictable.

It is clear that the decision maker plays a central role in this process. Where a system is 
predictable, rules can be codifi ed for how to act to control that system, but in a complex 
environment, C2 relies on less quantifi able and less explicit methods of ‘understanding’, placing 
renewed emphasis on the tacit knowledge that commanders have developed over years of 
experience. Those with the appropriate knowledge are best able to discern patterns and to 
respond appropriately to them, suggesting that authority and responsibility for decision making 
should be connected, if possible, to expertise and only secondarily to organisational structure.13 
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In many cases, the appropriate sense-making and decision-making skills may reside in groups 
rather than individuals, further pushing the model away from a focus on organisational locus. 
The supporting system for C2 needs to be able to bring the right people to the problem, 
suggesting the need to support informal and transient networks and collaborative environments 
(issues that have already been raised, but that need emphasising again here).

Along with a C2 system that brings expertise to bear, individuals must be equipped with suitable 
knowledge and the right cognitive skills to make decisions and perform actions appropriately 
within that system. The nature of modern confl ict extends beyond the purely military and 
into the realms of the economic and socio-political. Actions in any one domain will result in a 
complicated set of interactions into others. This broadens the issue of context that applies to the 
decision maker, and thus broadens the experiential set the decision maker needs to have access 
to and the organisational locations from which the decision maker needs to be drawn.

A balance in decision-making methods between analytical/rules-based processes (such as 
decision trees or checklists) and experiential/intuitive methods is required. Training in the 
command and control environment should focus on expanding and refi ning relevant experience 
and on building high level cognitive skills (especially in the area of situational assessment), 
which has been demonstrated to improve decision making in complex, dynamic and uncertain 
environments (Klein 2002). The process of posting commanders into different organisational 
settings, and even into different organisations as liaison offi cers, provides one means for 
expanding experience and building informal networks of relationships that can prove critical 
for dealing with the complicated domain space of modern military operations. However, a 
broader examination of educational approaches should consider the tools needed to support 
some of the approaches mentioned in previous discussion.

Agility: Develop adaptable people and organisations

Continuous change means people, structures and processes need to be able to adapt 
appropriately. Organisations can be built on the basis of individuals with a simple but effective 
set of rules and the ability to communicate and adapt those rules to suit circumstances (Axelrod 
& Cohen 1998). Previous discussion has already highlighted a number of mechanisms—
including planning in breadth, probe-sense-respond, diverse experiences and training and 
holistic methods of representation—that will improve the adaptability of Defence.

Organisational rigidity can reduce the effectiveness of any C2 where the environment is 
dynamic. Rather than attempting to address this by fi nding the perfect C2 structure, CAS 
ideas promote the use of individual initiative through informal networks as part of our C2 
culture and not just as a tolerated ‘work-around’, with the RAMSI benefi ting from just such 
a use of informal networks (Cause et al. 2005). Other measures for improving organisational 
agility—fl exible command, selection for success—exist to varying degrees within Defence 
and should be built on.

Flexible command is the fi rst step towards an agile C2 system. Development of the mission 
command (MC) concept was driven by the need to operate complex forces over a dispersed 
operational theatre in circumstances that were inherently unpredictable. Mission command 
emphasises command over control. It facilitates a fl exible response from the C2 system, 
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although possibly at the risk of the ‘strategic corporal’ effect and a loss of unity of action. 
Distance command (mission command’s antithesis) provides much higher degrees of unity 
of action, but at the cost of fl exibility under uncertain circumstances. Both have their 
strengths, the former dealing with external dynamics and the latter controlling uncertainty 
within the organisation. An agile organisation needs to be able to use the method that suits 
its immediate needs—that is, it must be able to adapt its command arrangements fl exibly. 
The Australian Air Operations Centre (AOC) provides a perfect illustration of this balance. 
It uses a stable set of operators for running day-to-day operations, but maintains the 
potential to accommodate specialist operators for specifi c and more complex circumstances 
(Drinkwater, R. 2005, pers. comm.). Several authors have also proposed a broadening of the 
concept of MC to provide greater organisational responsiveness (Atkinson & Moffat 2005; 
Scholz & Lambert 2005). The HQJOC facility at Bungendore is planned to provide fl exibility 
of the physical space to permit different organisational confi gurations to be achieved that 
best support a fl exible C2 system (Appleton, P. 2005, pers. comm.); extending this to the 
virtual spaces and the procedural spaces might be considered.

Taking the notion of fl exible command and control systems further, self-synchronisation—
one of the foundational concepts underlying NCW—promises a future in which force 
elements self-organise in a manner akin to what we see today in insurgency networks. 
However, the implementation of such a concept has proved challenging, not least because 
of the underlying cultural changes it requires.14 Nevertheless, the CAS properties of self-
organisation and emergence provide some basis for believing that it may be possible.15 
The goal would ultimately be that C2 structures may be formed, not through top-down 
control, but by permitting personnel to self-organise into a functioning system. This is 
an approach where resources can be effi ciently allocated and functioning processes can 
be established from a diverse collection of people and equipment without a detailed 
initial design. This would have ramifi cations for the entire ADF C2 structure and facilities, 
including HQJOC. One area of investigation important for enabling self-organising systems 
will be establishing the set of fundamental tactical rules to govern that self-organisation: 
what rules do we need to get local agents synchronising to achieve positive operational 
and strategic outcomes without any directive control?

Examples of self-organising C2 systems do exist. For instance, at the beginning of the 
second Gulf War the Coalition needed to revise the establishment of the Air Operations 
Centre (AOC) to control the impending air campaign. The US and allies initially provided 
personnel but, instead of following a detailed plan for how the centre would be established, 
individuals organised themselves into a working organisation. At the end of the process, 
the Air Component Commander removed people from the AOC who were not adding 
value to the process, shedding approximately 15–20 per cent of the personnel originally 
assigned (Osley, K. 2005, pers. comm.).

A signifi cant enabler of adaptation is the propagation of successful strategies between 
units—selection for success. Defence has always emphasised incorporating lessons from 
previous operations into doctrine to guide new operations. This ‘propagation’ of strategies 
is an important mechanism for system adaptation. Increasing the speed and accuracy 
with which this is done will signifi cantly improve the quality of decisions made by 
commanders in a changing environment. Propagation can be effective if a vibrant trusted 
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community of interest exists across the Defence environment, supported by effective 
means for sharing lessons as they are learned (Atkinson & Moffat 2005; Axelrod & Cohen 
1999). However, the system needs to maintain enough scepticism to not immediately 
adopt new strategies. If propagation of new strategies occurs too fast, variety is lost, 
and this undermines the ability of the system to adapt when the environment changes 
once more. But selection of the best strategies is not easy, making the identifi cation of 
metrics critical.

Measures: Metrics and monitoring

The ability to measure and monitor the system is essential to the adoption of CAS principles. 
The system behaviour, evolving patterns and intervention consequences are all aspects of 
critical interest. Recognising the impossibility of collecting and processing all information, 
the identifi cation of key indicators (both lead and lag) of these properties and principal 
system drivers are of paramount importance. The constant validation and updating of system 
models (both internal and explicit) with new information will be required to provide the 
necessary level of confi dence in understanding and action. These metrics and measures will 
need to be appropriate for the time cycles of different system patterns and intervention 
approaches adopted.

If adopting an adaptive C2 system, all personnel will need to have confi dence in the effi cacy 
of the different, and perhaps changeable, decision-making and planning processes and lines 
of authority and responsibility. Complexity theory offers a range of tools and techniques to 
monitor the state of a CAS for course-of-action analysis. Such tools include network analysis 
and agent-based modelling and simulation (including simulation of social factors.16) Various 
metrics such as attrition/information entropies and fractal dimensions are already studied 
measures of effectiveness. However, CAS metrics for C2 systems is a fi eld still undergoing 
theoretical development. Increased computing power offers the promise of real-time 
monitoring of the effectiveness of a military C2 system with human-in-the-loop decision-
making processes (for example in a Joint Command Centre in a future HQJOC) so as to guide 
and infl uence the system with a view to achieving favourable emergent structure in a shifting 
dynamical environment.17 Implicit in this is the development of CAS tools and applications to 
test concepts in experimentation prior to implementation and to analyse unfolding operations 
and, perhaps, suggest suitable courses of action.

Conclusion

As indicated here and by other authors, complexity science is illuminating both past practices 
and new possible avenues of development for command and control. This will continue as the 
understanding of complexity science itself continues to grow and change. While contending 
that the human mind has developed and co-evolved to deal with the complexity of the natural 
and constructed worlds and associated confl ict, this article argues that the seemingly rapid 
(perhaps geometric) rise in complexity of the environment requires the use of the insights 
and principles of the new science of complexity.
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NOTES

  1. Complex is often confused with Complicated. A complex system and a complicated system both 
have a large number of interacting parts. However, the overall behaviour of a complicated system 
is the predictable sum total of the behaviour of the individual components (e.g. an aircraft). This 
is not the case for a complex system (e.g. an organisation).

  2. Ecological systems are the classic CAS. They have a multitude of organisms (entities) that interact 
in a variety of ways (relationships), including predator–prey, mating, cooperation and competition. 
While individual organisms die, species and particular ecosystems survive and persist over time.

  3. In turn, the science of complexity may reveal the underlying basis of these intuitive truths.

  4. While the ADF has the basic components to be a CAS, the design follows a predominantly top-
down approach that constructs a formal ADF structure and processes to minimise sensitivity to 
disturbances and maintain the structure and functions of the ADF.

  5. In linear systems, output is always directly proportional to input.

  6. Interactions can be cooperative or competitive. Consequently, emergent properties may be the 
consequence of tensions within the system, rather than unity of action or purpose.

  7. A somewhat pithier version of the original translation: ‘No operations plan will ever extend 
with any sort of certainty beyond the fi rst encounter with the hostile main force.’ (Tsouras 
1992, p. 323).

  8. This can be compared to the OODA loop, which tends to be interpreted with fi rst observing and 
then acting (despite the fact that Boyd considered the activities in the OODA loop to be both 
cyclical and with other feedback loops).

  9. In 2006, the Australian Army published Adaptive Campaigning – the Land Force Response to Complex 
Warfi ghting (Australian Army 2006) which promotes a similar construct, Act–Sense–Decide–Adapt 
(ASDA).

10. The 80/20 rule (also known as the ‘Pareto Principle’ and the ‘Law of the Vital Few’ and associated 
with ‘The Law of Diminishing Returns’) is a well-known heuristic that manifests itself in the 
popular literature as a number of statements: ‘a minority of causes give rise to the majority of the 
effects’, ‘80% of the outcome is produced by 20% of the inputs’ and as ‘the fi rst 80% of a project 
takes 20% of the total time’.

11. This is in line with a famous quote attributed to Napoleon: ‘Never interrupt your enemy when he 
is making a mistake.’

12. Implicit in this discussion is that the organisation has the mechanisms that enable this change to 
occur.

13. Ideally, the two should correspond where possible, as is typically the case for purely military 
problems, but this will not always be the case where the military implications of a decision are 
only part of the broader range of issues that need to be considered.

14. In addition, the rules of engagement and legal accountability in warfare have implications and 
impose constraints on this concept.
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15. While related, these two concepts are different. See De Wolf and Holvoet (2005) for a 
discussion.

16. See the Journal of Artifi cial Societies and Social Simulation, available at: <http://jasss.soc.surrey.
ac.uk/JASSS.html>.

17. Associated with this goal is the determination of the parameters that characterise C2 systems. 
This is the aim of the NATO SAS-050 Panel on ‘Exploring New Command and Control Concepts 
and Capabilities’ of which Dr Anne-Marie Grisogono of DSTO is a participant.
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An Analysis of the Command and Control 
Arrangements in Two Recent Operations
Dr Mark Burnett, DSTO, Air Commodore Bill Henman, OAM, RAAF and 
Brigadier Andy Sims, Australian Army

Introduction

The current defi nition of command and control (C2) for the Australian Defence Force (ADF) is 
‘Command and control is the system that empowers designated commanders to exercise lawful 
authority and direction over assigned forces for the accomplishment of missions and tasks’. 
(Commonwealth of Australia, 2001). Command and control are seen as separate but mutually 
reinforcing constructs (Wilson 2005) with command defi ned as ‘the creative expression of 
human will necessary to accomplish the mission’ and control as ‘those structures and processes 
devised by command to enable it and to manage risk’ (Pigeau & McCann 1999).

Major General Jim Molan, Air-Vice Marshal Kerry Clarke and Major General Richard Wilson 
over the period 2003–2005 reviewed the ADF higher C2 arrangements and recommended the 
formation of a new integrated, joint headquarters, Headquarters Joint Operations Command 
(HQJOC) (Wilson 2005). This is due to come into full operation in a purpose-built HQ near 
Bungendore in 2008.

This article takes a look behind the scenes of two recent ADF operations undertaken before the 
introduction of the recommendations of the Wilson Review to analyse the C2 arrangements 
from an operational perspective. An abstract C2 model is used to shed light on how the C2 
engagements worked, and also to help identify the characteristics needed for appropriate 
ADF C2 modelling approaches.

The article has four objectives:

To outline the C2 arrangements in two recent and diverse operations—one • 
humanitarian assistance in Pakistan, the other offensive air support in Iraq as part of 
Operation Falconer.

To present in this outline the views of the deployed commander with respect to these • 
arrangements.

To analyse command and control issues from the perspective of an abstract C2 • 
model.

To identify the necessary aspects of a framework designed to represent the critical • 
aspects of C2 in ADF operations.

The focus is on C2 as it is actually practised and understood by the deployed task forces rather 
than the immediate or deliberate planning that led to the deployment, or the monitoring of 
the operation from Headquarters in Australia.  
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The next two sections outline and summarise the two operations under consideration. Following 
this, the C2 arrangements are discussed in terms of abstract C2 models from Alberts and Hayes 
(Alberts 2006). Data is gathered for these models via questionnaires on C2 issues for the two 
operations, with answers provided by the deployed commander1 in each case. These are the 
co-authors on this article Group Captain Henman (now Air Commodore) for Joint Task Force (JTF) 
633.3 and Colonel (now Brigadier) Sims for Pakistan Assist. Using the models as a mechanism 
for inspecting the command and control environment, the subsequent section outlines the 
fi ndings from this analysis. Finally the discussion is broadened to look at the insights gained 
by this exercise and to suggest a way ahead for future C2 analysis and studies.

JTF 633.4 in Operation Falconer

In February 2003 about 250 airmen and women and support crews deployed with a squadron 
of 14 F/A-18 Royal Australian Air Force Hornet fi ghter aircraft.2 The task force JTF 633.4 also 
included:

About 150 personnel deployed with three RAAF C130 Hercules transport aircraft.• 

About 150 personnel deployed with two P-3C Orion maritime patrol aircraft.• 

An Air Forward Command Element of about 70 personnel responsible for coordinating • 
air operations with coalition partners and providing national control of RAAF 
assets.

JTF 632 in Operation Pakistan Assist

Operation Pakistan Assist was the ADF contribution to the whole-of-government operation to 
provide assistance to victims of the Pakistan earthquakes.3 The ADF provided medical based 
humanitarian aid to the Pakistani Government through the provision of short-term medical 
assistance to earthquake victims. The team comprised about 140 personnel, including a 
command element, aviation detachment, logistics and communications.

The immediate aim of the relief effort was to provide medical assistance to the people in the 
Dhanni area, about 20km north-east of Muzaffarabad on the Pakistan side of the Kashmir Line 
of Control.

Under the command of Colonel Andy Sims, the ADF Primary Health Care Teams provided a 
critical medical capability in a time of extreme need. They performed more than 9,500 medical 
treatments and at least 4,000 immunisations, enabling surviving residents to begin the long 
process of restoring their lives. A particular highlight for the ADF personnel was the delivery of 
fi ve babies during this time.

An Australian Army Black Hawk helicopter detachment from Army’s 5th Aviation Regiment based 
in Townsville enabled medical assistance to remote regional villages in rugged terrain with limited 
road access. These helicopters performed 74 life-saving aero-medical evacuations. Much of their 
work was done in trying conditions, often subject to sub-zero temperatures.4
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JTF 633.4 C2 arrangements – Operation Falconer

Figure 1 shows the C2 arrangements for JTF 633.4. This JTF reported to Australian National 
Headquarters Middle East Area of Operations (ASNHQ-MEAO) specifi cally Brigadier McNarn who 
in turn reported to CDF General Cosgrove and the government via the Strategic Operations 
Division (SOD). Headquarters Australian Theatre (HQAST) was left to facilitate administrative 
and logistical support, while SOD facilitated the fl ow of operational tasks and command 
considerations between Brigadier McNarn, CDF and the Ministers’ Offi ces. The type and 
intensity of this operation made this C2 arrangement tenable. So with relatively low intensity 
and low numbers of ADF personnel and assets to manage, HQAST could be bypassed for most 
C2 purposes.

For the US air campaign over Iraq the situation was quite different. With hundreds (sometimes 
thousands) of sorties every day it was not possible or practical to get sign off from the most 
senior commanders—that had to be handled at the US Combined Air Operations Centre (CAOC) 
at Prince Sultan base in Saudi Arabia.

The rather complex C2 arrangements evident in the diagram are streamlined in the integrated 
HQJOC framework (Wilson 2005) with many of the coordination activities that were conducted 
by the now defunct Strategic Operations Division being taken on by the new HQJOC. The 
integration of some of the functions of the component command HQs into HQJOC also removes 
a link in the command and control chain.

Figure 1: C2 arrangements for JTF 633.4.
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In JTF 633.4 the Australian Hornets were assigned to the 379 Air Expeditionary Wing, 
commanded by a US brigadier (CDR 4th Tactical Fighter Wing). But as Australian forces they 
could only take commands from Australian commanders, so the US had control (mediated by 
ADF Liaison Offi cers) but not command of the ADF forces. This led to separate lines for command 
and control as explained in the following paragraphs (see Figure 2).

The Control Line

Air Tasking Orders (ATOs) were developed at the CAOC. Some of these were assigned to 
Hornets in JTF 633.4. ADF liaison staff, headed by Group Captain (now Air-Vice Marshal) 
Brown at the CAOC, checked whether these tasks followed Australian Rules of Engagement 
(ROE), Australian targeting guidance and were within national intent. They were then passed 
to Australian commanders.

Once Australian missions were cleared and included in an ATO the squadron received it in 
the same manner as the other Coalition units throughout the Area of Operations—usually 
around midnight. Neither Group Captain Henman, Group Captain Brown nor Brigadier McNarn 
scrutinised the published ATO unless squadron planners (the aircrew that distilled the Australian  
mission details out from the 2,000+ other mission details in any one ATO) queried their 
mission or specifi c details within that tasked mission.

Figure 2: Separation of Command and Control for JTF 633.4.
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The Command Line

Group Captain Henman as Commander JTF 633.4 liaised with Group Captain Brown in the CAOC 
regarding broad issues in the ATO related to the probable and possible nature of tasked Hornet 
operations. However rarely was there a detailed discussion on individual ATOs. Group Captain 
Brown’s primary task at the CAOC was to infl uence the nature of planned missions for Australian 
Hornets. He and his staff ensured at the planning and tasking phase that the missions would 
be acceptable to CDF and the Australian Government. Aircrew then conducted the missions in 
accordance with national ROE guidelines and directed levels of acceptable risk. Group Captain 
Brown would liaise directly with Brigadier McNarn (ASNHQ-MEAO) on matters of broad detail 
in relation to Hornet operations, but not specifi cally on the nature of each individual ATO. It 
is considered unlikely that Brigadier McNarn ever studied one in detail. It was Group Captain 
Brown’s job to ensure that the ATOs tasked Australian Hornets in accordance with national 
direction (not Brigadier McNarn, although as CDR JTF he was ultimately responsible). Group 
Captain Henman’s primary task was to ensure that Australian Hornets were able to conduct 
these missions at the 379th Air Expeditionary Wing. When conducting the mission the pilots 
had the fi nal decision on the legality of their targets.

There were incidents where ADF pilots refused to attack targets (Walker 2003). This indicates 
that although command and control was largely centralised, decision making, at least as it 
related to the legitimacy of targets, was devolved down to the pilots.

Integration with the CAOC

The US CAOC has only been recognised in its current form since the mid 1990s. It typifi es the 
need to centralise control of all elements required to conduct an air campaign into a single 
command and control entity. In support of the overall commander’s campaign plan, the CAOC 
makes decisions based on legality, intelligence, priority, designated targets, coordination with 
other forces and lethal effects to then task all fl ying platforms via the ATO. Its two primary 
functions are to: 

coordinate and de-confl ict air power in the battlespace via deliberate planning processes and to 
conduct effective immediate targeting—often time sensitive in nature—when a target needs to 
be actioned within the 72 hour deliberate ATO planning and tasking cycle.

Given that Operation Falconer was the fi rst Australian fi ghter deployment and operation in 
a war zone since the Korean War 50 years before, the high level of interoperability with the 
CAOC displayed by the JTF indicates that the command and control arrangements across the 
international coalition worked well.5

JTF 632 C2 arrangements – Pakistan Assist

Figure 3 shows the C2 arrangements for JTF 632.

The diagram indicates a relatively simple C2 chain. However the Command line which went 
through Land Command and thence to HQJOC was tenuous. Communication technology 
was adequate, but the fl ow of information such as the Concept of Operations (CONOPS) and 
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Situation Reports (SITREPs) from the JTF to Land Component Command (LCC) was not always 
reciprocated by directions from above.

The control of the operation was largely in the hands of the commander at the deployed 
level with good support from land logistics. An example of this was the decision to swap an 
Australian Black Hawk for a US Chinook (CH-47/9) to provide airlift. This was essential to get 
supplies to the base at Dhanni, and was largely based on an agreement between Colonel Sims 
and the US commander who had control of US Army elements assigned to the task force.

Outside the area of operations there was a lack of visibility of the operation—being so far 
from Australia and so inaccessible meant no media coverage, no (or few) visits by Australian 
Government offi cials or senior commanders. This meant that JTF 632 could be left well alone 
to deal with things without media involvement or senior commander oversight.

Figure 4 shows a view of command and control as distinct concepts for JTF 632. The control 
line largely related to requests for logistics support for the operation, while the command 
line involved major decision making through the chain of command.

Figure 3: C2 Arrangements for JTF 632.
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Despite the pressure on the CO, the operation was successful. With a large degree of autonomy 
and limited monitoring from above the commander was free to innovate and explore solutions 
for unforseen circumstances. The arrangement to provide heavy airlift described above is one 
such example.

Analysis of C2 arrangements 

Alberts and Hayes (Alberts 2006) identify three key factors which act as the dimensions of a 
C2 Approach. These are:

• allocation of decision rights;

• patterns of interaction among the actors; and

• distribution of information.

This is shown in Figure 5. In their formulation Alberts and Hayes view these as primary 
controllable variables, with values dependent on the C2 approach taken to a given situation.

An ‘edge organisation’ and a ‘classic C2’ organisation are shown in this diagram and represent 
opposite ends of a spectrum in organisation design and management. 

The edge concept is described in Alberts and Hayes (2003) and relates to the ability of a 
networked force to rapidly synchronise its actions and increase agility and responsiveness in 
command and control. The goal is to have an approach to C2 that exploits the connectivity 

Figure 4: Separation of Command and Control for JTF 632.
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across a force to push knowledge and power to the peripheries where, it is assumed, contact 
with an operational environment occurs. In this vision, authority and responsibility are pushed 
to lower levels of the military organisation and command and control become ‘unbundled’ 
(Albert & Hayes 2003, p. 5). This unbundling was particularly noted in the Air Combat Support 
operation (JTF 633.4) under consideration here (see JTF 633.4 C2 arrangements). In passing 
it is interesting to note that, as discussed in subsequent sections, JTF 633.4 is an example of 
relatively centralised command and control structures and involved the use of processes such 
as Air Tasking Orders. Alberts and Hayes, (2003, p. 21) discuss ATOs in the context of ‘cyclic’ 
C26—an example of classic or centralised C2. Hence it is surprising to fi nd ‘edge’ concepts 
such as separated lines for command and control in JTF 633.4, though, as noted later, many 
facets of C2 can co-exist in one operation.

In the context of Figure 5 ‘classic C2’ is taken to represent highly centralised command 
exercised through a hierarchical military organisation. It should be recognised as an abstraction 
and unlikely to be found in practice for the ADF particularly in light of the ADF’s increasing 
acquisition of network-enabled capability and its integration into the maritime, land, air and 
joint force domains (Commonwealth of Australia 2007, p. 22).

Alberts and Hayes (2006) also put forward a problem space to which the C2 approach in Figure 
5 must be applied or to which it pertains, see Figure 6. Here the areas labelled ‘21st century 
mission’ and ‘Cold War’ peg out the space; an example of the former is a mission in which 
peacekeeping and humanitarian assistance exists alongside confl ict with loosely federated 

Figure 5: Alberts and Hayes C2 Approach Space (Alberts, 2006, p. 75).
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insurgent forces, and is contrasted with the relatively well known orders of battle, doctrine 
and tactics associated with both sides in the Cold War.

The Problem Space is defi ned by the three dimensions (which may not be orthogonal or 
totally independent):

• rate of change (static versus dynamic);

• degree of familiarity (known versus unknown); and

• strength of information position (informed versus uninformed).

These dimensions attempt to capture the nature of the operational environment in terms of 
the operational tempo, the capability for understanding the adversary/environment to gain 
situation awareness, and the ability to access necessary information. These are viewed as 
uncontrolled or independent variables.

A questionnaire was used as the means of profi ling the two operations against these models. 
Each of the sections of C2 Approach and Problem Space contained a number of questions 
designed to elicit information relating to where along the appropriate axis each mission lay. 
For example with respect to decision rights the fi rst question is shown below.

To what extent was a higher echelon commander or higher HQ involved in decision making on 
tactical level tasking at the deployed/tactical level?

Figure 6: Alberts and Hayes Problem Space (Alberts 2006, p. 77).
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JTF 632 – Pakistan Assist

C2 Approach Space

The summary of the C2 Approach questionnaire results for JTF 632 is shown in Table 1. Figure 
7 plots the data against the C2 Approach axes of Alberts and Hayes. 

Table 1: Summary of Results for C2 Approach for Pakistan Assist.

Devolution of Decision Rights Patterns of Interaction
Distribution of 
Information

10/10 2/10 8/10

The results indicate strong devolution of decision rights and relatively open distribution of 
information, not unexpected results given the nature of the operation (humanitarian assistance) 
and the degree of autonomy the commander enjoyed. The tightly constrained Patterns of 
Interaction resulted from the fact that communication was largely with Land Command, with no 
contacts with other components or higher elements in the command chain such as HQJOC.

Figure 7: Graphical representation of results for C2 approach for Pakistan Assist.
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Problem Space

The summary of the Problem Space questionnaire results for JTF 632 is shown in Table 2. 
Figure 8 plots the data against the C2 Problem Space axes of Alberts and Hayes.

The results indicate a problem space for the operation characterised by quite low levels of 
familiarity for the forces dealing with the situation, a relatively weak information position and 
relatively low rates of change of physical locations, threats or mission intent.

The analysis indicates that JTF 632 had many of the attributes of an ‘edge’ organisation. With 
the benefi t of hindsight the success of the mission in the diffi cult and uncertain circumstances 
encountered at the ‘edge’ can be partially attributed to the need to function independently 

Rate of Change Degree of Familiarity
Strength of Infor-
mation Position

3/10 2.5/10 5/10

Table 2: Summary of Results for Problem Space for Pakistan Assist.

Figure 8: Graphical representation of results for problem space for Pakistan Assist.
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from higher command. The small deployed command team quickly progressed through the 
‘forming, storming, norming and performing’ cycle of team development (Smith & Tuckman 
2005) to be rapidly able to carry out their tasks and mission.

Crucial to the success of the mission was the informal agreement with a US commander to 
swap an Australian Black Hawk for a US Chinook (CH-47/9) to provide airlift. This was essential 
to get supplies to the base at Dhanni but wasn’t explicitly agreed by higher command. This is 
an example of decision devolution described in the Ubiquitous Command and Control concept 
(Lambert & Scholz 2006).

Due to it being largely a single agency (the ADF) Operation Pakistan Assist had fewer of the 
complicating factors related to cultural differences that often accompany humanitarian relief 
missions.7 Additionally, JTF 632 had an activity orientation concerned with accomplishing a task 
in the most practical and effi cient manner, and this matched well to the somewhat uncertain 
C2 arrangements and intermittent direction from higher command.

JTF 633.4 – Operation Falconer

The summary of the C2 Approach Space questionnaire results for JTF 633.4 is shown in Table 
3. Figure 9 plots the data against the C2 Approach space axes of Alberts and Hayes.

C2 Approach

The questionnaire results for Patterns of Interaction showed strong elements of both formal 
and informal interactions. Formal directives, for example, related to legal consequences and 
ROE, were accompanied by the use of informal networks based on personal connections and 
relationships to gain situation awareness and help cut through red tape. Hence the overall 
score of 5/10 is misleading—it is an average of two networks operating concurrently.

Similarly with Distribution of Information the results were strongly bi-modal. For instance the 
question that asked ‘To what extent were staff in a position to make a judgment about the 
information they needed?’ brought very different answers depending on how sensitive the 
information was—some was close-hold, a lot was lower level and lower classifi cation.

The results for Devolution of Decision Rights showed less variation, although, as discussed 
in a previous section, pilots had ultimate decision rights on whether or not to attack targets 
designated in the ATO.8

Devolution of Decision Rights Patterns of Interaction
Distribution of 
Information

1/10 5/10 5/10

Table 3: Summary of Results for C2 Approach for JTF 633.4 in Operation Falconer.
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While the overall analysis indicates a C2 approach somewhere between ‘classic’ and ‘edge’ a 
better characterisation is of two quite different approaches working together in concert. The 
dominant centralised command and control arrangements were accompanied by much looser 
interactions, varied networks and devolved decision making.

C2 Problem Space JTF633.4

Rate of Change Degree of Familiarity
Strength of Infor-
mation Position

2.5/10 7.5/10 5/10

Table 4: Summary of Results for Problem Space for JTF 633.4.

The summary of the Problem Space questionnaire results for JTF 633.4 is shown in Table 4. 
Figure 10 plots the data against the C2 Problem Space axes of Alberts and Hayes.

The results indicate a situation of relatively high degrees of familiarity and low levels of change 
in which centralised decision making was appropriate for many activities.

Figure 9: Graphical Representation of Results for C2 Approach for JTF 633.4.
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Discussion 

The models of Alberts and Hayes attempt to characterise the C2 arrangements for an operation. 
One application of these models is to use the C2 Problem Space to inform approaches to C2. 
An approach to this sees an estimate made of the Problem Space for an operation during the 
planning phase. Using a linear correlation between the two models this estimate is used to 
characterise a C2 approach for the operation in terms of the axes of the C2 Approach Space 
diagram. This in turn relates to C2 arrangements to support the operation and potential areas 
of vulnerability with respect to operational C2.

For the operations under consideration in this article it appears that there is a correlation 
between the two models of C2 Approach and Problem Space. For JTF 633.4 this is particularly 
pronounced for the ‘formal’ part of the operation, and there is also a relationship apparent 
for the Army-led JTF 632.

The data gathered also indicate that the models have some utility in understanding the 
arrangements in a post-hoc sense. However they do not represent many of the other factors 
that go towards success or failure of a mission, including the morale of the forces, their 
equipment, training, relevant experiences, degree of professional mastery shown, and so on. 
In addition the models do not appear to help with viewing command and control as separate 
(though inter-related) concepts.

Figure 10: Graphical Representation of Results for C2 Problem Space for JTF 633.4.

Strength of Information posstatic

strong weak

dynamic

classic C2

Strength of Information poshigh
Fa

m
ili

ar
ity

strong weak

low

classic C2

edge organisationedge organisation

static

R
at

e 
of

 C
ha

ng
e

Familiarity

high low

dynamic

classic C2

edge organisation

JTF 633.4 in Operation 
Falconer

R
at

e 
of

 C
ha

ng
e

3-d 
representation



89

If one accepts that the utility of a model is in successfully representing only those parts of the 
environment that are pertinent to the issues under consideration, then as part of the bigger 
concern of the utility of these models, the issue of what is being modelled also needs to be 
addressed. This relates to the requisite scope of the model and has challenged C2 modellers 
in the past in coming up with succinct analyses.9

The following example shows, from a modelling or analysis perspective, the complexity 
typical in many operations and the diffi culty in bounding the study of C2 arrangements. 
For the International Force in East Timor (INTERFET) in 1999 the C2 arrangements made 
by the task force commander General Cosgrove resulted in a highly regarded example of a 
successful multinational operation exhibiting cohesion and unity of purpose. In this regard 
the strong working relationship between the Australian, New Zealand, United Kingdom and 
American elements of the force, fostered by a similar culture and honed by previous joint 
training, operations and exercises, provided a good basis for cooperative functioning and 
interoperability. The canny decision by General Cosgrove to appoint the Thai national command 
element commander (General Songkitti Jaggabatara) to be his deputy commander also helped 
to mesh the national elements into a whole.

A military HQ is a complex human enterprise and many of the elements of this enterprise such 
as trust, culture, leadership and individual and collective knowledge are not represented in the 
C2 models discussed in this article. Mathieson et al. (Mathieson 2005) conducted a study into 
C2 modelling and operational analysis seeking to address the question ‘How much is enough’ 
when it comes to modelling socio-technical problems. The short answer is ‘many different 
elements are needed’ and these are drawn from across the social, cognitive, organisational and 
information domains. For instance team formation is one such element—the ability to quickly 
form and re-form effective command teams is an enabler of C2 agility of the type needed when 
the context surrounding a mission changes—but this is not represented in the models.

The greatest source of adaptivity to varying and challenging operational environments remains 
the commander and his or her staff and force elements. In attempting to model the adaptive 
human agent the Balanced Command Envelope (BCE) of Pigeau and McCann (2002) provides 
an approach that describes those human attributes essential for command in the context of 
three command dimensions: competency, authority and responsibility. ‘We posit that the level 
of competency, authority and responsibility held by individuals in command should ideally lie 
within a Balanced Command Envelope, a volume within the command space that balances the 
attributes in the three dimensions’.

In this formulation command capability is held in tension by the three elements of the envelope 
in such a way that an excess or defi ciency in one area over the others decreases the total 
capability, the ideal being balanced and high values along each axis. The BCE applies to all 
military personnel, from lowest to highest, who are in the position of commander, and opens up 
a modelling paradigm for many different types of operations including those at the ‘edge’.

Possibly the most important missing factor in all of this modelling of command and control is 
the political dimension, which for recent (Timor and beyond) ADF operations is all important. 
To paraphrase Major General Molan: ‘C2 is rarely decided by the operational and military needs 
of the mission alone’. This dimension is the context that surrounds both the development of 
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military options for government review, the detailed planning that leads to force assignment 
and the execution of the operation. It relates to what level of risk for military personnel and 
materiel the government is prepared to countenance and what appears to constitute success 
(and failure)—both in national and international terms—for military involvement.

In this regard the air combat support operation JTF 633.4 was much more highly politicised 
than the humanitarian assistance operation JTF 632. In consequence the oversight by the CDF 
and senior government ministers was much greater for JTF 633.4 than for JTF 632.

Given the tensions apparent in command and control for both of these relatively small and 
largely single-Service operations, the challenges in a medium-level confl ict involving much 
larger numbers of forces from each Service should not be underestimated.

Conclusion

While each situation is different and may throw up a variety of command challenges, the analysis 
here suggests that the skill and competence of ADF commanders across the Services provides 
for largely effective command and control arrangements for the ADF. Structural changes and 
the move towards an integrated HQJOC may make these arrangements increasingly effi cient.

In the two operations under consideration, the analysis indicated that there were elements 
of a number of different approaches to C2, with both centralised and decentralised command 
and control evident along with a variety of approaches to the devolution of decision making. 
The Army-led operation had more of the characteristics of an ‘edge’ organisation compared 
to the air offensive support mission, a characteristic expected to be common across the ADF 
spectrum of operations.

Further analysis of military operations is necessary to build on the real potential of successfully 
analysing command and control arrangements for the ADF.

The abstract models of Albert and Hayes provide some descriptive utility in analysing C2 
arrangements but do not seem comprehensive enough to provide a complete modelling 
framework for C2. Improvements to the C2 models discussed here need to take more account 
of the human and his or her ability to adapt to unforseen circumstances. An embellishment of 
Alberts and Hayes’ models with the Balanced Command Envelope promises to be useful. There 
is also a need to consider the political context surrounding the use of military force. This may 
further enhance our understanding of the complex fi eld of command and control.
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NOTES
  1. The names and roles of the commanders mentioned in this article are publicly available; see for 

example <http://www.defence.gov.au/media/DepartmentalTpl.cfm?CurrentId=4265>.

  2. Strictly speaking this deployment was part of Operation Bastille, the precursor to Operation 
Falconer.

  3. The earthquake occurred on 8 October 2005. As of 8 November 2005, the Government of Pakistan 
offi cial death toll was 73,276, while offi cials say nearly 1,400 people died in Indian-occupied 
Kashmir and fourteen people in Afghanistan. Source:Wikipedia.

  4. The quoted sections are from media releases from the Minister of Defence, see <http://www.
minister.defence.gov.au/index.cfm>.

  5. The US recognised the outstanding service in Iraq during Operation Falconer of Group Captain Bill 
Henman. CAF Air Marshal Angus Houston recently presented Group Captain Henman with the US 
Bronze Star., a signifi cant US award.

  6. Where orders are issued on the basis of a regular schedule from a central command.

  7. Cultural differences can result in different approaches to risk assessment, uncertainty management, 
and activity orientation [REF] and this can disrupt situational awareness, decision making, 
coordination, and communication in multinational coalitions.

  8. Though not on what targets to attack.

  9. For example, the NATO Code of Best Practice for C2 Assessment (published by CCRP, revised 2002) 
runs to 325 pages.
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Modelling of Dynamic Targeting to Prosecute Time 
Sensitive Targets in the Air Operations Centre

Dr Edward H. S. Lo, DSTO and Dr T. Andrew Au, DSTO

Introduction

Command and control (C2) is an essential part of all military operations and activities. It is 
the means by which a commander recognises what to achieve and the means to ensure that 
appropriate actions are taken. C2 helps the commander achieve organised engagements with 
the enemy through the coordinated use of military personnel, platforms, and information. 
However, war is a poorly understood phenomenon characterised by one complex system 
interacting with another in a fi ercely competitive way. In order to effectively control such a 
dynamic and complex environment, commanders need at their disposal a C2 system that can 
capture the battlespace dynamics and be capable of reacting and undertaking actions that 
produce desired effects. Through planning (whether immediate or deliberate), the commander 
determines the aims and objectives of the operation, develops concepts of operation, allocates 
resources, and provides for necessary coordination. 

The term, ‘fog of war’ is used to describe the level of ambiguity in situational awareness in 
military operations. Good C2 aims to reduce uncertainty so that the commander can decide 
on an appropriate course of action to positively shape the campaign. One may break through 
the fog of war by acquiring more knowledge of the situation, but it takes time to gain and 
process information. Unfortunately, any C2 system also needs to be fast, at least faster than 
the adversary’s OODA loop.1 The resulting tension between coping with uncertainty and time 
constraints presents a fundamental challenge of C2.2

An essential element of a C2 system is its organisation of people working to achieve the 
commander’s intent through formal processes, networks, and the application of sensors, and 
weapons systems.3 C2 staff gather information, make decisions, take action, communicate, 
and cooperate with one another in the accomplishment of a common goal. Not surprisingly, 
a C2 system sometimes fails to respond to clear opportunities because the people lack the 
coordinating abilities required to manage resources effectively and effi ciently.4 The cognitive 
and cooperative skills of such a C2 organisation prosecuting the mission could ultimately 
determine the success or failure of military operations.5

Importance of dynamic targeting to prosecute time-sensitive targets

An Air Operations Centre (AOC) is a facility for conducting, planning and executing theatre-wide 
air power through centralised control and decentralised execution.6 The use of the dynamic 
targeting process to prosecute time-sensitive targets (TSTs) is an important function of the 
AOC. A time-sensitive target (TST) is a lucrative, fl eeting, land or sea target of such high priority 
to friendly forces that the commander designates it as requiring immediate response. Recent 
confl icts in Iraq, Kosovo, and Afghanistan,7 as well as recent terrorist incidents, have highlighted 
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the importance of dynamic targeting. Using the dynamic targeting process to prosecute time-
sensitive targets has only recently been recognised as a valuable and distinct combat goal. It 
is also expected that the prosecution and destruction of fl eeting targets involving weapons 
of mass destruction will become extremely important in the near future.8

Attacking non-urgent fi xed targets or specifi ed areas is a routine undertaking in traditional air 
command and control. The processes used to attack fi xed targets have limited applicability 
against dynamic targets. TSTs are targets prosecuted outside of a given day’s pre-planned 
targets in the Air Tasking Order (ATO).9 To prosecute a TST, it is necessary to fi nd and identify 
mobile assets, as well as to employ force quickly and attack an emerging target before the 
opportunity passes. Even though the dynamic targeting process was purposely designed to 
engage time-sensitive targets, in some cases, there is often not enough time between detection 
of a target and its possible engagement and execution.10

Understanding human workload in the kill chain

Execution of the dynamic targeting process is a challenging problem for AOC staff due to the 
volume of data that needs to be processed under time-critical conditions. It requires timely 
information fl ow from many disparate sources, effective coordination among operators 
within the AOC, and clear communications between different agencies and platforms. An 
inherent delay in engaging dynamic targets is the human element in the decision process. It is 
possible that those operators responsible for executing dynamic targets could simply become 
overwhelmed. Due to the time sensitive nature of TSTs, delays in engaging in the dynamic 
targeting process and tasking airborne assets may result in missed opportunities.

This article seeks to explain the dynamic targeting process while simultaneously considering 
the infl uence that human factors have on overall performance. A simulation and analysis tool, 
known as C3TRACE, enables us to represent the effect of human workload on the dynamic 
targeting process. The aim of our analysis is to validate a predictive capacity to answer 
questions about the human element in command and control associated with dynamic 
targeting, namely:

Can staff complete required tasks in a timely manner?• 

Can tasks be reallocated to improve effi ciency?• 

Is staff workload and utilisation at an acceptable level?• 

The advantage of modelling and simulation is that it allows us to analyse the process in ways 
not possible by only observing the process, and it allows for simulated experimentation before 
committing to actual on fl oor evaluations. Through our engagement with the AOC, a classifi ed 
model of the dynamic targeting process was built and populated with operational data. We 
verifi ed and validated this model through the assistance of subject matter experts, and used 
it to study the limits and bottlenecks in the dynamic targeting process. In this article, we 
discuss this work at the unclassifi ed level against simulation results based on a model built 
from fi ctitious data and publicly available information on dynamic targeting.
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Targeting in the Air Operations Centre

The AOC is manned by a dedicated group of specialists. When the AOC is force assigned to a 
Joint Task Force (JTF), it is headed by the Joint Force Air Component Commander (JFACC).11 In 
the AOC the commander’s strategic direction is translated into discrete actions against targets.12 
Targeting is a central function of the AOC and is the process for selecting and prioritising 
targets and matching appropriate actions to those targets to produce desired effects.13

Two forms of targeting are used in the AOC. The deliberate targeting process (supported by 
the air tasking cycle) spans multiple days and is useful against fi xed targets like buildings and 
infrastructure. The dynamic targeting process takes place within the air tasking cycle (during 
the Execution Planning and Force Execution phase) and is used to prosecute dynamic targets. 
The highest priority dynamic targets are TSTs, requiring immediate response with our focus 
being the use of the dynamic targeting process to engage TSTs. While the focus of this article 
is on dynamic targeting, it is necessary for the process to be described in the context of the 
air tasking cycle.

Deliberate targeting through the air tasking cycle

The air tasking cycle is a systematic process used in the AOC to conduct deliberate targeting. 
It consists of the six phases shown in Figure 1, which involve planning and tasking, followed 
by force execution and is completed by the operational assessment phase. Typically the air 
tasking cycle is a four-day process from strategy development up to the end of the force 
execution phase (shown in Figure 2) such that three days are devoted to planning and tasking 

Figure 1: Phases of the air tasking cycle.14
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with one day of execution. Multiple air tasking cycles can be scheduled one day apart to allow 
for daily force execution.15

The air tasking cycle is the process that translates the commander’s intent into actions against 
targets through a process that embraces mission command. Two important aspects of the 
commander’s intent are the establishment of objectives (goals that direct military operations) 
and clear guidance to defi ne constraints on both objectives and permissible actions. The intent 
informs strategy development that is used to decide on the desired effects together with the 
military orders (actions) consisting of the best available means to achieve the stated objectives. 
Individual sorties developed in a specifi c air tasking cycle are synchronised, coordinated and 
integrated into a product known as the Air Tasking Order (ATO).

The ATO defi nes the actions during the execution phase and is the basis for the monitoring 
of execution and the assessment of results from sortie action.16 Centralised control under 
the authority of the JFACC is performed by the Combat Operations Division (COD) in the 
AOC. Operators in the COD have the responsibility to ensure that air assets are orchestrated 
to maximum effect. They supervise ATO execution through the monitoring of actions and 
making recommendation of alternate courses of action when necessary. Operators in the COD 
maintain situational awareness of both friendly and enemy forces to give the commander a 
clear picture of the overall operational progress.

Combat units are responsible for the decentralised execution of the ATO. As shown in Figure 
2, the execution phase of the air tasking cycle occurs over a 24-hour period. Combat units 
receive a copy of the ATO 12 hours before the start of execution to allow for the necessary 
preparation for the day’s sorties. Execution is the phase during which targets are prosecuted 
and direct effects created.17

Figure 2: AOC battle rhythm with multiple ATOs.18
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The assessment phase involves battle damage assessment that updates the AOC with a report 
on the outcomes of targeting.

Dynamic targeting

Whilst an air tasking cycle spanning multiple days is suitable for prosecuting fi xed targets, 
it is unsuitable for those targets requiring immediate response, hence a dynamic targeting 
process is required.

The COD coordinates the dynamic targeting process while the air tasking cycle is in its execution 
and assessment stages. The dynamic targeting process provides the command authority with 
a decision to engage a dynamic target using a compressed timeframe and is often called the 
F2T2EA process, highlighting the Find, Fix, Track, Target, Engage and Assess phases involved 
in the procedure.

The COD has an offensive operations team and a defensive operations team, organised, in 
part, around the dynamic targeting process, with most of the activities related to offensive 
operations. The most time-critical functions of the AOC take place in the COD and relate to 
dynamic targeting and the execution of the ATO. The goal of the dynamic targeting process is 
to provide the command authority with a correct decision, even if the decision is not to engage 
the target. It is highly dependent on the situation, available resources, and the commander’s 
specifi c intent. Critically, the need to coordinate the activities with the rest of the campaign 
(execution of the air tasking cycle) demands high workload and considerable time.

The following operator roles form the minimal COD confi guration discussed in this article19:

CCO: Chief of Combat Operations,• 

DTO: Dynamic Targeting Offi cer,• 

SIDO: Senior Intelligence Duty Offi cer,• 

SODO: Senior Offensive Duty Offi cer,• 

SADO/C2DO: Senior Air Defence Offi cer/Command & Control Duty Offi cer (a dual • 
hatted role), and 

Liaison Offi cers:• 

o     BCD: Battlefi eld Coordination Detachment (from Army).

o SOLE: Special Operations Liaison Element (from Special Operations Command).

o NALE: Naval and Amphibious Liaison Element (from Navy).

o MARLO: Marine Liaison Offi cer (from Marine Corps Forces).

The CCO has prime responsibility for monitoring and directing the current air situation with 
assistance from the offensive operations team. Within the offensive operations team, the 
DTO has the key role in the AOC for coordinating the dynamic targeting process. This article 
assumes that only a single DTO performs the entire role of coordinating dynamic targeting.
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The dynamic targeting process has six distinct phases of Find, Fix, Track, Target, Engage and 
Assess (F2T2EA) (see Figure 3). The fi nd phase involves detection of an emergent target that 
fi ts the description of an expected dynamic target. This detection results in an alert received 
by the DTO to proceed in coordinating the decision-making process to determine whether or 
not to prosecute the target. Positive identifi cation of the target is requested by the DTO and 
accomplished by the intelligence cell through the SIDO.20 A track is maintained on the target 
while the desired effect is confi rmed against it.21

The formulation of the desired effect and the targeting solution against the target takes place 
during the target phase of the dynamic targeting process. During this phase, the ATO is searched 
for suitable weapons platforms that can engage the dynamic target and a collateral damage 
estimate performed.22 The mission package is reviewed against the rules of engagement (ROE) 
and then submitted to the CCO or higher level commander for engagement approval.23 This 
target phase is often the lengthiest process due to the large number of requirements that 
must be satisfi ed.24

The engage phase commences once the engagement is ordered by the commander. A 15-line 
brief drafted by the DTO and the C2DO is transmitted to the pilot of the designated weapons 
platform who acknowledges both the receipt of the message and comprehension of its 
contents. This phase concludes once the pilot engages the target. A successful battle damage 
assessment report completes the dynamic targeting (F2T2EA) process.25

Success in dynamic targeting requires timely and accurate decisions. Any delay in the process 
will ultimately affect the outcome of any dynamic targeting endeavour. There is often not 

Figure 3: Phases of the dynamic targeting process.26
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enough time available between detection of a dynamic target and its possible engagement 
and execution. An inherent delay in engaging dynamic targets is the human element of the 
decision-making process. In making decisions, the COD has to consider several important 
factors to make sure that the best possible plan is carried out. Under such time constraints, 
the commander might make errors due simply to the complexity of the environment and/or 
the stress that such a situation generates.

Modelling the dynamic targeting process

To avoid being intrusive by experimenting with the dynamic targeting process during live 
exercises and to avoid the diffi culty of human in-the-loop simulations, we utilised constructive 
simulations and human performance models in our evaluation. In particular, a simulation and 
analysis tool called Command, Control, and Communications: Techniques for the Reliable 
Assessment of Concept Execution (C3TRACE) was used to model human interaction and tasks 
within the dynamic targeting sequence. C3TRACE provides the capability to represent different 
organisational levels, the staff assigned to them, the tasks and functions they perform, and 
the communications patterns within and outside the organisation, all as a function of the 
frequency, criticality, and quality of incoming information. C3TRACE can be used to identify 
communication bottlenecks, workload peaks, and decision-making vulnerabilities so that the 
combined effectiveness of a proposed confi guration can be assessed. The US Army Research 
Laboratory has successfully used C3TRACE to understand how technology affects decision 
quality in an infantry company.27

Three main input categories are required to build a C3TRACE model, the organisational 
structure (i.e. personnel), the functions and tasks that are executed by the personnel (i.e. 
sequencing, decisions, and queues) and the communication events (messages incoming in the 
form of face-to-face, digital, voice, etc.). The output of the model includes operator utilisation 
and performance, decision quality, and workload.

The strength of C3TRACE over many other process modelling tools is its support for integrating 
human operators and its ability to account for the human aspect in a work process. Other tools 
only offer process modelling. The analysis of workload allows one to determine the utilisation 
of operators based on multiple resource theory.28 It assumes that workload is the result of 
several processing resources described by four components: visual, auditory, cognitive, and 
psychomotor (VACP). Tasks performed by a person are broken down into these components. 
Workload according to each component is measured on a scale from 0.0 (no activity) to 7.0 
(maximum activity). The visual and auditory components refer to external stimuli, while 
the cognitive component refers to the level of information processing required, with the 
psychomotor component referring to physical actions. This allows the capture of operator 
activities including: reading, listening to speech, evaluating between options, speaking, writing 
and typing on the keyboard.29

Model development

The dynamic targeting process described in this article was modelled based on publicly 
available information using the operator confi guration with each role in the COD fi lled by a 
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single operator. The process model was generated by capturing the work performed by the 
operators according to the F2T2EA process.30 To illustrate the modelling process, the model 
was populated with fi ctitious timing and probability. In our engagement with the AOC, actual 
operational data was employed in a model that we verifi ed and validated with subject matter 
experts and so maximised confi dence in the model’s predictive capability in assessing the 
dynamic targeting process. The results provided in this article have thus been generated as a 
‘proof of concept’ for future application to the Australian AOC.

To study process throughput, our model of dynamic targeting was subjected to various rates 
of input so that the process was stressed beyond its normal operating conditions. Each run 
involved invoking the F2T2EA process 25 times over a range of different rates, from a low rate 
of emerging TSTs sensed 90 minutes apart to a high rate of targets sensed fi ve minutes apart. 
Results were obtained by averaging ten independent runs over each rate and the resultant 
task timeline analysed according to the output rate of the process.

Results

Figure 4 shows the throughput performance of the modelled dynamic targeting process 
against a range of input rates. An output rate that equals the input rate indicates the process 
is working within its limitations. A lower output rate than the input rate identifi es that the 
dynamic targeting process is stressed and building up backlogs. For the data employed for 

Figure 4: Performance of the dynamic targeting process over a range of input rates (based 
on fi ctitious data).
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this study, the results indicate that the dynamic targeting process works effi ciently when 
the rate of invocation is slower than one TST every 30 minutes. Pushing the process any 
faster simply results in queuing of tasks that cause the delayed prosecution of TSTs. This 
defeats the purpose of dynamic targeting because the process has been designed to enable 
immediate response.

Figure 5 plots the utilisation of operators in the COD in prosecuting TST requests arriving 30 
minutes apart. This is the maximum capacity at which the process can manage to respond to 
incoming requests immediately. Note that the graph only plots the utilisation of operators 
undertaking the dynamic targeting process and doesn’t account for their routine work during 
the execution phase of the air tasking cycle. Clearly the DTO is highly utilised in the modelled 
dynamic targeting process at the indicated input rate. The SIDO is another operator in the 
COD who is substantially utilised in the prosecution of TSTs.

An interesting aspect to examine is utilisation of the DTO over a range of input rates in 
prosecuting TSTs (shown in Figure 6). This fi gure suggests that the utilisation of the DTO is 
highly correlated with the rate of TST inputs. Maximum DTO utilisation is reached when the 
input rate reaches one TST every 30 minutes and 100 per cent utilisation is maintained at 
higher input rates. The correlation of maximum DTO utilisation in Figure 6 with the same input 
rate as performance fall off of the dynamic targeting process (as in Figure 4) would indicate 
that the DTO is a likely cause of the bottleneck in process performance.

Figure 5: Operator utilisation when prosecuting TSTs spaced 30 minutes apart (based on 
fi ctitious data).
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Figure 6: Utilisation of the DTO over a range of input rates for the prosecution of TSTs 
(based on fictitious data).

Figure 7: A segment of workload reports of the DTO during overload (based on fictitious 
data).
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Figure 7 shows a segment of the workload report of the DTO during a highly stressed situation. 
The graphed results indicate that the DTO temporarily required the highest workload levels on 
his/her visual, cognitive, and psychomotor resources. During this specifi c time, total workload 
was close to the highest level. As the model doesn’t capture the actual critical issues faced 
by operators, we are unable to determine if this workload is related to a specifi c critical 
condition. However, we can certainly draw from the results that an extremely high level of 
effort was being expended.

Assessing the impact of dynamic targeting on routine work

Apart from engaging in the dynamic targeting process, operators in the COD are required 
to supervise the execution of the ATO as part of the air tasking cycle (see Figure 2). In this 
section we assess the possible impact of the dynamic targeting process on routine work. For 
the purpose of discussion, we consider that routine work results in the operator utilisation 
values shown in Figure 8. The operators are required to regularly conduct tasks relating to 
the execution phase of the air tasking cycle according to these routine work utilisation values. 
Incorporating their routine work into the model allows us to measure the workload effects that 
the dynamic targeting process has on COD operators who also supervise the ATO execution. 
In our model, tasks relating to dynamic targeting to prosecute TSTs are set to high priority in 
order to emphasise their time sensitivity.

Combining work demand of the air tasking cycle and the dynamic targeting process (at a rate 
of TSTs arriving every 30 minutes), we estimated the overall utilisation of operators in the 

Figure 8: Utilisation of COD operators engaging in routine work.
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COD as shown in Figure 9. Since operator utilisation cannot exceed 100 per cent, outstanding 
routine tasks at low priority remain unprocessed until the operators become available. This 
excess workload is shown in Figure 9 as the second series of data, indicating the percentage 
of the operators’ capacity required to process the backlog. When the rate of the dynamic 
targeting process is TSTs arriving 30 minutes apart, the data shows the SIDO is least able to 
address routine work.

In fact, the slack (the difference between maximum and the routine utilisation recorded) in 
operator utilisation shown in Figure 8 represents the spare capacity to engage in routine 
work. If this capacity is not able to absorb workload relating to the air tasking cycle, any 
accrual of routine work in the backlog will result in delays in ATO execution. Unfortunately 
Figure 8 indicates that the routine work (as modelled) relating to the air tasking cycle is highly 
demanding for the SODO, CCO, MARLO, NALE, SIDO and SADO/C2DO, leaving them little capacity 
to simultaneously engage in tasks relating to both dynamic targeting and air tasking cycle. In 
particular, SIDO has to deal with the longest backlog of routine tasks. Since supervising ATO 
execution is also a time critical activity, such delays may suggest a cause for concern.

Discussion

The increasing prevalence of time-sensitive targeting in recent operations warrants 
improvement in the performance of the dynamic targeting process. Execution of TSTs involves 

Figure 9: Utilisation of COD operators engaging in routine work and the dynamic targeting 
process.



105

a race against the clock. Additional human resources (augmentees) when the rate of emerging 
TSTs increases and developing operator skills could alleviate the bottleneck due to operators’ 
limitation highlighted in a previous section. As the DTO is highly utilised in the dynamic 
targeting process, forming a dynamic targeting cell (DTC) with a team of multiple operators 
performing the functions of the DTO can overcome this limitation. Such a confi guration is 
already used in AOCs elsewhere to overcome the limitations resulting from the overloaded 
DTO in a single operator confi guration.31 The decision of when to use augmentees is mainly 
based on anecdotal evidence resulting from observations and feedback during exercises. 
The direct application of our work is the ability to answer such a question against specifi c 
situations and scenarios.

Ideally the AOC should be manned by a dedicated group of trained professionals. Specialised 
training is important to ensure that operators are able to meet performance targets. Further, 
adequate appropriate training can produce multi-skilled operators in COD functions who are 
capable of taking on different roles to provide relief in overstressed situations.

The decision to prosecute a TST is a critical link in the dynamic targeting process. Numerous 
tedious decision-making cycles are involved that consume valuable time. An effi cient command 
chain is crucial to reducing the cycle time for successful target execution. Depending on the 
nature of TSTs, proper delegation of execution authority as far down the chain of command may 
facilitate more rapid decision making to avoid unnecessary delays and missed opportunities.

As shown in Figure 9, the effort to service the increasing number of TSTs will necessarily 
impinge upon the pre-planned air tasking cycle. We have examined the resultant utilisation 
of operators engaging in both the dynamic targeting process and routine work in supervising 
ATO execution. We have identifi ed those operators who are most at risk of being overloaded 
from a high rate of incoming TSTs. The need to divert time away from routine work in order 
to engage in dynamic targeting is a cause for concern, as supervision of ATO execution is a 
critical function of the AOC. For the AOC to remain effective throughout the air campaign, it 
is necessary for operator workloads to be managed. The risks associated with poor workload 
management include delays to time critical processes, operator fatigue and reduction of work 
quality resulting from a desire by operators to keep to deadlines.

Conclusion

Though C2 is a critical component of the armed forces, establishing clear goals, defi ning 
limitations and providing coordinated engagement, the study of C2 and its effectiveness 
is not straightforward because C2 systems are complex and exhibit behaviour that may be 
unpredictable. Dynamic targeting is an important C2 process in the AOC because it can be used 
to rapidly engage high value targets. This process is subject to a highly dynamic environment 
due to differences and variations in such variables as:

The target to prosecute,• 
Battlespace conditions,• 
Red force capability,• 
Operator workloads in the command centre,• 
Outcomes of decision making, and• 
Order and timing for tasks undertaken.• 
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Executing dynamic targets is inherently diffi cult and complex because the process involves 
geographically distributed assets and personnel. It is essential to develop these resources into 
a harmonious organisation and to lead them to achieve the commander’s intent. The need to 
coordinate actions throughout a theatre of operation is constantly in tension with the need 
to prosecute quickly.

In this article we studied the AOC dynamic targeting process using C3TRACE as a simulation 
and analysis tool. An advantage of C3TRACE is that it integrates limitations of human operators 
with process modelling. Our model has incorporated the human aspect in the work process 
because humans are central to C2 in terms of decision making. Utilising models that include 
human aspects allow us to take human limitations into account. This model was based on 
a confi guration involving only one DTO operator coordinating every TST prosecution. The 
limits of dynamic targeting were found by stress testing the process over a range of rates of 
input. Executing the process beyond its inherent capacity would result in a failure to prosecute 
targets in a timely manner. A study of operator workload indicates the cause of the performance 
bottlenecks correlates strongly with an overloaded DTO in the process.

We also studied the effect of the dynamic process on the workload of COD operators engaging 
in the supervision of ATO execution. An integrated model was developed combining both 
aspects of work demands. In the COD, invoking the dynamic targeting process at a high rate 
draws operator resources away from the work relating to supervising ATO execution. In our 
analysis, the SIDO was shown to be most at risk of not completing routine work in a timely 
manner. Poorly addressing the workload requirements can result in delays to routine work 
and a possible drop in output quality.

While our client engagement has produced a classifi ed, verifi ed and validated model, the model 
in this article was constructed from publicly available information describing the dynamic 
targeting process and populated with fi ctitious data and probabilities. Therefore, the actual 
results of our analysis are for illustrative purposes only. In this respect the aim of this article 
is to describe how modelling and simulation using C3TRACE can reveal insightful information 
about organisational processes using a quantitative approach. The results generated provide 
confi dence in applying C3TRACE modelling and simulation in assessing AOC refi nements 
before committing to actual process evaluations on the operations fl oor. The intention is 
the development of a model based on data captured from observing real processes to assess 
the performance of the Australian AOC. It is the intention to use the model to examine how 
augmentees can assist in improving the performance of the process and determine whether 
changes to the workfl ow of dynamic targeting can improve performance.
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Perceptions of Operations and Command 
from the Battlespace: The Collaboration Space
Dr Leoni Warne, DSTO,  Irena Ali, DSTO, Celina Pascoe, DSTO and Mark Lewis, 
DSTO

Introduction

The Human Dimension Concepts Team (HDCT) from DSTO’s Joint Operations Division (formerly 
Defence Systems Analysis Division) has been investigating the human dimension issues of 
Network Centric Warfare (NCW) and future warfi ghting concepts over the past four years.1 
As part of this research, the team has conducted semi-structured interviews with personnel 
returning from the Middle East Area of Operations (MEAO) between 2003 and 2007. This 
article refl ects, through the voices of the warfi ghters themselves, some of the signifi cant 
issues emerging from this research. Findings on mission command and the devolution of 
command in the battlespace are presented elsewhere in this issue.2 In this article, perceptions 
on working in a coalition environment and the related issues of cultural differences and trust 
are presented, in order to derive some human dimension lessons from the deployment to the 
MEAO and to heighten awareness of these issues for future operations. The primary purpose 
of this article, therefore, is to promote discussion on some of the issues in the collaboration 
space of the modern battlespace.

The Australian concept for NCW is encapsulated in the following quote:

On the surface, Network Centric Warfare (NCW) is a simple concept that involves the linkage of 
engagement systems to sensors through networks and the sharing of information between force 
elements. Consequently, much of the discussion and early development of the concept revolved 
around connecting information systems and creating software applications that allow people to 
use the available data. However, NCW is also based on the idea that information is only useful if 
it allows people to act more effectively: this makes the human dimension fundamental to NCW.

(ADF, 2004, p. v)

The current confl icts in Iraq and Afghanistan provide signifi cant ADF experience of warfare 
fi tting, at least to some extent, the notion of ‘NCW’ or Network Centric Warfare (Warne et al. 
2004). NCW is based on the idea that rapid information transmission allows personnel and units 
to act more effectively through enhanced connectivity, distributed warfi ghting and the linkage 
and interaction of national policy, government agencies and military operations. NCW can, 
therefore, be described as the style of warfare that is potentially possible when combat units 
are robustly connected by information. While this has not yet been fully achieved in the Middle 
East theatre of operations, it certainly has been partially achieved and therefore emerging issues 
can be identifi ed early to optimise future warfi ghting. In Iraq, active deconfl iction and more 
discriminating and economical combat power was deployed as well as far more integration 
of joint capabilities through NCW. It is clear that future warfare will continue to involve even 
more collaboration across Services, across nations, and with civilian agencies.3
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The aim of the interview program was to investigate: how ADF personnel make sense of an 
operational NCW-like environment; how that understanding affects their behaviours; and what 
the implications of this are, with respect to the ADF’s planned transition to a seamless NCW 
force. This research was designed to illuminate all of these issues so they become an integral 
part of concept development for future warfare and part of the Australian NCW Roadmap.4 
However, it should be noted that this research, and the interview data that it is based on, 
was conducted at an unclassifi ed security level, so sensitive operational aspects have not 
been examined. 

Background

The context in which the ADF operates has changed dramatically over the past two decades. 
During this time, the internet has revolutionised communication, globalisation has expanded 
exponentially and transnational terrorism has replaced the Cold War as a major national security 
issue. The battlespace of 20 years ago was easily divided into land, sea, and air components. 
Today, these traditional divisions apply but the requirement for interactions is greater and 
the need for ‘jointness’ is generally taken for granted. As the ongoing Coalition operations in 
Iraq illustrate, the battlespace is now one where the temporal, social and political dimensions 
of war are far more important than ever before. Working with non-traditional allies is fast 
becoming the norm, and it is now increasingly common for the ADF to interface with a 
variety of civilian agencies.5 This brings a new dimension to interoperability. Interoperability 
is generally considered to comprise operational concepts, doctrine, organisation, policies, 
processes, procedures, training, support and logistics as well as the technical interconnectivity 
of military systems. Increasingly, it will also include the need for effective collaboration skills. 
This is the context for future Network Centric Warfare.

In Australia, NCW has moved from a proposed concept of operations to a fundamental driver 
of force modernisation and transformation. This progression has been fuelled not only by 
the maturing of doctrine and conceptual frameworks but also by feedback from defence 
experimentation, exercises and operations. In the ADF’s offi cial articulation of NCW, the human 
dimension was described as follows:

The human dimension is based on professional mastery and mission command, and requires 
high standards of training, education, doctrine, organisation and leadership. This dimension is 
about the way people collaborate to share their awareness of the situation, so that they can fi ght 
more effectively. It requires trust between warfi ghters across different levels, and trust between 
warfi ghters and their supporting agencies. 

(ADF 2004, v)

Together, the human and network dimensions of NCW are assumed to provide a basis upon 
which the operational capability of the ADF will be greatly enhanced. NCW is associated with 
dynamic information transfer, knowledge rich environments and more adaptive command and 
control arrangements. Moreover, the vision of the network-centric force is one of ‘seamlessness’ 
underpinned by high levels of interpersonal and intergroup collaboration.
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In a 2006 article in this journal, McKenna et al. (2006) suggested that:

For Australian NCW a whole-of-nation approach is envisaged where civil telecommunications, 
national assets and information from other government agencies would be made available. This 
Civil Military Cooperation (CIMIC) introduces a further layer of complexity in the human aspects 
of effective collaboration and cooperation across different organisations.

Furthermore ‘the ability to operate effectively in coalition operations is an important 
determinant for developing suitable capabilities and approaches to NCW’ (McKenna et al. 
(2006 pp. 70–71).

The research results in this article are presented to extend understanding of issues of 
interoperability and collaboration.

Research approach

From 2003 to 2007, semi-structured interviews were conducted with personnel who had 
returned from deployment to the Middle East. Some interviewees had also served in East 
Timor, Rwanda, Bosnia, and taken part in the humanitarian relief operation, Sumatra Assist. 
The sample was stratifi ed across ranks (ranging from private (and equivalents) to brigadier 
(and equivalents)), Services and gender. Over 150 interviews, totalling about 200 hours, were 
conducted. During the interviews, questions dealt with a range of the following NCW-related 
issues that were previously identifi ed in the NCW literature:

pre-deployment training and preparation,• 

duties during deployment,• 

decision-making processes, • 

command and control (C2) arrangements and processes,• 

interdependence between Services, nations (or other agencies),• 

information gathering and sharing,• 

communication fl ows and channels,• 

important skills and competencies, and• 

lessons learned.• 

All but six interviews were recorded on either minidisk or tape, with the remaining six 
summarised long-hand. Recorded interviews were transcribed and entered into N’Vivo, a 
computer database for qualitative analysis. Sections of the transcripts that referred to particular 
issues were coded within the N’Vivo database according to previously predetermined categories 
or ‘code terms’. If an emerging issue was not adequately represented by the existing code 
terms, new codes were agreed upon by all members of the Human Dimension Concepts Team 
(HDCT), and added to the database for future coding. The data from the interviews could then 
be examined according to these topics/code terms and consistent trends identifi ed.
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Although each interviewee related their own perceptions and refl ections on the issues outlined 
above, many common themes have emerged and remained constant over the four years that 
interviews have been conducted.

Coalition issues in NCW

In the future, unilateral military activities on the part of the ADF are not considered likely. In 
fact working and collaborating in a coalition for a wide range of operations seems to be the 
norm. Thus ADF operations will almost always be conducted in conjunction with other defence 
forces, para-military forces and/or a variety of civilian agencies. With respect to other defence 
forces, the Australian Department of Defence Future Warfi ghting Concept (2003) states that:

…[Australia’s] approach to NCW will ensure that the ADF can provide the Government with a 
range of military options that can integrate with forces from our closest allied partner, the United 
States. Such interoperability extends beyond systems and technical aspects to include doctrine, 
organisation, support, and training (p. 22).

As the quotation above implies, most work in the area of Australian–US interoperability has 
focused on the technical aspects of weapons systems or information and communication 
technologies. Relatively little has examined the human dimension of interoperability, that is, 
the psychological, social, and organisational factors that serve to underpin (or alternatively, 
undermine) cooperation and collaboration between these groups. Furthermore, since coalitions 
are combinations of individuals, groups, organisations, and/or states, they involve a blend of 
diverse approaches and interests and yet, they need high levels of interoperability and high-
level coordination of command to achieve set goals.

The deployment of ADF personnel to the Middle East as part of a large US-led Coalition provided 
an opportunity to investigate this issue from a qualitative perspective. To that end, participants 
in the interview program described their experiences working in the Coalition. Additionally, 
they spoke of the factors that affected the degree to which this working relationship was an 
effective one. Technology was, of course, a major issue; however, the interviewees went beyond 
this by elaborating on the psychological, social, and organisational issues that became salient 
during their interactions with US military personnel, and other members of the Coalition. For 
example, the following quotes illustrate perceptions of the different approaches to command 
philosophy between the nations:

There’s different philosophies of command … the American philosophy of command … was that 
… there is, no stuff-ups, great attention to detail bordering on micro-management.

… quite often the Japanese – you would tell them to do something and they wouldn’t listen to 
you, or they’d just do their own thing. Just as an example: one of the fi rst trips we did with the 
Japanese we had missed a turn because we were only new into the AO and hadn’t picked up this 
small turn-off and we kept going, and the [Japanese] just turned off and kept going, because they 
knew where they were going, but we didn’t, so they just did their own thing. So I’ve got one 
half of the convoy going that way and two of my own vehicles going the other way … it makes 
it particularly diffi cult to try and gather everyone under control.
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Many interviewees felt that American forces were more conservative in their tendency to 
devolve authority, with the Australians being much less conservative, and the UK forces falling 
somewhere in between. These differing philosophies of C2 were associated with different 
levels of rank authority, a source of considerable tension for some, although these differences 
are not surprising given the relative sizes of the national forces and their varying approaches 
to specialisation:

What bugged me was that they can’t [manage] our rank structure because I was two stripes. To 
them, it meant that I was just like one of them, middle airmen. But I was equivalent to, pretty 
well, the guy that was running the show there, and that was one thing that got me. Yes, we had 
to respect their ranks. We sort of didn’t get much the other way around.

When asked about the factors affecting Australian–US interoperability, the most frequent 
response concerned the critical role played by liaison, exchange, or embedded personnel.6 
The presence of personnel in these roles was vital in many ways, but most importantly in the 
provision of information and the development of situational awareness. For example, many 
interviewees spoke of how ADF personnel embedded in US Headquarters became critical 
nodes in the ADF’s tracking of US plans and activities. As one participant said:

Even if you didn’t know who to go to get the information, you’d email our liaison offi cer … and 
then he would get it for you that day because he was there working with the Americans … part 
of the success was having those liaison offi cers in the right places. Without a doubt.

Likewise, having US personnel embedded in ADF Headquarters paid similar dividends in terms 
of knowledge transfer and interoperability. The following account of the value added of having 
an American offi cer embedded within a RAAF unit illustrates this point:

He knew our system. He knew what we didn’t know about working with an American wing in 
combat. So he was kind of critical to helping the guys through the labyrinth of what’s different 
… the exchange positions are absolutely critical to your interoperability.

Similarly, an Australian Army offi cer spoke of the benefi ts brought about by having US personnel 
working as part of an Australian team:

… our American liaison offi cer, an American Army Captain, was working hand in hand with us all 
day, every day, and he literally became part of the Australian team—it became [these] personal 
relationships that allowed us to get pretty much what we needed.

As the quotations above imply, for some ADF personnel, working with the Americans involved 
a reconceptualisation of the traditional liaison offi cer role beyond the simple functions of 
information gathering and dissemination. Specifi cally, achieving ‘seamless’ interoperability 
necessitated a more sophisticated form of interaction. In describing this, an Army offi cer drew 
a sharp distinction between ‘liaison’ and ‘embedded’ personnel:

Ask the right questions and you would invariably get the right answers, that being the information 
you needed. It proved, I think, the value of having not liaison offi cers, but embedded staff offi cers 
in an international headquarters … the offi cers that go and do those sorts of jobs develop an 
intimate knowledge of the American and British planning processes, the way they execute an 
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operation. And having that knowledge meant that we could integrate directly into their team … 
as opposed to being someone who sat in the back of the offi ce and answered questions.

The value of strategically placing ADF personnel in US Headquarters was obvious to those of 
all Services. For example, a RAN offi cer spoke of how their liaison offi cers provided a means 
to infl uence US plans and activities if it was deemed necessary:

The way we got around that was to put two Australians as liaison offi cers … We had one in 
the Commander’s ship, and then at the next level up in the carrier, we had a liaison offi cer on 
the Admiral’s staff, which meant that we had two entry points into the American command and 
control system that … gave us a chance to put our views across if we didn’t think that they 
were being considered.

One of the most signifi cant challenges facing modern military coalitions concerns the disclosure 
of classifi ed information amongst coalition partners. Clearly, classifi ed information needs to be 
disclosed widely enough, and quickly enough, to ensure that all partners have an appropriate 
level of situational awareness. Yet, when coalitions come to include non-traditional allies, 
‘appropriate’ disclosure can be more about perceptions of risk and trust than the information 
requirements of other groups or nations (Bopping 2004). Participants in the interview program 
spoke about how this issue affected Australian–Coalition interoperability. As expected, they 
observed classifi ed information fl owing more freely amongst traditional than non-traditional 
allies. In the words of one interviewee:

When you got into who got to see what, who got to see the battle rhythm, there were two clubs. 
There was the Australian/British/American club and the others. And it’s a very big problem for 
the Americans when you think about it with regards to disclosure of information because I think 
there’s something like over 40 countries at Central Command.

While some personnel may have believed that the ADF were part of the ‘inner-circle’, the 
majority of those interviewed were less than impressed with the timeliness of their access to 
classifi ed information from their US counterparts. Yet, the extent to which this was the case 
varied considerably.

Interviewees were asked to elaborate on the factors underpinning the perceived reluctance 
of US personnel to provide their ADF counterparts with US classifi ed information in a timely 
manner. The most frequent response surrounded a perceived difference in mindset concerning 
military secrecy, and the processes and procedures involved in sharing classifi ed information. 
Specifi cally, they spoke of their US counterparts being far more risk averse in their attitude 
toward sharing classifi ed information than either the Australians or the British:

The American mindset seems to be, ‘Hold on to everything’, and consciously release bits that 
they can. So the 99 per cent of information that falls in the middle, you know, we default to 
releasing it, they default to holding on to it. So that’s what slows things up … So there’s a 
mindset difference there in the default positions.
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Interestingly, the interviewees were divided in their opinion about the consequences of not 
having on-demand access to Coalition classifi ed information. For some, it was not considered 
a major issue:

If we needed something role specifi c – for example, we needed to know some specifi c specs on 
British equipment that we didn’t have access to on the computer, we could get it quite easily. 
So it wasn’t freely available, just because I don’t think they, like us, weren’t 100 per cent sort of 
comfortable with people poking around in their computer system, but at the same time, if it was 
needed and it was relevant, then there were no problems. There were never any barriers there.

They were defi nitely doing things and had closed-door sessions. There were defi nitely buildings 
that we didn’t have access to. And they were defi nitely conducting operations that we weren’t 
aware of. But did that affect our operations? Probably not. I’m very confi dent that the American HQ 
– if there was something that [they] thought was going to affect us, [they] would have told us.

For others, it was considered a major impediment to working together. One interviewee spoke 
of the increase in manual workload brought about by not having timely access:

They [the Americans] actually wanted to give me the information but I would have to write 
everything down or get print-outs because the down-side of it was that none of the Australians 
had [direct] access to the American Classifi ed network.

The interviewees recalled only a few instances where senior US commanders actively resisted 
the ‘American-eyes only’ approach to the management of classifi ed information. Here, breaking 
down national stovepipes associated with the compartmentalisation of information was a battle 
that was hard fought and rarely won. As the following account suggests, having a commander 
with prior leadership experience in a coalition environment was a major factor in the ultimate 
success of such battles:

A new American [senior offi cer] came in from Washington … he had done three Coalition 
operations before … and was very pro Coalition … I’d call on him occasionally to say, you know, 
‘We’ve come up against another American/foreign brick wall’. And he’d bash that down and say, 
‘This is no good; send it to me releasable to the Coalition’.

This lack of formal sharing of information and transparency was also recognised by the US 
commanders. Rear Admiral Thomas Zelibor, speaking at the Technet International 2005 
Conference in Washington in May 2005, pointed out that NCW is at a crossroads. That 
crossroads is satisfying the need to know, the need to share, and the right to know in a culture 
that always has hesitated to reveal too much to too many. Sharing of knowledge is necessary 
if all entities are to work together as a team, he said, and that applies not just to inter-Service 
communications; it’s also necessary to keep international allies in the loop:

Recent history has shown us that when America fi nds itself in a street fi ght, England and Australia 
are with us like our older brothers when we were young kids, and I contend that they have a right 
to know, and we need to make sure that we keep them in the loop on all our decision-making 
processes. Ultimately, it is leadership and culture that will determine the success of network 
centric warfare at the strategic level (Zelibor 2005).
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Cultural differences

Interviewees mentioned a number of additional factors that affected interoperability with 
the Americans, including command philosophy, skills and specialisation, and legal and 
doctrine issues. These factors imply different norms and processes and for that reason they 
can be thought of as ‘cultural’ differences. The extent to which personnel observed these 
depended on the nature of their role when deployed to the MEAO, and, to a lesser extent, 
the time of their deployment. For that reason, they were mentioned less frequently than 
those interoperability issues already discussed. This is not, however, to imply that the factors 
discussed below are likely to be less important determinants of interoperability between 
Australian and US force elements.

A number of the interviewees spoke of major differences between the ADF and US military 
notions of command. Specifi cally, the ADF personnel who were interviewed described the 
American approach to command as highly prescriptive where staff are assigned well-defi ned 
pieces of work to be completed in a particular way with little room for autonomy or innovation. 
In contrast, the interviewees described the ADF approach to command as one in which 
personnel had latitude with regard to implementing commander’s intent. The following quote 
illustrates how one interviewee captured this difference:

The Americans seemed to be pretty much ‘That’s what the boss said, so I’ll do it’. Whereas, 
ours – it was more a ‘Here’s the intent, let me know how you’re going to do it and I’ll tell you if 
I don’t like it, but basically just get on and do it’.

Another observed:

We knew where people were at, but we didn’t necessarily want to direct them what to do. Whereas 
… the Americans almost, at the lower levels, expected direction from on high.

This is likely to be a factor of national differences in societies, force size, and force composition, 
and is unlikely to change. From the interview material gathered, it is diffi cult to discern the 
overall effect of this factor on interoperability. One could expect there to be circumstances 
where differences in command philosophy would not impact interoperability at all, while at 
other times, it might well cause tension or uncertainty. It is possible that the interviewees did 
not fully observe such effects because the overall level of ADF–US integration in the MEAO was 
relatively low. In situations where this is not the case (i.e. in a more fully integrated command 
structure), differences in command philosophy may prove more signifi cant.

One of the key issues covered during interviews concerned the skills and specialisations 
required for future warfare. Not surprisingly, this issue also emerged in accounts of the factors 
affecting Australian–US interoperability in the MEAO. The focus here was on the extent to 
which US military roles were specialised. Specifi cally, the interviewees (particularly those of 
the non-commissioned ranks) were taken aback by the high degree of role specialisation in 
the US military, compared to the less specialised roles in the ADF. Generally, ADF personnel 
were unenthusiastic about the American system:

I couldn’t handle it being like the American jobs. ‘I’m the guy that cleans the tyres’ …
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Again, the impact of this factor on Australian–US interoperability in the MEAO is unclear. 
The majority of personnel interviewed were not able to comment on these effects, primarily 
because the level of force integration was relatively low. Having said that, this is likely to be 
an important aspect of future coalition deployments where ADF personnel can be expected 
to work more closely with their US counterparts (and vice-versa). 

In a similar vein, some interviewees spoke of inconsistencies between doctrinal 
frameworks:

Their guidance was based on American doctrine, not Australian doctrine. Most of the offi cers 
and seniors that we were dealing with had been brought up on British doctrine, which is closer 
to Australian than American. But there are differences between the three. So, we had three 
opposing, although interrelated, doctrinal approaches to the problems. And the way we would 
approach it was different to the Brits and signifi cantly different to the Americans.

Some participants spoke about the need to better understand simple cultural norms:

I think there [are] still some cultural issues that you don’t really realise until later on. We did get 
some culture briefs on our coalition partners as well … just things to be aware of. Americans 
take offence at a lot of things that Australians would joke about. [For instance] they hold their 
government in a very high regard, so you can’t [make fun of] John Howard if you see something 
in the media. To [make fun of] their president is big … they’re very big on the outward show of 
pride in their leadership.

Whatever the extent of these ‘cultural differences’, it would seem that more overt information 
about the existence of these differences in pre-deployment training may better prepare 
personnel for coalition deployments, giving them a clearer idea of what to expect from other 
nations. The experiences of the interviewees clearly show that just because we may speak a 
common language (and there may even be some justifi able debate about that statement), that 
does not necessarily mean immediately effective interoperability and collaboration.

Trust and relationship building

It took a long time for me to build up personal relationships with the American HQ staff where 
they trusted us enough – the fact that we’re Australians; the fact that we’re supporting their 
operations means nothing to them. It’s all about trust.

Many factors underpin cooperation and collaboration between individuals and groups in work 
settings. During the interview program, participants were asked to identify those that were 
critical to Australian–US interoperability. As the above quotation implies, one of the most 
frequently mentioned is ‘trust’. Over the past decade, the amount of organisational research 
examining the antecedents and effects of trust (and distrust) has increased dramatically 
(Bopping 2004). An agreed-upon defi nition of trust has proved elusive; however, the term 
generally refers to positive expectations held by one party (individual or group) about the 
actions or intent of another when there is some degree of risk involved. For example, Mayer, 
Davis and Schoorman (1985, p. 712) defi ne trust as:
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… the willingness of a party to be vulnerable to the actions of another party based on the 
expectation that the other will perform a particular action important to the trustor, irrespective 
of the ability to monitor or control that other party.

Trust, formed on the basis of close personal relationships, was vital to one particularly important 
aspect of interoperability⎯enabling the more timely sharing of classifi ed information. As 
illustrated in the previous section, ADF personnel spoke at length about denied or delayed 
access to US classifi ed information. In many cases where such information was shared, trust 
appeared to be a necessary precondition, as the following account suggests:

If they weren’t getting any joy with the Americans, their offsiders, what they would do is come 
to me and say, ‘Hey listen … we’re trying to get this information or we want this product. We’re 
not getting any joy through this level’. I would then take it straight across to the American HQ 
… because I’d built those relationships … he would bend over backwards to make sure that 
we got what we needed.

Trust and relationship building were identifi ed by most study participants as an essential factor 
for any future coalition operations and for information sharing. People spoke about trust as 
the glue that kept human networks and interconnections aligned and it was also seen as an 
essential, underlying foundation for collaboration:

… you also very quickly build up a rapport with people, and if you can build up a rapport very 
quickly and get to know them and they get to trust you and you trust them, it becomes a lot 
easier.

… it was in our best interest both professionally, socially and militarily to mix as much as we 
could. I think we were much better off for doing so.

Almost all the interviewees said that breaking perceived barriers and establishing a personal 
connection was crucial to establishing a productive relationship and building trust. Discovering 
non-work related commonalities allowed them to relate to each other on more than an 
instrumental basis. Socialising was identifi ed as a vehicle for developing wider networks; it 
enabled people to get to know each other and build trust:

I mean, even with the little bit of rapport that we had, the results were astounding – the things 
they were willing to do for us, just so we would give them a stuffed koala! … The socialisation 
did contribute a lot to the success of our mission.

Getting to know each other and establishing rapport were seen as vital steps in building a 
team,7 building external relationships, and in achieving set goals. As team-members got to know 
each other they become aware of each other’s strengths and weaknesses, what they could, or 
could not do, their expertise and experience. People used various ways and means to develop 
these connections and networks and they all pointed out that it paid dividends in promoting 
interpersonal trust and paved a way for subsequent information and resource sharing:

… you take time out of your really incredibly hectic day to sort of spend some time with them 
and just sit down quietly and just sort of talk about the work and whatever else. And you have 
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things set up for them, you know, little things like you make up a little name plate made out of 
paper. Just sort of say, ‘You’re a part of this team here. We value you’. And when parcels come in 
you share the goodies around. You don’t hoard it. These are very small examples. But together 
they build that jigsaw of trust and responsibility.

So I’d go up and have a chat with them and then I’d fi nd out more of what they did. So when the 
boss would come up and say, ‘Look, you know, we need to know – fi nd out about this and this’, 
‘Yeah, I know this guy’, and it was networking a lot of it, and although at the start you wouldn’t 
know why they would be important to you, but as the job progressed…

Sharing of information has a behavioural component and the emphasis is usually on one-to-one 
networking initiative and effort. It requires time and space (physical, cognitive and social) to 
develop the sense of safety and trust that is needed for information sharing. These informal 
networks usually developed in order to produce ‘action’ where formal processes were not 
agile enough for it to occur. The Australian contingent, very early in their deployment, realised 
that unless they fostered a good relationship, particularly with the Americans, they could not 
assume that the necessary information would be made available to them:

Without the trust and interaction, on a social level, where they were happy to have a joke with us 
and establish something like what we would call ‘mateship’, where they were happy to respond 
to any requests we might make, it would have been much more diffi cult.

Conversely, it was also pointed out that a lack of (social) networking skills was detrimental 
to effective operations: 

There are so many military people that miss opportunities to get the job done or to be able to 
achieve things, because they don’t know how to ask in either the right tone or the right words 
to communicate with the person they need help from. They aren’t humble enough or assertive 
enough to ask. It really depends on who you’re asking and what you’re asking for, and the 
timeliness of when you’re asking. And you’ve got to give that person a reason why they should 
help you. So, you’ve got to look at their position and what their needs are … take yourself out 
of your shoes. There’s no military training for that. In the military we tend to say, ‘This is what 
I want and now you will give it to me’. That doesn’t work.

Therefore, the benefi ts of robust connectivity and access to a wide spectrum of information 
were often bound by goodwill and personal relationships. Since trust was built upon close 
personal relationships, events that disrupted these relationships (for instance, personnel 
rotation) undermined the benefi ts to interoperability that trust provided. As illustrated in the 
following account, such events brought about the need for periods of trust-rebuilding:

We didn’t want to upset our host nation, so any dealings we had were just very formal. Once 
they get to know someone they only want to deal with that particular person, because that was 
the person that they trust. But if you’ve been rotated … then – the next person has to build up 
that rapport again.

This resonates with earlier research conducted by the authors examining the impact of 
personnel rotation. For example, Warne, Ali and Pascoe (2003) researching social learning in 
a single and joint Service headquarters argue that the rotation of headquarters staff brought 
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about by posting cycles can impede the development and maintenance of headquarters 
knowledge, where there is insuffi cient time available for comprehensive handovers.

Conclusion

The above-raised issues represent interview program participants’ experiences working 
with the Coalition. Their emphasis on the factors affecting the degree to which this working 
relationship was an effective one highlights human rather than technological issues. These 
include the critical role played by embedded, liaison, and exchange staff, and the impact of 
classifi ed information. Trust proved to be a positive and defi ning element in these respects, 
facilitating the role of liaison offi cers and the sharing of classifi ed information. Cultural 
differences such as those in command philosophy, specialisations, and doctrinal frameworks 
were also found to have an impact on ADF–Coalition interoperability.

Findings from this research indicate that issues of communication protocols, trust, relationship 
building and awareness of coalition cultural differences are important components of effective 
C2 and mission outcomes in the battlespace. There are a number of lessons that can be drawn 
from this data: 

improved connectivity does not in itself guarantee the free fl ow of information; • 

robust human networks, often informal, are important for information fl ows in the • 
battlespace; and 

cultural awareness programs should extend to coalition partners.• 

The outcomes from this research confirm that the human dimension is a significant 
interoperability enabler. The importance of robust formal and informal human networks is the 
predominant theme that has emerged from all of the interviews conducted for this research. 
The robustness of these networks enable personnel to build situation awareness, and to 
share information. These networks also provide an alternative to obstructed or protracted 
processes; additionally, they facilitate timely access to classifi ed information, and they alleviate 
problems caused by incompatible technologies. The interviewees’ emphasis on human 
networks demonstrates the integral role of effectively facilitating interpersonal relationships 
in areas of operation. The importance of relationship management can be further seen in the 
interviewees’ emphasis on trust, on the important role of embedded, liaison and exchange 
staff, and on other issues associated with working with members of other national forces. It 
is hoped that by highlighting these issues, improvements to interoperability can be made by 
facilitating a shift in perceptions during pre-deployment training so that personnel ‘on the 
ground’ will be better prepared for engagements. At the very least, it is hoped this article will 
promote discussion and further exploration of these factors.

Future operations are likely to be in a joint coalition environment. The differences in command 
philosophy, doctrine and the way the NCW concepts are translated into a battlespace will 
probably continue to differ amongst coalition partners. Interoperability requires more than 
merely overcoming technological hurdles of compatibility; there is also a need to utilise and 
understand the human domain where differences between coalition partners’ cultures, personal 
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values, military expectations, and approaches to command and control, are proving to be 
as diffi cult to manage and facilitate as differences in message formats and communication 
protocols.
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NOTES

  1. ‘The human dimension is based on professional mastery and mission command. It requires high standards 
of training, education, doctrine, organisation, and leadership’. (from Australian Defence Force Doctrine 
Publication–D.3.1—Enabling Future Warfi ghting: Network Centric Warfare, 2004).

  2. See Pascoe and Ali, 2008, ‘Taking Power to the Edge with Network Centric Warfare and the New 
Command and Control: An Australian Perspective’, Australan Defence Force Journal (this issue, pp. 
34–46).

  3. For more information on this see Warne et al., The network centric warrior: The human dimension of 
network centric warfare, 2004.

  4. The latest public release version of the NCW Roadmap was published in 2007, Australian 
Department of Defence, 2007.

  5. This could include other government departments, non-government organisations, international 
organisations and contracted staff.

  6. For more information on this, see Hazel and Bopping, 2006.

  7. Where ‘team’ is defi ned as ‘a distinguishable set of two or more people who interact dynamically, 
interdependently, and adaptively toward a common and valued goal/object/mission, who have each been 
assigned specifi c roles or functions to perform, and who have a limited span of membership’ (Salas et al. 
1992, pp. 126–127).
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CLAUSEWITZ IN THE TWENTY-FIRST CENTURY

Hew Strachan and Andreas Herberg-Rothe
Oxford University Press, 2007
ISBN: 978-0-19-923202-4

Clausewitz presented his analysis of war nearly 200 years ago yet he is still frequently cited, 
exhaustively studied in books and articles, and widely discussed at conferences such as the one 
that gave rise to this volume. But can he retain his relevance in the twenty-fi rst century—when 
war is apparently being transformed by advanced technology, the widespread availability of 
weapons, the decline of the state and its monopoly of violence, global communications and 
so on?

For the contributors to this book the answer is clearly ‘yes’. Clausewitz is also still relevant, 
as the editors point out, to at least one terrorist whose copy of On War was found in an Al 
Qaeda safe house in Afghanistan during the US-led war of 2001. The passages marked in this 
copy related—signifi cantly enough—not to Clausewitz’s discussion of war as an instrument 
of policy but to his analysis of courage.

Clausewitz’s relevance to modern confl icts, as several contributors remind us, is not simply a 
matter of extracting political guidelines, strategic principles or military lessons from On War. 
This, as Jon Sumida observes, is the approach often taken enthusiastically but misguidedly 
by staff colleges. Rather, the continuing importance of any great thinker in the social sciences 
derives both from analysing a phenomenon and from placing it in the wider framework of 
human affairs. Thus in Clausewitz one can fi nd a perceptive examination of different elements 
in war—such as the nature of strategy and of battle, the character of defence and offence, 
the qualities of command, and the sociology of the military—together with stimulating 
analysis of the relationship between war and politics, the place of war in human affairs, and 
the appropriate methodology for analysing social phenomena.

The 16 contributors to this book, who include many leading Clausewitzian specialists, range 
over these aspects of war and more. Some focus primarily on contemporary issues such as the 
privatisation of violence, information warfare and civil–military relations, using Clausewitz’s 
ideas as a stepping-off point for their analysis. Some look at how succeeding generations have 
interpreted Clausewitz, refl ecting the developments and concerns of their era. The lesson 
here is that our own approach to Clausewitz is being shaped, whether we realise it or not, by 
the issues of the twenty-fi rst century.

Reviewed by Hugh Smith
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SECURING THE STATE: Reforming the National Security 
Decisionmaking Process at the Civil–Military Nexus 

Christopher P. Gibson
Ashgate Series on Military Strategy and Operational Art
Burlington, Vermont, USA, 2008
ISBN: 9780754672906

Colonel Christopher P. Gibson is the current Director of Operations and Plans (G3) of the US 
Army’s 25th Infantry Division. He is a highly-decorated veteran of the First Gulf War, NATO 
peacekeeping operations in Kosovo and Operation Iraqi Freedom—where he commanded a 
battalion in Mosul. He was previously the Distinguished Honour Graduate of his Command 
and General Staff College class and holds a PhD in Government from Cornell University. Earlier 

Reviewed by Associate Professor Ian Wing

Most contributors aim to elucidate some aspect of Clausewitz’s thinking before either directly 
indicating its relevance to modern confl ict or inviting the reader to think more deeply about 
contemporary violence in the light of their analysis. Daniel Moran examines the idea of war as 
an instrument of policy, suggesting that it is more complex and more diffi cult to realise today 
than in Clausewitz’s time. Christopher Bassford provides a close analysis of what he translates 
as the ‘fascinating trinity’ of violence, reason and the play of chance and probability which 
he sees as the concept that ties together all of Clausewitz’s ideas into a meaningful unity. 
Jon Sumida offers a perceptive analysis of the idea that defence is the stronger form of war, 
claiming that this is the concept that unifi es Clausewitz’s thinking. Ulrike Kleemeier argues 
that emotions play a large part in Clausewitz’s account of war and that for him intuition is 
more important than deductive reasoning. (She also asks pointedly why ‘obedience’ is not to 
be found among Clausewitz’s moral forces.) 

There are also rich seams to be mined in references to the ‘war on terror’ offered by various 
contributors. Daniel Moran argues that US policy is conducted without any ‘strategic 
interaction’ with the adversary, a sine qua non of true warfare. Is Clausewitz then irrelevant 
in the age of terrorist and other non-state actors? The fault, Moran suggests, lies more with 
the US than with Clausewitz. In fact, as Antulio Echevarria observes, Clausewitz refers more 
than once to eras in which the modern state was absent; what is important is the existence of 
any ‘personifi ed intelligence’ that seeks political goals by violent means (no matter whether 
it is motivated by religious fervour or private greed). Relevant, too, is Christopher Daase’s 
commentary on Clausewitz’s analysis of ‘small wars’ which can become a ‘competition of 
outrage’ as states contend with insurgents with few, if any, bounds.

As Hew Strachan points out, the fact that Clausewitz offered few fi xed conclusions helps 
account for his longevity. But the simple fact is that no-one has analysed war better or more 
comprehensively. Clausewitz remains the mother lode of thinking about war and will be 
mined for many years to come. This valuable book will not be the last to dig over the Prussian 
general’s writings. I doubt we have reached ‘peak Clausewitz’.
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in his career he taught American Politics at West Point, served as a Congressional Fellow, and 
was most recently a Hoover National Security Fellow at Stanford University.

Gibson’s dual backgrounds, as both a military professional and a distinguished scholar, provide 
the qualifi cations to write this impressive study on civil–military decision making. Gibson 
states that: ‘Civil–military relations are the delineation of duties among top-level civilian and 
military leaders as found in existing US legal structure (provisions of the US Constitution and 
US statutes) and in the norms that guide behavior in view of how these leaders contribute 
individually and collectively to the national security decision-making process…’ (p. 5).

Gibson introduces his thesis with the war planning processes that preceded the Coalition 
invasion of Iraq and which failed to prepare for ‘Phase IV’ post-invasion security operations. 
He fi nds that Secretary of Defense Donald Rumsfeld completely dominated the Chairman of 
the Joint Chiefs, General Richard Meyers, and that military advice was consistently ignored. 
As a result, he describes Rumsfeld, Myers and the Commander of Central Command, General 
Tommy Franks, as ‘jointly culpable for this fl awed process’ (p. 2).

From this starting point, Gibson examines four periods of American war leadership and draws 
lessons on the workings of the ‘civil-military nexus’ at the highest levels. The four case studies 
are:

General George Washington and the Continental Congress, during the Revolutionary • 
War;

General George C. Marshall and Secretary of War Henry L. Stimson, during the Second • 
World War;

General Earle Wheeler and Defense Secretary Robert McNamara, during the Vietnam • 
War; and 

General Richard Myers and Defense Secretary Donald Rumsfeld, during the war in Iraq.• 

Gibson fi nds that the fi rst two examples provide role models for how top military leaders 
should conduct themselves when representing the profession of arms at the highest levels. 
Washington and Marshall showed strength in their dealings with appointed civilian leaders, 
cooperating and conceding ground where appropriate, but vigorously disagreeing at times. 
Both were loyal to their elected civilian leaders but also fi ercely loyal to the needs of their 
troops.

In stark contrast, the latter two examples show military leaders who were effectively dominated 
by civilians. McNamara’s team of civilian experts, the so-called ‘whizz kids’, were better 
educated and more articulate than their military counterparts and the Vietnam War was run 
more like a civilian business than a military campaign. The next generation of military leaders, 
who planned the invasion of Iraq, were far better educated than their predecessors but still 
disinclined to disagree with civilian offi cials. Where disagreement did occur, for example when 
Army Chief John Shinseki criticised the lack of US troops being committed to the fi ghting in 
Iraq, his reward was early retirement. Another example occurred when General Myers was not 
consulted on the important decision to disband the Iraqi Army. Myers was reported to have 
said that ‘at times he wondered why he was even needed’ (p. 51, p. 63).
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In looking for solutions to these weaknesses, Gibson’s research fi nds a dearth of relevant 
normative approaches to our understanding of the civil–military nexus. He points to the works 
of military sociologists Samuel Huntington, The Soldier and the State (1957), and Morris Janowitz, 
The Professional Soldier (1960), both of which are well-known to military scholars, but fi nds that 
these propose normative models that are either too theoretical or out of date. Huntington 
argued for ‘objective control’ in which the military would be apolitical and kept completely 
separate from any issues involving politico-strategic policy. Janowitz argues for ‘subjective 
control’ in which civilian thinking would infi ltrate the military to ‘tame’ it. Gibson claims that 
attempts to implement these methods contributed to poor military campaign planning and 
execution including ‘the two most unsuccessful military ventures in US history—Vietnam 
and Iraq’ (p. 11).

Following on from its consideration of these celebrated theorists, the book reviews the 
work of more recent commentators, such as Richard H. Kohn and Eliot Cohen. These men 
have argued for an even more diminished role for military leaders within the civil–military 
nexus. Gibson fi nds that their ideas, which basically echo Clemenceau’s quip that ’war is too 
important to be left to the generals’, would relegate military leaders down to the operational 
sphere, leaving strategy entirely to civilians. Gibson once again rejects their work citing the 
experiences of Vietnam and Iraq as clear demonstrations of the need for increased intellectual 
input from the military.

Ultimately, civilian control of the military means that elected leaders control the armed forces 
but this fundamental concept has been misinterpreted to mean that civilians rather than generals 
should control the military. Such misinterpretation is exemplifi ed in Donald Rumsfeld’s quip 
that ‘the Constitution calls for civilian control of the military and I’m a civilian’ (p. 128). 
Gibson states that contrary to the prevailing thinking under Secretary Rumsfeld, well-thought-
out disagreement with departmental policy does not amount to disloyalty. Gibson argues 
persuasively that the intimidation of generals to make them unwilling to express professional 
disagreement can, and does, lead to dysfunctional outcomes.

To redress these issues, Gibson advocates the adoption of a ‘Madisonian approach’ which would 
follow the example of James Madison, a founding father of the US and its fourth president. 
Madison favoured countervailing forces within government in order that no single part 
would dominate the others. If adopted, the approach would create a balanced, collaborative 
partnership between civilian and military leaders.

The fi nal chapter of the book describes how the Madisonian approach could work in practice 
by providing a series of examples of decision-making processes. These include civil–military 
management, the development of strategy, campaign planning, force development and 
budgeting. Within each, Gibson states that a ‘rough parity’ of civilian and military advice is 
required (p. 116).

The lack of effective normative constructs has increased the challenges for civil and military 
leaders who frequently work in a very dynamic political environment. This can lead to 
domineering personalities wielding exaggerated levels of power within a system that was 
instead designed to recognise professional mastery. Gibson is calling for further study of this 
issue within the US Armed Forces and the academic sphere.
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The Australian civil–military nexus has reportedly experienced imperfect decision-making 
processes, most notably in defence procurement. It seems likely that the further study of the 
Australian civil–military nexus is also likely to prove fruitful.

Despite its rather dry title, this is a very readable book which covers a wide variety of subject 
matter in an accessible way. It is highly recommended for military scholars and civilian 
bureaucrats who are interested in improving the most senior levels of decision making involving 
the use of armed force.

The book is the latest in the Military Strategy and Operational Art series from Ashgate 
Publishing. It features an extensive bibliography and is fully-referenced.

THE HISTORY OF THE ROYAL AUSTRALIAN NAVY

Sea Power Centre/Peter Ryan
Navy Video Unit, 2008

This excellent in-house video production presents the fi rst two episodes of a planned 
seven which will cover the hundred years of the Royal Australian Navy’s illustrious history. 
Narrated by well known Australian actor, John Waters, the production is historically accurate, 
professionally produced and for a military history buff like myself, highly entertaining.

Both episodes on volume one run for about 40 minutes and each covers a short chronological 
period, starting with the fi rst European settlement and the settlers’ demands for military 
protection. Their growing fear of seaborne invasion by enemies such as France, Russia and 
later, Japan lead to pressure on Britain to provide a naval force. But British efforts were 
not enough, and the new Federation of Australia went on to form its own navy in July 1911. 
Episode two covers the tumultuous years of World War I and sets the scene for what follows. 
For that I, and viewers alike will have to wait.

In constructing the storyline, the producer, Peter Ryan, has used much rare footage together 
with clever use of still photographs and news cuttings. This effect combined with an easy 
fl owing script, makes for an excellent education and training tool.

Peter Ryan of the Navy Video Unit is to be congratulated on a very professional video 
production. If the next fi ve episodes are as good as the fi rst two, then the RAN is onto a 
winner. Highly recommended.

Because of copyright issues, the video is only available for training purposes from the Navy 
Historian at the Sea Power Centre. Interested readers should contact Dr David Stevens at  
David.Stevens3@defence.gov.au. 

Reviewed by Air Commodore (Retd) Mark Lax
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