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Introduction
Increasing uncertainty in our strategic environ-
ment, coupled with high rates of change of 
technology and the wider availability of sophis-
ticated military technologies to state and non-
state actors, have been identified as contextual 
trends in the 2016 Defence White Paper.1 The 
need for the ADF to adapt to these trends will 
pose challenges for the development, acquisi-
tion and sustainment of our military capabilities.

To manage the risks and opportunities posed 
by the above trends, the 2016 Defence White 
Paper and the 2016 Defence Industry Policy 
Statement have identified the following needs 
for the ADF: 

• Systems with increasing operational agility, 
supported by technical flexibility; 

• To be a smart buyer of increasingly techno-
logically complex systems, maximising oper-
ational capability and value for money; and

• Systems with through-life agility enabled 
through partnership with a sustainable 
defence industry sector and academia.2 

The 2016 Defence White Paper also recognised 
that addressing these needs will require a highly 
capable Defence workforce with a more diverse 
range of skills. Air Force’s Plan JERICHO’s 
key themes of improving joint force integra-
tion; developing an innovative and empowered 
workforce; and improved acquisition and sus-
tainment of capability are directly related to the 
above strategic needs.3 

This article reports on a study carried out for 
Plan JERICHO which examined the poten-
tial of exploiting a design concept known as 
‘open system architectures’. An overview of 
the principles of open system architectures is 
presented, describing the effects of degrees 
of modularity and openness of an architecture. 
Some examples are then identified where these 
concepts are being exploited in military systems, 
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principally by the US Department of Defense. 
The article concludes by exploring some of the 
opportunities and challenges that might present 
if the ADF were to more widely exploit such sys-
tem architectures. 

Open system architectures
Open system architectures have been proposed 
by defence-related acquisition agencies (princi-
pally the US Department of Defense) for many 
years as offering potential for timely, agile and 
improved capabilities that are less expensive 
to acquire and maintain. There are many defi-
nitions for open system architectures. An ideal 
for Defence’s purposes would be a model that 
enables hardware and/or software modules to 
be competitively sourced and integrated by a 
range of developers of Defence’s choosing with-
out being constrained by intellectual property 
considerations.

Practicalities typically compromise this ideal, 
with competing considerations arising from 
issues such as security, intellectual property, 
performance, safety, etc. These considerations 
will be evident in the system design through 
trade-offs in the degree of modularisation and 
the level of openness of the interfaces between 
modules. 

The implementation of open system architecture 
concepts has been policy in the US Department 
of Defense for over 20 years, and more recently 
in the UK Ministry of Defence.4 Strategic guid-
ance for its application in the US Department 
of Defense can be found in the ‘Better Buying 
Power’ initiatives that describe the need for 
improved value for money in acquisition and for 
systems that can be adapted quickly to address 
new threats and technology developments.5 In 
underpinning the development of a competi-
tive buying environment, Better Buying Power 
‘emphasize[s] competition strategies [that] cre-
ate and maintain competitive environments … 
[and] enforce open system architectures and 
effectively manage data rights’.

While Australia does not mandate the use of 
open system architectures, needs expressed 
in the 2016 Defence White Paper can be 
directly related to opportunities offered 
through the use of these design concepts.

Modular architectures

Open system architectures arise at the inter-
section of modular architectures and open 
standards. The design of a system from the 
perspective of how its various sub-systems are 
interconnected is described in its system archi-
tecture. A high-level definition for a system’s 
architecture is: 

The fundamental organisation of a system 
embodied in its components, their relation-
ships to each other and to the environment, 
and the principles guiding its design and evo-
lution.6

Hence, the architectural design of a system is 
key to addressing force needs by defining the 
system’s development process, complexity, 
evolvability and its relationship and interopera-
bility with its environment and other systems.

A well-architected modular system manages 
complexity by creating modules, in hardware 
and software, such that the capability delivered 
by these modules can be developed, maintained 
and upgraded with minimal risk to the technical 
performance of other modules in the system. 
The level of impact one module has on another 
defines how tightly coupled that module is. 

Modules that are loosely coupled and able to 
deliver a scalable and/or extendable system that 
can be upgraded or have modules added with 
minimal testing is desirable for system flexibility.7 
Older, monolithic systems did not partition or 
modularise the design, such that interdependen-
cies between systems were not clear and any 
change could present a significant risk through 
accidental influences on unrelated sub-systems 
that could only be mitigated through extensive 
testing.8

How modules are defined within a system will 
be decided through trade-offs, considering the 
range of competing technical and business 
requirements and related constraints inherent in 
any complex design process. The modularity of 
a system can conceptually sit on a continuum 
that ranges from every part/line of code being 
able to be changed without recourse to regres-
sion testing to a purely monolithic system where 
no change can be made without full system 
regression testing. 
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Technical constraints constraining the degree 
of modularity may include compromises to size, 
weight and power considerations, meaning that 
systems with tighter constraints on these issues 
can expect a higher cost from increasing mod-
ularity.9 A business factor leading to constraints 
could be from intellectual property consider-
ations or that management of too many inter-
faces may be prohibitively expensive relative to 
the expected gain.10

Open standards

Fundamentally, an ‘open standard’ provides 
sufficient information for physical and data 
interfaces to enable a module to be modified 
without recourse to an original vendor or other 
intellectual property restrictions. The following is 
a definition for an open-standard that has been 
synthesised from a range of definitions available 
in the literature:

An open standard is a well-defined, con-
sensus-based and non-proprietary standard 
of sufficient maturity to be widely accepted 
and used by competing vendors and sys-
tem developers. For a standard to be open, it 
should be developed collaboratively, open to 
change through collaboration, and be readily, 
if not freely, available with no barriers to imple-
mentation by a third party.11

Given the range of requirements in the above 
definition, and that many of the requirements 
are inherently subjective, it is not surprising that 
the practical application of such definitions has 
been described as being ‘hazy at best’, and that 
openness of a system is best considered as 
being ‘not black and white but rather a matter of 
degree’.12 The result is that the degree of open-
ness of a standard sits on a continuum depend-
ing on the degree to which it meets each of the 
criteria in the above definition. 

Modularity and open standards present oppor-
tunities to achieve the White Paper goals of 
increasing system agility through partnership 
with Australian defence industry, as well as help-
ing to manage complexity and deliver improved 
value for money. A key to achieving Defence’s 
aims from the application of open system archi-
tectures will be managing the spectrum of mod-
ularity and openness of the interface standards 
to ensure the required level of access to best 
meet the ADF’s strategic needs.

The range of open system 
architectures

There are numerous open system architecture 
concepts that have been designed for use in dif-
ferent domains and for different intended appli-
cations. For example, a 2014 RAND report out-
lined nine open architecture concepts in various 
stages of development for uninhabited systems 
across air, land and maritime domains and with 
varying mission roles.13 Based on the range of 
technical drivers, and given the different per-
formance targets of the various concepts, the 
report concluded that the US Department of 
Defence should not attempt to develop a single 
architecture model for its uninhabited systems. 

Indeed, for example in two large-scale projects, 
the US Navy and US Army are collaborating in 
the development of the ‘Future Airborne Capa-
bility Environment’, and the US Air Force is 
developing ‘Open Mission Systems’, with each 
using quite different architectural models, which 
are largely incompatible, despite being designed 
to meet similar goals.14 

To ensure that the design and maintenance of 
an open system architecture remains manage-
able, rather than trying to be all-encompassing, 
each should be designed to meet the opera-
tional requirements of the environment in which 
it will operate. In addition, its design—with its 
architectural topology, identification of key inter-
faces, the standards used and their degree of 
openness—needs to consider the business and 
technical drivers and consequent cost-benefit 
trade-offs in the overall system design. 

These trade-offs need to be assessed through 
broad stakeholder engagement, providing 
traceable, defensible decisions supported by a 
rigorous assessment process. This will also be 
required for system maintenance and develop-
ment.15 

Opportunities provided by 
open system architectures
A design based around modularity helps to 
mitigate risks arising from uncertainties about 
future requirements by enabling a system to 
be brought into service without meeting all its 
envisaged requirements. With an extensible 
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architecture, modules can be developed and 
added with relative ease after a capability has 
entered service, facilitating an evolutionary spi-
ral acquisition process. Operators can bring 
their experience with the use of the system to 
the design and test process to help ensure that 
subsequent iterations deliver real operational 
improvements.16 

Beyond design, development and acquisition, 
open system architectures enable improved 
obsolescence management through the life of 
a capability. Not being tied to an original equip-
ment manufacturer (either the prime system 
integrator or module developers) for through-life 
support should enable competitively sourced 
alternatives for maintenance and upgrades, will 
provide Defence with choice in how systems are 
evolved, and will offer potential for greater inno-
vation through competition. 

Rapid development of technologies is a growing 
driver of obsolescence risk. Such obsolescence 
may simply present as missed opportunities for 
performance improvement through to sustain-
ment challenges arising from diminishing manu-
facturing sources and material shortages where 
parts can become prohibitively costly or unob-
tainable. These obsolescence issues have been 
particularly evident in electronic hardware, driven 
by the rapid development of microprocessors, 
and are increasingly being seen in software. 

These risks can be exacerbated by increasing 
use of commercial-off-the-shelf components, 
particularly given reducing commercial product 
life-cycles.17 For example, the US Navy found 
that during the development process of a sur-
face ship sonar system, from 1996 through to 
its first installation in 2002, over 70 per cent of 
the off-the-shelf parts became ‘out of produc-
tion (un-procurable)’ before the first system had 
been installed.18 

With capabilities being increasingly delivered 
through software functionality, open system 
architecture principles address some of these 
obsolescence risks by providing ‘wrappers’ that 
enable software to be easily hosted on a range 
of hardware platforms. In this way, hardware 
and software upgrades can be applied inde-
pendently.19 

An exemplar application of this is the US 
Navy’s ‘Acoustic – Rapid COTS [commercial 

off-the-shelf] Insertion’ program. This program 
implements what the US Defense Science 
Board has called an ‘incremental, iterative 
acquisition process’ employing a continual spi-
ral development approach that has shortened 
the technology insertion cycle for these types 
of systems from 12 years to two for software, 
and four years for hardware.20 This process has 
helped US Navy anti-submarine warfare capa-
bilities address increasingly quiet adversary sub-
marines by exploiting up-to-date hardware and 
software developments that are competitively 
sourced and able to be continually improved 
through operator feedback. 

As of 2011, this program had been in progress 
for more than 15 years and has been consid-
ered a great success from cost, performance 
and timeliness perspectives. Similar processes 
for processor and software upgrades are now 
being implemented for the US Navy’s ‘AN/
BYG-1 Submarine Combat Control System’ and 
for the Aegis combat mission system.21

Hardware and software module re-use across 
defence systems offers additional opportunities 
for the application of open system architec-
ture principles across the ADF. There are many 
examples where sub-system components and 
algorithms fulfil similar or identical requirements 
across platforms and domains: a few generic 
examples are sensors and sensor pods; data 
processing/data fusion; communication system 
hardware and software; and human-machine 
interfaces. 

A specific example of such re-use has been the 
development of an open architecture track man-
ager in collaboration between General Dynam-
ics and Lockheed Martin for the US Navy for 
its Aegis combat system and for the ‘Ship Self 
Defense System’ used on its large deck ships.22 
This development has led to a single system 
track manager and track server being used on 
both combat system types. 

Such re-use of modules across the ADF, and 
with coalition partners, offers considerable 
potential for improved efficiencies in joint force 
capability management, as well as potential 
training benefits through increased commonality 
of functions and human machine interfaces. It 
would also enable smoother transition for per-
sonnel working across multiple systems. 
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Mission modularity occurs where systems are 
designed to operate with hardware and/or soft-
ware modules that are easily swapped in and 
out for tailoring to specific mission requirements 
(for example, an operator may be able to choose 
between a range of intelligence, surveillance 
and reconnaissance sensors, communications 
packages and/or electronic warfare systems). 
Such modularity is a typical design feature in 
new unmanned aerial systems, emphasising the 
multi-role utility of many of these systems.23 

Modular systems have the potential for improved 
force-level integration through the application of 
open system architecture principles by enabling 
sensors and communications systems to be 
adaptable to mission requirements. However, 
the benefits are typically focused on individual 
combat systems, and broad interoperability 
requires a joint system-of-systems architecture 
that goes beyond what is typically considered in 
open system architecture designs.24 

Implications of open system 
architecture-enabled systems 
for the ADF
Many of the platforms and associated sys-
tems the ADF acquires are sourced from other 
nations. While Australian applications will be 
similar to those of the host nation, it is to be 
expected that Australia will have other require-
ments for these military capabilities, which may 
also include a greater number of roles than the 
system’s original design purpose. 

Carrying out indigenous modifications to mil-
itary systems for Australian-specific require-
ments without original manufacturer support 
has proven to be challenging and expensive, 
particularly due to a lack of Australian knowl-
edge base and intellectual property restrictions. 
Modularity can be expected to assist in provid-
ing a greater degree of multi-role applications 
through improved ability to tailor a system for 
specific missions, while the application of an 
open system architecture should enable module 
development by Australian industry tailored to 
Australian needs. 

With a growing impetus towards the use of open 
system architectures in military capabilities, 

systems acquired from other nations will poten-
tially offer increasing degrees of access to parts 
of the system for Australian-developed modifi-
cations. To get the required access, Australia 
will need to influence the development of proj-
ects to ensure sufficient access to the interface 
specifications required to exploit opportunities 
for Australian-sourced hardware and software 
modules. 

By way of example, using the AIR 7000 maritime 
patrol aircraft replacement program, the P-8 
Poseidon aircraft is expected to have elements 
of its mission system modularised with open 
interfaces by increment three of its develop-
ment, while the Triton unmanned aircraft system 
is to have open system hardware and software 
modularity, enabling the integration of payloads 
without affecting the rest of the system.25 How-
ever, it should be noted that these architectures 
are designed for the benefit of US operators and 
it is not yet clear if the ADF will have sufficient 
access to exploit these concepts. The F-35 joint 
strike fighter is also reported to have some level 
of open system architecture-enabled modularity 
such that the Israeli Air Force is reported to be 
able to add its own command, control, commu-
nications and computing system.26 

Provided these systems are being architected 
to enable modular upgrades, they should not 
require full system regression testing to demon-
strate that there are no safety implications or 
other significant performance risks.27 The Collins 
submarine combat mission system is an exam-
ple where Defence has access to system inter-
faces to enable Australian-developed modules/
applications for improved functions, such as 
tracking algorithms and human-machine inter-
face, to be submitted to the certifying authority 
(US Navy in this case) for inclusion in the next 
block upgrade.28 This process has proven to 
be very successful with regards to addressing 
Australian requirements and enabling Australian 
innovation. 

The ‘Evolutionary Layered ISR [intelligence, sur-
veillance reconnaissance] Integration eXemplar 
ARchitecture’ (ELIIXAR), developed by Austra-
lia’s Defence Science and Technology Group, is 
an exemplar enterprise architecture, comprise-
ing hardware and software built using open-sys-
tems principles designed to enable integration 
across diverse systems/sub-systems.29 ELIIXAR 
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is currently being trialled within Army. However, 
being an Internet protocol-based enterprise 
architecture, ELIIXAR is not a real-time system, 
meaning it is not a suitable backbone for real-
time, tightly integrated systems. 

The ‘Layered Approach to Service Architectures 
for a Global Network Environment’ (LASAGNE) 
is a distributed embedded open system archi-
tecture framework, also developed by Defence 
Science and Technology Group, that spans real-
time tactical to enterprise environments and can 
support real-time integration requirements.30 
In addition to being open system architecture 
frameworks for Australian designed systems, 
models such as ELIIXAR and LASAGNE offer 
potential as Defence-managed middleware that 
can be built on to foreign-sourced systems that 
may come with their own open system archi-
tectures. 

Use of such indigenous architectures involve 
additional system overheads and Defence 
would then have the responsibility of maintain-
ing that interface. However, the potential bene-
fit in having an Australian outward-facing open 
system architecture to provide a more controlled 
interface for Australian industry may outweigh 
the cost implications.

Key requirements for the success of the Austra-
lian programs that have exploited open system 
architecture principles have been high-fidelity 
test beds for the development and testing of 
upgrades. These test beds have fully represen-
tative operator interfaces enabling direct involve-
ment by operators in setting the requirements 
and performing evaluations of these proposed 
modifications for operational utility. 

Communication systems are an area of rapidly 
improving technology in the civilian world but 
are relatively slow to progress in military sys-
tems due to considerations related to security, 
robustness and interoperability. An aim of open 
system architecture-enabled systems is to pro-
vide greater flexibility in hardware and software 
for communications, delivering improved inte-
gration and interoperability.31 

Facilitation of interoperability across joint and 
coalition forces is expected with the growing 
application of open system architectures across 
the three Services. Chief of Army has asserted 
that Army’s future vehicle fleets, including Land 

400, should exploit common vehicle architec-
tures and integration standards, and that effec-
tive partnership with industry will be enabled 
through more federated and open C4I [com-
mand, control, communications, computers 
and intelligence] architectures. Chief of Army 
also contended that: 

Open hardware and software architectures, 
shared integrations and more modular sys-
tems will be central to the manner in which 
our Army will train and fight as a digitised, joint 
force into the future.32

The application of open system architectures 
in Defence systems can be expected to have 
a strategic impact through supporting the 
White Paper goals to develop and maintain an 
indigenous, technologically advanced defence 
industry capability. Through enabling the more 
direct involvement of Australian industry in the 
development of modules for Defence systems, 
industry can expect greater export opportunities 
and Australia will have a workforce that is better 
prepared to respond to Defence’s needs.33 The 
prospects offered by increasing commonality 
and system flexibility across the Services should 
also facilitate joint force integration and interop-
erability.

Challenges arising from the 
implementation of open 
system architectures on ADF 
systems
Open system architectures promise better deliv-
ery and maintainability of Defence capabilities, 
and have been promising this for many years, 
noting that their use in systems acquired by the 
US Department of Defense has been mandated 
in various forms since 1994. Certainly, there 
have been many hurdles to the implementation 
of open system architectures—and the promise 
is still a long way from being realised. 

The US Government Accountability Office has 
described two key challenges as being culture 
and investment in the defence acquisition com-
munity, and a lack of adaptation by industry to 
an open system architecture model that enables 
competition—noting that the development of a 
suitable model for compensating industry for its 
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intellectual property to enable the ideal applica-
tion of open system architecture principles is an 
ongoing challenge.34 

A case study from the commercial sector is the 
development of the IBM personal computer, 
which employed an open system architecture 
to develop a system based on widely available 
components and standards. These principles 
enabled third-party developers to create addi-
tional hardware and software accessories that 
contributed to systems based on this architec-
ture gaining the dominant personal computer 
market share.35 

The IBM personal computer is also an example 
of the challenges that can be faced by original 
manufacturers in embracing open system archi-
tecture principles. IBM’s design became the 
market leader but, because of the openness of 
its standards and with no licensing constraints 
on its component suppliers, IBM lost control 
of its design, enabling compatible machines to 
take the dominant market share. Defence will 
have to be cognisant of the concerns of origi-
nal manufacturers that similar outcomes could 
potentially threaten their business models.

The patchy and relatively slow progress with 
the US Department of Defense’s implementa-
tion of open system architectures is instructive 
for Australia’s application of these concepts. A 
report by the US Government Accountability 
Office on the use of open system architectures 
in unmanned aircraft systems across the Army, 
Navy and Air Force highlighted that the US Navy 
is the only Service prioritising its use, albeit in 
three of its four unmanned aircraft system pro-
grams.36 None of the three Army and three Air 
Force programs examined in the report included 
open system architectures at the design stage. 

Increased upfront costs can be expected with 
the design of a well architected system, with the 
payoff coming with reduced through-life man-
agement costs and improved system flexibility. 
However, project managers’ incentives are typ-
ically more directly related to minimising acqui-
sition costs, leading to ‘brittle or unscaleable 
architectures that significantly increase life-cycle 
costs’.37 

Also, the US Air Force and US Army have not had 
the expertise required to assess and manage a 
system employing an open system architecture. 

A key factor in the US Navy’s uptake of these 
concepts has been a cultural willingness in its 
acquisition community to embrace the con-
cepts, underpinned by a cadre of personnel 
skilled in the application of open system archi-
tectures. It was noted by the Government 
Accountability Office that stronger leadership is 
required across the US Department of Defense 
to enforce the application of open system archi-
tectures, and that this must be resourced by the 
organisation, including the provision of skilled 
personnel to support it.38 

The trend of increasingly long in-service life of mil-
itary systems has resulted in long times between 
new acquisitions. In this context, industry seems 
supportive of a model that enables continuous 
technology insertion as a means to maintain 
industry capability between large programs. 
Supporting continuous improvement, however, 
does not necessarily translate to supporting 
the concept of open competition. This has led 
to a range of proprietary modular architectures 
for which the complete interface definitions will 
not be fully disclosed, and original manufacturer 
support for integration will be required.39 

In this way, the original manufacturer reaps the 
integration efficiency benefits of a modular archi-
tecture without having to submit to open compe-
tition. This could be considered a partial win for 
Defence, as it should reduce schedule and cost 
risks in upgrade programs, although the other 
benefits of a truly open system, such as widely 
sourcing innovative concepts and Defence-wide 
module re-use would not be realised. 

Exploiting the opportunities 
offered by open system 
architectures for the ADF 
There will be some military systems for which 
Defence will have ultimate design and certifica-
tion authority. However, some other systems will 
be acquired, and likely maintained, in partner-
ship with a foreign agency. For these systems, 
Defence may be able to influence the architec-
ture and standards to ensure they meet Aus-
tralian requirements through partnership in the 
development process. Where Defence does 
not have influence in the development process, 
modern systems will likely come with some 
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degree of modular design that may be exploited 
if the appropriate access rights can be negoti-
ated. 

Given this range of acquisition models, Defence 
will need the ability to work with a wide range of 
open system architecture concepts to exploit the 
opportunities that will enable Australian-sourced 
innovation and agile system development. For 
foreign-sourced systems, it is to be expected 
that a foreign agency will be the system inte-
grator with final certification authority. In these 
cases, there is the risk that Australian integration 
requirements may not have high priority, lead-
ing to slower than anticipated introduction into 
service. 

A risk to accessing the requisite rights to these 
open system architectures for foreign-sourced 
systems and components is that they may be 
subject to export restrictions, such as those that 
may arise from the International Traffic in Arms 
Regulations, which may limit Defence’s ability 
to engage with Australian industry. Ensuring 
opportunities for Australian industry to develop 
innovative modifications involving systems sub-
ject to such restrictions will require careful man-
agement by Defence.

If the ADF requires a truly agile capability for 
modular development of its capabilities that is 
not constrained by foreign defence and indus-
try priorities, an Australian-controlled organi-
sation, infrastructure and personnel base will 
be required to enable design and test through 
to certified integration. The degree of testing 
required to mitigate integration risks would be 
dictated largely by the system architecture relat-
ing to the component being modified, particu-
larly with regards to any safety risks that may 
arise. To enable indigenous integration, the ADF 
would also need a robust certification process, 
enabled by flexible developmental, acceptance 
and operational test and evaluation processes 
for open system architecture-enabled new mod-
ules or upgrades. 

An aspect in defining where module boundar-
ies lie will be the anticipated rate of change of 
technologies that deliver that function. Technol-
ogy and capability road-mapping (or forecast-
ing) is an important requirement when designing 
and maintaining defence capabilities that utilise 
modular architectures.40 Such road-mapping 

will look at future capability requirements framed 
around potential future threats and opportunities 
that future technologies may provide. 

If a functional role is anticipated to be subject 
to rapid technological development, then that 
function should be encapsulated by key inter-
faces enabling ease of upgrade of such techno-
logically volatile components of the system. At 
the architecture design phase, this would help 
prioritise where the boundaries for these key 
interfaces should be. The openness of the stan-
dards employed at these interfaces defines the 
degree to which these modules can be compet-
itively replaced or upgraded. 

Reasons for interfaces not being open may 
include that the overhead associated with 
enforcing and maintaining an open interface is 
too high compared to having a proprietary, or 
no, standard; conformance to a standard may 
unacceptably decrease system performance; or 
there may be security concerns raised through 
conforming to a particular standard.41 

For all systems where the ADF is reliant on open 
system architectures for a capability’s through-
life management, Defence will need access to 
the expertise required to ensure that the system 
architecture and the nature of ‘openness’ of the 
interfaces is appropriate and that the standards 
for these interfaces are maintained through the 
life of the capability. 

It is important to note that there needs to be con-
fidence and resourcing to ensure that standards 
will be maintained and keep pace with technol-
ogy developments. Standards enable innovation 
by having a broad range of developers compete 
for the design of new components.42 However, 
being consensus-based and typically having 
broad application, standards are not inherently 
agile and, if too constraining or not adequately 
maintained, may actually stifle innovation. 

Defence will need the capability to assess an 
open system’s attributes, influence the develop-
ment of standards, and manage the risks that 
may arise from adopted standards not being 
maintained within useful timeframes. As noted 
earlier, the road-mapping of technology and 
capability needs is a requirement that Defence 
will have to instigate with the explicit aim of plan-
ning for and prioritising module-based upgrade 
opportunities. This capability will also ensure 



Australian Defence Force Journal 49

Open system architectures for the ADF: opportunities and challenges

Australian Defence Force Journal

that interface standards anticipate rather than 
lag Defence’s requirements. 

The US Air Force’s ‘Mission Systems Open 
Architecture Science & Technology’ program 
has a requirement that the ‘open architecture 
solutions accommodate “built-in” cybersecurity 
features’.43 There is, however, the risk that the 
implementation of open system architectures in 
military systems could enable vectors for cyber 
threats, which will need careful management.44 

One of the proposed benefits of open system 
architectures in Defence is that they will enable 
the leveraging of rapid technological develop-
ment in the civilian sector for use in military sys-
tems leading to potential greater use of off-the-
shelf components.45 Software and hardware in 
such components will be an attractive target for 
potential adversaries that will be very challeng-
ing to avoid.46 

Considering the security of the interface stan-
dards, it has been claimed that an open system 
architecture based on completely open speci-
fications would be more secure than a propri-
etary, or otherwise closed, interface because 
there is effective crowd-sourcing to mitigate the 
risk of vulnerabilities.47 The security consider-
ations of open interface standards are related 
to the issues of security within the open-source 
software community, where it is still an open 
question as to how much reliance can be placed 
on open-sourcing to improve security and how 
the overall risks around these issues will be 
managed.48

Open system architecture concepts offer the 
potential to reduce the training burden because 
of increased commonality of sub-systems 
across capabilities. However, the pace and 
nature of system change must be managed 
to ensure that training does not fall behind 
upgrades and that force integration issues are 
considered. If the pace of change is too high, 
training will not be able to keep up. 

A significant potential benefit from the applica-
tion of open system architectures arises from 
portability and re-usability of modules, particu-
larly software modules across different systems. 
This benefit will be best realised across the 
joint force and will require the development and 
maintenance of a repository of modules that are 
available for use across projects.

Broader considerations of a whole-of-mis-
sion system arise when considering integrated 
operations involving other joint and coalition 
systems. Regression testing of upgrades by 
systems integrators is currently largely consid-
ered at the platform level, and not at the broader 
system-of-systems level. An overall ‘system 
architect’ role will be required to manage risks at 
the wider system-of-systems level, which would 
obviously require a high level of understanding 
of what and how different platforms contribute 
to a mission.49 

Where the aspects of the overall mission pack-
age are loosely integrated, modular change in 
one platform should present little risk to the 
mission package performance. If the mission 
is dependent on aspects of the overall system 
requiring tight integration between platforms, 
then regression testing of modifications will need 
to consider these larger systemic risks, noting 
the challenges to test and evaluation that arise 
when validating systems of systems.50 

Conclusion
A growing aspect of the capability management 
of Defence systems will involve exploiting the 
opportunities offered by open system archi-
tectures while managing the risks that this will 
pose. The main opportunities will be increased 
system flexibility through modularity; improved 
ability to keep pace with threats and technologi-
cal developments; and strategic benefit through 
increased Australian defence industry capabili-
ties in design and integration of hardware and 
software modules for Defence. These opportu-
nities contribute to addressing Australia’s stra-
tegic requirements as articulated in the 2016 
Defence White Paper and 2016 Defence Indus-
try Policy Statement. 

Enabling the successful exploitation of open 
system architectures by Defence underscores 
the identified need for a Defence workforce with 
the requisite skills to manage new technologies 
with greater agility. Defence will need access to a 
workforce with the technical and business skills 
to negotiate system architectures that meet 
Australia’s strategic requirements around deliv-
ering operational capability, value for money, 
and offering opportunities for Australian innova-
tion while also supporting the needs of original 
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manufacturers for a viable business model. To 
help achieve these outcomes, Defence needs 
to learn from US and UK defence projects that 
have successfully implemented these principles.

Capability managers will need assurance that 
the risks and opportunities offered by open sys-
tem architecture-enabled systems are appropri-
ately managed. This will require an acquisition 
culture and skills base to develop appropriate 
requirements for Defence and to support proj-
ects through their acquisition phase to ensure 
these requirements are met. These skills could 
reside within Defence or be sourced from indus-
try, and the development and maintenance of 
this skills base could be shareable across the 
whole of Defence. Sharing this resource will 
assist with ensuring the consideration of mission 
and force level integration and interoperability. 

The benefits of open system architectures will 
be best realised in an environment where oper-
ators and developers can work closely to realise 
systemic improvements that are grounded in 
operational needs. Exploiting the opportunities 
through the life of a capability will place respon-
sibilities on capability managers for providing 
this development environment, as well as the 
need for appropriate test and evaluation infra-
structure, organisation and personnel to man-
age the risks of development and/or integration 
of modular upgrades. This can evolve as differ-
ent systems become available, with the scale to 
be matched to the level of complexity or risk that 
the capability manager is willing to accept.
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