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Introduction
The ultimate goal of military force is to achieve political aims. But in an era of globalised communication,
where even relatively minor tactical actions can influence the polity, the terms ‘tactical’ and ‘strategic’
have become increasingly entwined. Moreover, in today’s globalised pond, it has become increasingly
difficult to foresee the ripple effect of many tactical actions.
One approach to respond to this complexity is to apply a conception of complex adaptive systems to our
adversaries, ourselves and to our environment. This approach would see us considering actions in the
context of the overall system, rather than reacting to components in isolation or without considering the
relationship to other parts of the system.
In this article, it will be argued that counter-network concepts, developed for countering al Qaeda in Iraq
and other non-state threats, could prove a useful starting point for the application of a complex adaptive
systems approach to conceptualising the range of challenges in contemporary conflict.

Background
Discussion surrounding the current and future operational priorities of the ADF is sometimes presented
in binary terms, such as conventional or unconventional, regular or irregular, or enemy-centric versus
population-centric. However, any such categorisation tends to understate the complexity of modern
warfare, and arguably contributes to the ‘failure of commanders to establish … the kind of war on which
they are embarking’.1
This article contends that we need to take note of Sun Tzu’s guidance and utilise combinations of direct
and indirect methods tailored to our political objectives. In modern-day parlance, this would involve
exploring complexity and systems science ideas, as applied to the full range of conflict, and embracing the
inherent complexity of operating through networks. The desired outcome would be one that assimilates
binary concepts rather than seeing them as a zero-sum game.
The Australian Army, in its adoption of ‘Adaptive Campaigning’ in 2006, accepted the application of
complex adaptive systems science to military operations.2 Despite tactical adaptation to the insurgent and
irregular threats in Iraq and Afghanistan, we arguably have failed to modify our doctrinal foundations
accordingly. Indeed, there is no Australian doctrine for the development of indigenous partners, despite
the employment of this operational method in both Iraq and Afghanistan. We have failed to
institutionalise ‘Adaptive Campaigning’ and its underlying conception of competing complex adaptive
systems.
More broadly, we have failed to heed Colin Gray’s assertion that ‘strategic concepts are not dictated to us;
rather, we choose them and decide how they can serve as building blocks for the edifice of theory we
prefer’.3 As the Afghan experience closes, and we reflect on what we have learnt in applying Clausewitzderived doctrine to inherently ambiguous counterinsurgency and counter-network operations, an
opportunity exists to apply complexity science to improve Army’s doctrine across the full range of conflict
from messy, law enforcement-type activities through to major combat operations. Such an approach
would adhere to Gray’s assertion and build an appropriate theoretical edifice using complex adaptive
systems theory.4
In 2012, Defence funding in Australia fell to 1.5 per cent of GDP. Australia remains financially constrained
in its ability to respond to the full range of security threats, 5 thereby dictating the requirement for a
carefully-devised mix of direct and indirect methods to achieve the government’s strategic objectives. We
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are unable to afford the more conventional and the more ‘comfortable’ military solutions that would be
available in a fiscally-unconstrained force structure or that adherence to retaining a ‘technological
advantage’ might dictate.
Almost three decades ago, General John Galvin spoke of the dangers such a cognitive bias toward
‘comfortable solutions’ may present, observing that:
[W]hen we think about the possibilities of conflict we tend to invent for ourselves a comfortable vision of
war, a theatre with battlefields we know, conflict that fits our understanding of strategy and tactics, [and]
a combat environment that is consistent and predictable, [and] fightable with the resources we have.6

Galvin’s observations were made in the wake of the Vietnam War, while commanding US Southern
Command’s counterinsurgency operations in El Salvador. Yet they resonate with many military
practitioners today, especially given that Vietnam, Iraq and Afghanistan all demonstrated inconsistencies,
unpredictability and resourcing challenges. What Galvin suggests is that we need to accept the
‘uncomfortable nature’ presented by the systemic and complex challenges of today’s globally networked
operating environment, wherein:
It is highly unlikely that the Taliban fighter whom our Soldiers and Marines face on the ground in
Afghanistan or the al Qaeda operative who intends to kill Americans on US soil wakes up and chooses to
fight irregular war, or network war, or fourth-generation war. They simply choose war.7

Galvin highlighted a further risk in that ‘we search for ways to categorize and then dismiss …
[unconventional threats] or relegate them to theoretical pigeonholes where they can be dealt with,
hopefully by someone else, while we fight the main battles’. 8 The reality, however, is that ‘a direct
relationship has existed frequently between armed forces engaged in the conventional form of warfare
and those fighting in an irregular manner’.9
In other words, problems cannot be solved using reductionist methods. Moreover, akin to fighting an oil
fire with a high-pressure water hose, our misunderstanding of unconventional al Qaeda-aligned
adversaries has arguably exacerbated the spread of instability from Afghanistan in 2001 to Iraq, Pakistan,
Yemen, Syria, Libya, The Philippines, Mali and Somalia. Our best intentions are in fact failing us—and
reframing is necessary to successfully employ force to achieve national objectives. Indeed, the resurgence
of al Qaeda-Iraq as Islamic State exemplifies the adaptive resilience of our adversaries.
The US Quadrennial Defense Review of 2014 captured this complexity, noting that ‘the rapidly
accelerating spread of information is challenging the ability of some governments to control their
populations and maintain civil order, while at the same time changing how wars are fought [emphasis
added] and aiding groups in mobilising and organising’. 10 A year earlier, President Obama had asserted a
similar sentiment, contending that:
Beyond Afghanistan, we must define our effort not as a boundless global war on terror, but rather as a
series of persistent, targeted efforts to dismantle networks of violent extremists that threaten America.11

The application of complex adaptive systems theory
Research by Australia’s Defence Science and Technology Organisation (DSTO) in the early 2000s was
instrumental in conceptualising the application of complex adaptive systems theory to conflict,
underpinning the Australian Army’s subsequent doctrinal acceptance of systems thinking in the form of
the ‘Adaptive Army’ construct. 12 In 2005, the US Army’s School of Advanced Military Studies similarly
commenced teaching ‘Operational Design’ and ‘Operational Art’ in response to the increasingly
networked, inherently human nature of the ‘Information Age’.13
However, despite being on an operational footing for much of the past two decades, the Australian Army
and Western nations in general, have arguably been slow to incorporate an ‘adaptive’ approach within
their strategy.14 Yet our adversaries are adapting and doing so quickly. Having been almost destroyed in
the eastern Afghanistan provinces of Kunar and Nuristan, al Qaeda has recently been deepening its
affiliations with various other groups, enabling multiple diverse actors to pool their resources and work
towards a common objective.15 At the same time, the collateral impact of certain Western targeting efforts
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have steeled the resolve of some who otherwise may have sought reconciliation or at least have been
marginalised within remote provinces.
Returning to Galvin’s analysis from 1986, he predicted ‘a synthesis of conventional and guerrilla warfare,
with greater importance accorded the societal dimension, [as] a likely model for the future’, 16 presciently
describing the challenge encountered by coalition forces in Iraq. By 2009, the US Department of Defense
had arrived at the same conclusion, asserting in its stated objective of ‘a balanced army for a balanced
strategy’, that ‘we are more likely to face hybrid threats—dynamic combinations of conventional,
irregular, terrorist and criminal capabilities’. 17
Certainly, complex adaptive systems theory can account for the concept of a ‘hybrid war’ by accepting
that layers of systems can operate concurrently, aligning unexpectedly in a synergistic manner. A
‘counter-network’ perspective then becomes a strategic thread that can stitch together disparate,
competing concepts of regular versus irregular versus hybrid—and, indeed, all security threats across
this spectrum—into a cohesive whole.18
The variability and unpredictability of the operating environment creates further challenges, as an
optimal system will naturally seek to operate ‘on the edge of chaos; it is here where its ability to choose
alternative futures is optimised’. 19 US advisers during the early 2000s, working to support the Colombian
military in responding to its narcotics and insurgency challenges, initially misunderstood this dynamic. A
senior Columbian military officer reflected that:
We were caught by surprise, because we had American doctrine. The American approach taught us there
were two types of war, conventional and unconventional, what you call ‘war’ and ‘other than war’. This is
a mistake. This is your view, but it is not correct for us. Actually there is only one conflict, going from
guerrilla war through mobile war to conventional war. It’s all integrated. And we must be able to fight at
all levels.20

The cognitive shift required is that we are moving out of the Industrial Age and into the Information Age.
Computer systems, streaming news media and social networking have linked people into an intertwined
system of ethnic, racial, religious and familial allegiances. It is these connections in our environment that
are generating complexity in our battlespace. In planning military interventions, we must anticipate the
ripples of conflict to spread far and wide across the globalised pond, requiring a cognitive shift in
warfighting.

Networks, complexity and failure mechanisms
The term ‘network’ has entered the common vernacular through the advent of social media, and describes
the manner in which entities interact. The most familiar model is the hierarchical organisational
structure. The more obtuse is the all-channel matrix wherein all members of an organisation have
connections. Complexity science describes the observed behaviour of such networks, which, if they
demonstrate non-linear behaviour through self-organisation and emergence, are better termed complex
adaptive systems. Indeed, the now familiar models of threats as networks are a temporal representation
of these systems, with the evolving picture of al Qaeda’s senior leadership since 2001 exemplifying the
characteristics of adaptation, emergence and resilience.
We can readily associate with these concepts, as humans are effectively part of a ‘complex adaptive
system’, scalable as a family group, tribe or nation state. Indeed, the colloquial terminology of ‘social
fabric’ is apt, embodying an interlocking weave of religious, ethnic, political and familial ties,
demonstrating symbiotic strength against particular stressors.
In 1996, Andrew Ilachinski wrote a seminal paper that precipitated a growing interest in complexity
science through simple analogies between warfare and scientific understanding. 21 The trend coincided
with the explosion in social media and an increased strategic focus on terrorism. Studies by the
psychologist Dietrich Dörner in 1996 prompted Defence’s interest in complexity science through his
analysis of how failure occurs, even within highly-trained groups of people.22 Between Ilachinski’s and
Dörner’s work, we can readily assimilate against our operational experience that has been, as Galvin
terms it, ‘uncomfortable’.
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If we accept such environmental complexity, we must then posit how we destroy a complex adaptive
systems. Napoleon’s advice that ‘one jumps into the fray, then figures out what to do next’ 23 seemingly
recognises the inherent complexity of human conflict and draws parallels with the well-known ASDA
loop—Act, Sense, Decide and Adapt. A level of engagement with an adversary system is essential to
understand its functions and to orchestrate an appropriate failure mechanism. Disengaged study will not
yield the insight we might seek.
A useful analogy for an operational system is that of a tree, with the concept of attrition analogous to
pruning.24 Too slow or too lightly and the leaves regenerate and no progress is made. Cutting off a
particular bough (or key node/sub-system) may remove a diseased limb but the tree as a whole could
continue to grow. Using broad-spectrum poison may overwhelm its defences and successfully kill the
tree, although the wrong kind of poison could be a fertiliser that sparks frenetic growth. Severing its roots
(analogous to local support) could cause the tree to topple. With the changing seasons, a tree may also
shed its leaves and look to be dead, only to return with better conditions (analogous to a resurgence of
popular support, perhaps prompted by a particular incident).
Failure mechanisms are therefore varied, complex, temporal and potentially most successful when used
in combination. These are briefly discussed below. But all require mapping of the network, combined
with a review of appropriate systemic principles and traits to determine the appropriate failure
mechanism to employ, with ‘the aim … [being] to attempt to inject non-linear complexity into the network
… cascading it to a point of termination and ultimate systemic destruction’.25
An example is illustrated at Figure 1, where an insurgency as a network is simplistically shown in the lefthand image. A counter-network approach, shown by the green flows in the right-hand image,
demonstrates the objective, whereby knowledge of the system supports targeted attacks (internal and
external) to achieve the most significant system-level impact on the overall insurgency network.

Figure 1: Utilising a counter-network approach in counterinsurgency operations 26

More broadly, failure mechanisms might be considered a ‘theory of victory’, appropriate to the temporal
state of the system. Selection of a mechanism may need strategic adaptation as an adversary seeks to
improve the ‘fitness’ of his organisation with respect to its environment. Likewise, a theory might prove
self-defeating if ‘fitness’ is not maintained against shifting Western and local perceptions, which leads to
the consideration of logical failure mechanisms.
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Key node disruption
Defeating organisations like al Qa’eda, its affiliates and adherents, requires persistent pressure against
their critical requirements, capabilities, and resources. It requires the removal of key leaders,
denying/disrupting safe havens, severing connectivity between extremist nodes, challenging violent
ideology, and offering alternatives to potential recruits. When we remove pressure, we see them
metastasise, regionally and globally.27
This conceptualisation seeks to remove or significantly disrupt the nodes within a system that have a high
degree of connectivity. These typically would be leadership elements or facilitators whose high
connectivity makes them holders of significant informal power, even if not vested with authoritative
power. By removing such nodes, the system is forced to adapt and spend time and effort seeking to reconnect its separated elements, and in the process diminishing its ability to achieve its primary
objectives. Successful nodal targeting can also fragment sub-systems, potentially encouraging the
adversary system toward chaos.
Such an approach, when applied to leadership elements, is the high-value targeting paradigm or
‘decapitation’ strategy often exemplified by the ‘direct action’ missions employed by special forces.
Notwithstanding the varying views within literature about the mixed successes of this strategy, a
common thread is the importance of accurate network mapping for targeting ‘connectivity’ rather than
formal authority.28 A good example is the 1992 capture of Abimael Guzmán of the Sendero Luminoso
(Shining Path movement) in Peru, which effectively resulted in the demise of the organisation.
Link disruption
A link disruption strategy seeks to exploit a well-compartmentalised adversarial structure by targeting
those links that connect (or prospective links to connect) sub-systems, thereby isolating cells from any
form of support (or encouraging a link to form that ultimately proves disruptive). It aims to encourage the
system towards chaos or it may seek to de-radicalise/reintegrate elements of the system into the friendly
system or the broader societal fabric.
Nevertheless, this can be a risky strategy, as terrorist cells may be specifically designed without exterior
links—and a number of reintegration campaigns have proven challenging. Theoretically, the severing of
linkages within the system could be conceived in the classic counterinsurgency strategy of separating
insurgents from their support base. Understanding the human network within an area may assist in
unveiling the pressure points where separation might be successful, and where it prudently should not be
pursued.29
Push into chaos
This strategy seeks to push an adversary’s system ‘into irreversible chaos’. 30 Such chaotic behaviour may
be encouraged by completely disorientating its sub-components, potentially against each other. It is an
inherently difficult strategy, requiring a detailed understanding of sub-system motivations and frictions.
But it holds considerable potential by bringing about a calamitous change in the adversary’s system. This
concept was seen in the so-called ‘Anbar awakening’ in Iraq, wherein al Qaeda’s support base—the Sunni
tribes of Anbar province—directly turned against it.
Of course, the fragmentation of a system may not necessarily result in its demise, as demonstrated by the
Iraq experience and indeed the broader al Qaeda franchise. The establishment of relatively independent
sub-systems typically adds a level of resilience to any structure, and hence must be considered with due
care and consideration of local cultural factors.
The use of information operations is critical to seed mistrust, separate sub-systems, and encourage infighting to bring about internal network degradation. Consequently, the strategy is inherently complex.
Because it relies on detailed and accurate intelligence, its historical success is mixed. Despite this
challenge, the goal of seeking to bring about an adversary’s demise through its own undoing is a very
attractive goal, and often worthy of pursuit.
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Push into simple/complicated behaviour
This strategy seeks to marginalise the effectiveness of an adversary by reducing complexity and
generating simpler behaviour within the adversary’s system. It exploits rule sets, those aspects that
define an adversary’s dominant narrative, and imposes limitations and constraints on the system. The
Dhofari counterinsurgency exemplifies such an approach, where the Marxist goals of the Yemeni-based
Popular Front for the Liberation of the Occupied Arabian Gulf were simply incompatible with traditional
Islamic culture, and hence defeating the system needed only to encourage the Front to adhere to its own
self-defeating adherence to Marxist strategy.
In marginalising an adversary through changed behaviour, its system may become more predictable in its
response patterns. Clearly, the human element of choice will always remain. However, an understanding
of how such choices are constrained by culture, societal norms and ego may well remove sufficient
choices such that an adversary’s behaviour becomes more predictable. Marginalisation is therefore
inherently risky, and unknown factors may yield unintended consequences that neuter this theory.
A combined approach of pressure and disruption
The combined approach of network pressure and disruption is exemplified in the case study that follows.
It essentially can be visualised as a form of pressure on an adversary’s network, coupled with selected
disruption of links or nodes critical to the coherence of the system.
An example is a ‘reconnaissance in force’ action, based on tenuous intelligence, which seeks to prompt the
adversary system to respond, giving an insight into its dispositions, operating procedures and command
organisation. As information about key nodes/links becomes evident, continued pressure could be
exerted, potentially leading to further unmasking of system elements, holding potential for the
development of a virtuous cycle of intelligence and action.
A further example of such an approach can be seen in law-enforcement actions against organised crime.
Publicity actions, crackdowns on street dealers and overt surveillance may all seek to exert pressure on a
criminal network at the boundary interface, seeking to encourage mistakes that make key nodes
targetable.
This strategy is particularly worthy of consideration, not least because much of our planning
methodologies emphasise that ‘intelligence drives operations’. While that may be axiomatic, we should
not overlook the notion of conducting operations to drive a better intelligence and an improved
understanding of an adversary.
Strategic reframing
Because we are engaging with complex adaptive systems, a theory of victory is only valid until the enemy
adapts to the threat. Adapting at the strategic level is essential, shifting the theory of victory to sustain
‘fitness’ with the broader political context. Political reticence to reframe strategic narratives may
therefore prove the Achilles heel to Western forces engaging with such adaptive adversaries.

Case study – a complex adaptive systems approach in Afghanistan
The crucible of conflict in Iraq was instrumental in the evolution of the theory of counter-network
operations, particularly with considerations of tribal and familial linkages to determine targetable critical
vulnerabilities in engaging al Qaeda networks. 31 Within this conflict, General Stanley McChrystal
developed an ‘industrial’ process of ‘find, fix, finish, exploit, analyse’ (F3EA), which sought to generate a
level of tempo that would overwhelm threat networks’ adaptive and regenerative responses. 32
Importantly, this ‘industrial’ process exemplified the ASDA approach where efforts to ‘sense’ the ripples
emanating from decisive action led to decisions about subsequent targeting priorities. Organisational
adaptation to evolve itself to the challenges of the Iraqi political context epitomised the value of strategic
reframing, as target sets shifted from Ba’athist to al Qaeda-Iraq to Shia militia groups.
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Late in 2013, General McChrystal drew parallels between counterinsurgency literature and human
immunology and physiological responses, calling the nation-state a ‘living organism that depends on
certain things to work’.33 He posited ‘a national immune system … built up to protect borders and …
places’, aided by forces whose role would be to cleanly excise the problems attacking the living organism,
while doing no harm to the host.34
The F3EA process has been applied by the Australian Special Operations Task Group (SOTG) in
Afghanistan to target key nodes, with varying objectives of severing linkages in the enemy network,
disrupting the leadership of network cells or reinforcing information operations objectives. Significantly,
F3EA has been upgraded to F3EAD, adding the key element of ‘disseminate’ to emphasise the importance
of information operation objectives.
Such adaptation has been made in the face of the emergence in Afghanistan of a broader, hybrid insurgent
threat, wherein a significant narcotics industry has become increasingly entwined with the insurgency,
notably along the Helmand River valley (exploiting the artificial seam between two coalition force
regional boundaries). Operations to counter this threat, known as ‘NEXUS operations’, have been
conducted since early 2011, specifically targeting areas where insurgent support systems, including
smuggling and infiltration routes, are being utilised by insurgents, auxiliaries and other support
structures simultaneously.35
The logic has been to disrupt the funding lines that fuelled the insurgency, to interdict the aid being
infiltrated along the same narcotics distribution networks and to deny sanctuary to the insurgency. The
operations, coordinated through a Combined Joint Inter-agency Task Force, have drawn together US
intelligence agencies, the US Drug Enforcement Agency, the Afghan National Interdiction Unit, the
Australian SOTG and others.
What quickly became apparent was the utility of the layered, network analysis approach. A raid in
Daykundi province in June 2011 recovered a cache of anti-personnel mines (see Figure 2), at a logical
staging point for infiltration routes running into western Uruzghan. Reporting of a subsequent raid at the
same location in October 2011 noted that ‘the ferocity of the insurgent response … is a clear indicator of
just how important this cache was to their plans’. 36 This second raid denied 4000 kilograms of poppy
seeds to the narcotics industry, which ‘would significantly impact the insurgent-aligned syndicate’s ability
to plant and harvest a crop in the 2012 growing season’. 37

Figure 2: Weapons and narcotics recovered in Daykundi province in June/July 2011
(images courtesy of Department of Defence <http://images.defence.gov.au/20110710_SOTG_0435.jpg,
http://images.defence.gov.au/20110606_SOTG_017.jpg>)
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The NEXUS operations have demonstrated the complex adaptive systems nature of the
insurgent/narcotics networks involved, through their gradual adaptation to targeting efforts. Drug-labs
were initially relocated to more remote and better-defended locations, camouflage efforts became more
elaborate and, eventually, the labs themselves became more mobile. Each evolution required
corresponding adaptation to permit continued tracking and successful targeting. Importantly, such
adaptation was clearly a competition. Our adversaries sought to evade detection and then improve
defensive capabilities, while Coalition forces engaged in improving intelligence, surveillance and
reconnaissance capabilities, and operational targeting assessments. Indeed, the theory of victory could be
seen to shift from Uruzghan-centric disruption to wide-area, network-centric pressure and disruption
Most raids recovered improvised explosive devices (IED), weapon systems and ammunition caches,
validating the intelligence reporting that the narcotics distribution network was utilised in reverse for
insurgent materiel being channelled into the country. Most importantly, however, prosecution under
Afghan law became far more effective—being captured with an IED might not lead to incarceration but
being captured with several kilograms of opiates had a penalty of years of incarceration.
The most interesting dynamic of the 2011 targeting period was what evolved as a network pressure
approach. A raid in mid-September 2011 in the Baghran district of northern Helmand province was the
Drug Enforcement Agency’s most successful in history, destroying opiates worth US$150m in US street
value.38 A week later, at a nearby processing plant, the record was re-broken with narcotics in excess of
US$350m destroyed.39 Importantly, it is estimated that ‘in Afghan terms, the combined hauls would
remove around US$21m from directly funding the insurgency’. 40 In an environment where AK-47s can be
purchased for around US$100 and IEDs manufactured for $US5-10, the loss of US$21m was significant.
The insurgent leader of this narcotics network had previously proved exceptionally difficult to target,
because of his astute operational security measures and remote location. However, the denial of this
revenue caused him to change his modus operandi, including being forced to travel more broadly to
reassure creditors and source other funding to keep his operation functioning. This made him targetable,
and he was subsequently neutralised by Coalition forces. The removal of the network leader, combined
with unprecedented external financial pressure, overcame the inherent adaptive qualities of the network
creating a ‘rapidly deteriorating situation’ leading to its subsequent collapse, disrupting the flow of lethal
aid into Uruzghan.41

Conclusion
This article has advocated further exploration of a networked and counter-network paradigm to provide
coherence in Defence planning and doctrine development, especially for the increasingly complex
environment of counterinsurgency operations. It also espouses that we should more vigorously embrace
complex adaptive system theories and network perspectives in order to gain cognitive coherence against
a broad range of threats, including conventional challenges. Such an approach would explore strategic
problems through the lens of seeing nested ‘networks of networks’, encompassing diplomatic,
informational, military and economic means to achieve an acceptable solution.
As advocated by Ian Langford, ‘network-based targeting offers a different perspective on the target
system or systems by focusing on the interrelationship of elements within the larger system’. 42 Certainly,
the need for such a change should be evident from the uncertainty and complexity encountered in the
Afghan theatre, which has been described as ‘the most watched battle-space in the history of warfare’. 43
The complexity of the current globalised security environment therefore posits the requirement for
greater diversity in preparedness objectives, flexibility in employment and agility in response. 44
The Australian Army’s experience over the past two decades in the Middle East, Africa and Central Asia
has highlighted that military activities are like ripples across a pond—their effects may amplify, they may
be far-reaching or they may combine in seemingly innocuous ways to create significant, unintended
disruptions. Rather than an ‘action-reaction’ approach to strategy, Western nations need to rethink their
typically rigid orientation to linear planning paradigms, particularly in light of the continuing activities of
al Qaeda-related insurgencies in various theatres. An approach based on complexity theory likely offers a
better alternative to our current globalised security challenges.
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